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About Belarus IGF-2018

People vs technologies: is Belarusian society keeping up with the development
of the digital world?

The Internet Governance Forum “Belarus IGF” takes place annually since 2016.

It is the only large platform for an open dialogue between representatives of
the government, business, non-profit organizations, academic community and
civil society on issues pertaining to the development of the Internet.

Business hosting and cloud solutions provider, domain registrar and technical
administrator of national ccTLDs .BY and .BEJ1 hoster.by company remains an
unaltered organizer of the Forum in Belarus.

The format of the Internet Governance Forum was initiated by the UNO
in 2006.

The key principles of the IGF — transparency and representation of all stake-
holders to discuss issues related to the stable, sustainable and secure devel-
opment of the Internet industry. For 12 years, IGF events have been held all
over the world at national, regional and global levels.

The main objectives of the Forum are to ensure an open and comprehensive
discussion of all aspects of the Internet governance, the exchange of ideas and
best practices between stakeholders, countries and regions; as well as to
ensure timely identification of global and regional problems and contribution to
the transparency of management and development of the industry.

The main topics of the Forum in 2018: cybersecurity, personal data, the Internet

of Things, civil activity, digital skills, open data, legal aspects and regional
issues of the Internet development.

Belarus IGF is one of the largest Forums
in the region. Its work is aimed at the
accessibility, security and openness of
the Internet, the promotion of publicity
and the inclusion of all opinions in
decision-making and the elaboration of
draft laws. IGF gained the reputation of
the platform giving rise to real actions.



Partners and organizers
of Belarus IGF-2018
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Reliable Software, Ltd. (hoster.by brand) — provider of business cloud
solutions and hosting. Technical administrator of ccTLDs .BY and .BE/1, as well
as the only accredited registrar of international domains in the country.
Member of international professional associations: CENTR (Council of Europe-
an National Top-Level Domain Registries), APTLD (Asia Pacific Top Level

Domain Association), ccNSO (Country Code Names Supporting Organization).

Gurtam — an international IT-company, software developer in the field of
satellite monitoring and telematics. Gurtam solutions occupy about 36% of the
market for monitoring commercial vehicles in the CIS countries and are being
actively promoted in the markets of Europe, the Middle East, the USA, Latin

America, Africa, Australia and New Zealand.

Human Constanta — a human rights organization dealing with human rights
issues in a modern information society, including personal data protection,

privacy and freedom of information online.

Community “Open Data. Belarus” — virtual association of people from the
IT-sector, science, business, public initiatives and education who are interest-
ed in open data. The main objective of the community is the aggregation of

developments in the field of open data: documentation, data sets, news, etc.

Belarusian portal TUT.BY is the largest information and service Internet portal

in Belarus.



Operative-Analytical Center under the President of the Republic of Belarus. FORUM IS HELD WITH THE SUPPORT OF

Ministry of Communications and Informatization of the Republic of Belarus.

RIPE NCC — the network coordination center of the European Regional Reg-

ister of IP-addresses, which distributes Internet resources, as well as related * The Ministry of
. . . . Lo . Communications and Informatization
registration and coordination of activities aimed at global support for the func- of the Republic of Belarus
tioning of the Internet.
RIPENCC &
ICANN — Internet Corporation for Assigned Names and Numbers. R = A ~X
ICANN
Internet Society (ISOC) — international professional organization dedicated to
the development and accessibility of the Internet. Inte:rnet 1are A fotace
Society @ 2T on

IGFSA — Internet Governance Forum Support Association.

Stepanovski, Papakul and Partners Attorneys-at-Law is a partner of the panel PARTNERS OF THE PANEL DISCUSSIONS
discussion “Regional Problems of Internet Development. Legal aspects.” At-

torneys-at-Law’s employees are recommended by international legal cata- SEP

logs, including Chambers Global/Europe, Legal500, IFLR1000, Best Lawyers,

Who's Who Legal.

JLLC “Belarusian Cloud Technologies” (beCloud trademark) — a partner of the bQClOUd

Internet of Things (IoT) panel discussion. The company is a provider of cloud
solutions based on its own data center and operates according to the “opera-
tors’ operator” business model.

“Kartoteka” — an online service for counterparties’ verification in the corporate KaproTeka

sector. It is possible to find data on almost 1.5 million Belarusian counterpar- h AOCTOREPHaR MHGopMaLI?
ties.

“Group-IB” — partner of the panel discussion “Cybersecurity”, one of the lead- |GRDUP |B

ing international companies for the prevention and investigation of cyber-

crime and high-tech fraud. OTHER PARTNERS

Event partner — agency “Kitchen event”.
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“Legal” hackers visited Minsk
before Belarus IGF-2018

How to deal with cybersecurity where nobody needs it:

the experience of Kazakhstan

As far as Kazakhstan is far from Belarus geographically, it is
as close to us in the specifics of interaction between the
government, business, NGOs and society. In two years,
this country has made a big breakthrough, rising in the
Global Cyber Readiness Index by 26 lines (from 109th
place to 83rd), the construction of a national "cyber
defense" is underway. But the interesting fact is different.
As individual security specialists had to find vulnerabilities
in dozens of state-owned web resources, write a ton of
letters to relevant ministries and even the President, take
on the functions of a non-profit organization, create their
own computer incident response service (CAICA) and act
as the main whistleblower of “bugs” in information security

to finally draw the attention of the state to this problem.

On the eve of the Belarus Internet Governance Forum in
Minsk, Arman Abdrasilov from CAICA gave a public
lecture, telling the story of “hackers with white flag”. This is
a story about how to deal with cybersecurity, where no

one needs it yet.

Only 0.1% of the staff is engaged in information security

companies.

And this is in large Kazakhstan telecom operators. In the
bulk of companies, no one does this at all. At the same
time, the number of incidents with the prefix "cyber" grows
about 5 times annually. If in 2016 there were about 20
thousand of them in Kazakhstan (according to the national

CERT), then in 2017 there are already 100 thousand, and
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by the end of 2018 there will be about half a million.

The situation is really dramatic, especially given the fact
that computer incidents are not registered in the Ministry
of Internal Affairs. Due to the lack of experts as well as
legal practices. Sometimes cyberattacks turn into ordinary
fraud and dissolve in the stream of unsolved cases. Of the
nearly 18 thousand crimes in January 2018, only 12 were

classified as criminal in the field of security.
“You have a bug in e-government, please fix it”

Even before the appearance of CAICA, its specialists
worked in IT companies and were engaged in cyber secu-
rity. The creation of the e-government website of Kazakh-
stan, which of course is provided for a large budget, could
not pass by them. Pretty quickly, “legal” hackers found
several critical vulnerabilities and wrote to the resource
owner about this - to the Ministry of Information and Com-
munication. At the same time, they offered to check the

entire system for other problems.

The answer did not take long to wait - there is a depart-

ment that does its work, thanks for the vigilance. Of



course, Nno one gave access to the system either. Howev-
er, after a few months, all the problems on the site
remained, and user data was already in full swing on the

darknet.

There was a correspondence with the Ministry and the
national communications operator, the office of the Prime
Minister, the Presidential Administration, and finally, a letter
to the President. The result is predictable. Rather, its
absence. Only promises to plan a budget and change the
platform over time. As a result, since it did not work out to
defeat the bureaucracy in its native element, it was decid-

ed to simply publish data on the leaks.
“The minister called and said: “Why are you doing this?”

After posting a problem with the e-government site on
Facebook, the “bug” through which user data leaked was

closed in 30 minutes.

“Useless correspondence took 3 months. At the same
time, it took only half an hour of the engineer’s work in
order to really solve the problem. With that, most of the
time he spent just to get to the server, - recalls Arman
Abdrasilov. - It did not take any budgets, new platforms
and a review of the logic of the system. Frankly, we liked it.
Although the minister phoned with the question: “Why are
you doing this?”, but all the entire correspondence for 3

months was in our hands. And we decided not to stop.”

This was followed by a portal through which the data of
over 10,000 accountants flowed, then telecom operators,
the Ministry of Defense, the mayoralty of Astana, the
gov.kz domain with an open panel that allows you to
manage the websites of state bodies. Mobile operators
also got beat up: someone had a problem with all the
same personal data of users, and someone had an exotic
one. So, one of the technical specialists of CAICA was able
to establish a balance of minus 2 billion tenge, which the
mobile operator could not believe for a long time. Howev-

er, the situation was noticed only after a surrender. The

company simply did not notice "super-profits" for that day.

The scheme was the same: the problem was reported to
the owner of the resource, and if it was not solved, the
case was diverged in the media. And in the CAICA empha-
size that they are not trying by any means to hack protect-
ed systems. They are looking for obvious "bugs" that are
not difficult to find by the attackers without high qualifica-

tion.
“Then we had to become the media ourselves”

The next step by the government turned out to be predict-
able. Since both cybersecurity and the media are located
in Kazakhstan in the department of the same ministry, the
media simply received an oral instruction not to publish
materials about problems with the information security of

govemmental resources.

The publications stopped, but the Facebook community of
CAICA and the chat in Telegram began to grow rapidly
and now almost the entire IT market of the country is
represented there. However, after the data on new vulner-
abilities began to diverge in social networks even faster,

the ban with the media was lifted.

Arman Abdrasilov notes that the team works for patriotic
reasons. CAICA is a planned loss-making organization
funded by several IT companies. At the same time, much
attention is paid to the improvement of qualifications and

certification of specialists, the team regularly takes the first
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places in specialized competitions, participates in
world-famous conferences and has already founded its

own - Kaz Hack Stan.

"The tactics of making decisions from the top down

worked"

The dialogue between the “legal” hackers and the

government did take place.

“When we nevertheless agreed with the state regulator
that it is necessary to build a cybersecurity of the country
at the highest level and create appropriate legislation,
there were two scenarios,” continues Arman. - Option
“bottom up” with a gradual release with the initiative on
the association of IT companies, the ministry and above.
This journey would take several years. We managed to
receive the support of representatives of the Ministry of
Information and Communication, who were able to defend
the introduction of the topic of cyber security to the near-
est top-level document. It was the annual Presidential
Address to the people of Kazakhstan. Thus, the top down

tactic worked.

As a result, it turned out to make a vague, but very valua-
ble wording about the task of taking measures to build the
“Cybershield of Kazakhstan” system. On its basis, a list of
tasks was formed and the matter got off the ground. But
due to tight deadlines (4 months), most of the regulatory

framework was modeled on the example of Russia.
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For CAICA the work was not over. Its representatives were
invited to the Public Council as part of the ministry, as there
were simply no profiled specialists. So yesterday's
"anti-heroes” have become the technical core for the
preparation of "cybershield" for the government. Arman
Abdrasilov called the inclusion of such a target indicator as

an independent Global Cybersecurity Index one of the

main achievements of the Public Council.

As a result, despite many problems, a new information
security market is starting to emerge in Kazakhstan with
new players. CAICA admits that after the wave of their
exposing publications, not all companies, both private and
state-owned, want to work with them. However, it is much
better to be one of the players in a growing market than a

monopolist on an empty one. And this is a big victory.
What do we have?

In Belarus, the situation is very similar. Yes, we are signifi-
cantly higher than Kazakhstan in the Global Cyber Readi-
ness Index - 39th place. According to Alexander Sushko
from Group-IB, 50-60% of enterprises lack cybersecurity
experts. There are also many questions to legislation.
However, there are positive examples of how the National
Bank of the Republic of Belarus is building a financial

CERT.

Sergey Povalishev, Organizer of Belarus IGF:. “We are
convinced that the development of the Internet should be
a common cause. Now we largely follow the path of our
colleagues from Kazakhstan, when business representa-
tives must take on the burden of non-profit organizations,
and popularizers, and, partially, the media, so that the
development of the Internet keeps pace with the time.
Therefore, every year we invite everyone to take part in
the Forum for free and to plunge into topics of not only
cybersecurity, but also open data, loT, civil activity. Except

us, no one will make the Belarusian Internet better”




Belarus IGF has become even
closer to Internet reality.
Perhaps not everyone will like it.

Sergey
Povalishev

CEQ, hosterby

“The topic of this year's Forum is
“People and Technologies”. Is Belaru-
sian society keeping up with the
development of the digital world?”

“The format of our Forum is unique for
Belarus. IGF has become precisely
the platform where absolutely all
parties (government, business, civil
society, academic community) have
the opportunity to participate equally
in discussions on the most pressing
issues. Itis nice to see that the state is
getting more and more involved in
the dialogue. This year, the Forum is
attended by the Operative-Analytical
Center under the President of the
Republic of Belarus, the Ministry of
Communications and Informatization,
the Ministry of Antimonopoly Regula-
tion and Trade, the National Statistical
Committee, the Ministry of Internal
Affairs, the Investigation Committee
and a number of other state bodies
and organizations.”

“This year the focus has shifted even
further from global trends to local
issues. Against the backdrop of the IT
boom, it would be good to under-
stand whether we are all ready for its
consequences. As well as how to
ensure that not only schoolchildren
and young businessmen absorb the
constantly changing technologies,
but also the government and big
business. According to the organiz-
ers, the most important task of the IGF

is to ensure that the issues of the
development and regulation of the
Internet sphere are freely discussed
in all directions. There are no objec-
tive obstacles here, but there are a
number of difficulties.”

“Business and society have a lot of
ideas; the government has a willing-
ness to listen. But it seems that in
Belarus there is some kind of invinci-
ble gravity, and in practice everything
moves exclusively from top to bottom.
The experience of the IGF of past
years shows that the Forum is a
unigue tool for overcoming this “grav-
ity”. From year to year the activity of
business, non-profit organizations
and civil initiatives is growing strongly,
and the level of skepticism is falling.
We have demonstrated that construc-
tive dialogue is possible, it is enough
to have the willingness to initiate and
support it. This year Belarus IGF is
even closer to our online reality.
Perhaps not everyone will like it
There are many inconvenient ques-
tions, and not all of them are
addressed to the government. But
their gradual resolution will lead the
industry to a new level, where there
will be no losers.”




People are more important
than technologies

Dmitry
Shedko

First Deputy Minister of Communica-

tions and Informatization of the

Republic of Belarus

"Beyond any doubt, Belarus IGF is an
important step in the development of
cooperation between all stakehold-
ers in the field of the Internet govern-

ance."

“The National Forum represents a
good example of how it is possible
and necessary to unite the efforts of
all parties involved in the develop-

ment of the Internet: both for
exchanging opinions, best practices,
and for developing concrete

solutions and working initiatives.”

like Belarus IGF
makes it possible to talk with confi-

“Holding events
dence about the integration of
Belarus in managing the global
agenda of tomorrow. Belarus IGF is
part of a large cycle of Internet
Governance Forums held around the
world under the auspices of the UNO.
Representing the best national expe-

rience, the participants of the Forum

contribute to the future of the global
Internet. Thanks to the successful
experience of the previous Belarus
IGF Forums in 2016 and 2017, Minsk
was chosen as the venue for two
major international IT conferences:
the ENOG and the Eastern European
DNS Forum.”

“We are following global trends: the
commercial operation of 5G will soon
begin in our country. It is a technology
for the Internet of Things, collecting
and transmitting Big Data telemetry,
super heavyweight content. And we
are proud that Belarusian users have
every chance to be one of the
pioneers of this technology in the
world.”

“Still, I can say with confidence that
people are more important than
technology. About 400 participants
gathered in this room: businessmen,
civil society activists, researchers,
representatives of public organiza-
tions. All those who care where the

Bynet will be tomorrow."



Internet Society
on Internet governance

Nick
Hirka

Community Manager

(Europe)

“Internet governance is characterized
by a variety of participants, issues and
processes. The World Wide Web is a
system for everyone, so the best
solutions are developed through joint
discussions. Internet governance
mechanisms should not limit or
somehow regulate the ability of indi-
vidual users and organizations to
create and use new standards, appli-
cations, and services. The multistake-
holder approach is the most sustain-
able and efficient, allowing you to
make the Internet safe and open to
everyone. Over the past years,
decentralized “bottom-up” Internet
governance scheme has been used,
and it opened the door to various

kinds of innovations.”

"Basic principles of Internet govern-

ance:

1. Open, inclusive and comprehen-
sive participation of various parties in
the Internet governance process to
ensure effective and acceptable

results for all.

2.Decision  making based on
consensus. Policy making should be

subject to universal agreement.

3. Collective management and
empowerment. Governance princi-
ples should be developed in the
context of close cooperation of all

parties, each of which contributes to

the security, stability and efficiency of

the Internet.

4. Pragmatic evidence-based deci-
sions. Discussions and decisions
should be based on data obtained

from objective sources.

5. Voluntary participation. The govern-
ance is carried out not by the central
authority, but by the users and the

public on a voluntary basis.

6. Innovations without bureaucracy.
Decisions should not be constrained
by the procedures for obtaining

permits from central authorities.”

“Let's form the Internet space all
together. Here is our message to the

next generation:

. The internet of tomorrow should be

based on humanistic principles.

. We cannot take the Internet for

granted.

« The path to our digital future is in

our hands.

- Today we can begin to do what will
save the basic values of the Internet

and keep it safe and open.

- In our interdependent world, deci-
sions about the future of the Internet

should be inclusive.”




PLENARY SESSION

Internet governance:
basic concepts, principles

and trends

Moderator:

Mikhail Anisimov

Deputy Head of the External Com-
munications Department of the

Coordination Center for TLD .RU/.P®

Participants:
Sergey Povalishev

CEQ, hoster.by

Alexandra Kulikova
Manager for Eastern Europe and
Central Asia, ICANN

Maxim Burtikov

External Relations Director of the
RIPE Network Coordination Center
(RIPE NCC)

Nick Hirka
Community Manager (Europe),
Internet Society

Ucha Seturi

Founder and coordinator of the
Georgian Internet Governance
Forum (GeolGF)

Lianna Galstyan

Chairman of the Board of Directors
of ISOC Armenia, IGC Public
Relations Manager
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Does IGF represent a platform where all stakeholders can really talk on an
equal footing? Why was the Forum created and what is its role in Belarus, in the
region and in the world? A representative plenary session sets the coordinate

system before opening discussions on more narrow topics.

ICANN's representative, Aleksandra Kulikova, put forward an important thesis,
which went through the entire discussion: national and regional IGFs should
reflect the real situation which is currently relevant at this particular place. They
should not be attached to the format and program of the global Forum. Their

value is in honesty and in a cut of the real situation.

Lianna Galstyan, who takes part in shaping the agenda for the global IGF, noted
the importance of the bottom-up principle for the selection of discussion topics.
Regardless of the scale of the Forum and the specifics of the region, dialogue
is possible only due to the ability to hear questions that concern the society and

bring them to an open discussion. This is an international universal standard.

At the same time, it is perfectly natural that even such global issues as cyberse-
curity can be refracted from different angles, depending on the region. For
example, in Europe this problem is closely related to economic security, in
Asian countries - with separatism. Meanwhile, a representative of the Georgian
IGF Ucha Seturi pointed out great attention to the protection of youth on the
Internet in his country. Problems should determine the topics of discussion, not

vice versa.

The importance of the bottom-up principle was also emphasized by Nick Hirka,
a representative of the international organization “Internet Society”, which is
developing Internet accessibility. He urged society to never relax and follow

what is happening in the industry.

Among the specific characteristics of the Forums in the CIS countries, the
speakers noted the popularity of the IDN theme — domains with support of
characters of national alphabets. Belarus confirms this with statistics — the .BE/]
domain has firmly taken the second place in the world among the national

Cyrillic top level domains.



Sergey Povalishev, who is the organizer of Belarus IGF
throughout all three years of its existence, identified one
of the most important trends of the Forum — a gradual

transition to self-organization.

While a year ago business and civil society spoke different
languages in the context of Internet governance, and
government officials had to be literally persuaded to pay
attention to the Forum, this year many initiatives emerged.

Primarily, from society and business. Furthermore, the

government treats the IGF with greater attention and trust.

The participants noted a unique situation for the region on
the example of the Belarusian Forum, when the co-organ-
izers represent the three largest stakeholders. This is
another proof of the importance of the platform and the
transition from methods of lobbying interests to an open

public dialogue.

Maxim Burtikov, a representative of the technical commu-
nity and the RIPE NCC organization, which was at the very
origins of the IGF, voiced one of the main conclusions:
society and the Internet began the most important
process of transition from the “regulatory era” to the “era

of mutual interests”. In practice, this means that any
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decision made by the government, business, civil or

technical community in isolation from the wishes and
capabilities of the other participants will never work.
Without a dialogue, we will continue to generate non-via-

ble standards and projects.

Among the striking examples of such an approach,
Alexandra Kulikova named topic of GDPR, which has been
popular on media for more than a year. The most important
global change in the field of interaction with personal data
simply did not take into account the principle of operation
of the WHOIS protocol, under which ccTLDs all over the

world operate.

Summing up, the participants noted the importance of
continuing the dialogue, despite the criticism of the format

and the requirements of faster results.

Among the expectations and suggestions addressed to
the IGF, experts called honesty, a real reflection of the
situation in each country and region, a greater shift
towards the self-organization of the platform attracting
more youth. As well as the transformation of the annual

event in the year-round initiative.




PANEL DISCUSSION

Digital skills: how to cope
with new inequality

Moderator:
Mikhail Doroshevich
Executive Director, Baltic Internet

Policy Initiative

Participants:

Galina Veremeychik

Head of Belarusian Representative
Office "Deutscher Volkshoch-
schul-Verband e V" ("German

Association of national universities")

Nadezhda Zelenkova
Director of the interactive agency
Red Graphic

Marina Sokolova
Senior Analyst, Baltic Internet Policy

Initiative

Vladimir Dunaev
Member of the Public Bologna

Committee
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According to research data, 14% of EU residents have never used the Internet,
and 72% of Belarusians over 55 do not go online even once a month. At the
same time, most people who work at a computer every day do not know how
to use the Internet - this is the opinion of experts, voiced at last year’s Belarus
IGF.

Futuristic forecasts draw digital ghettos inside “smart” cities, where intermediar-
ies profit from residents who do not use new technologies. In the meantime, in
Belarus, as well as throughout the world, the number of fields of activity closely
related to ICT is growing from year to year. “It's not enough to build an IT coun-
try with an e-government, a digital society, online resources and services for
citizens - we must also teach them to fully use everything,” says Marina Sokolo-
va. Next year, any citizen of the country will be able to get a new type of identity
card - an ID card with a digital signature. More widespread use of EDS technol-
ogy is expected to be received by individuals. But it is already clear that, due to
the lack of skills, someone will put a signature the old-fashioned way with a

ballpoint pen.

Modern literacy is not just the reading of words, but the critical reading of the
world. It is not enough just to use technologies, you need to actively interact
with them, be able to evaluate information and understand which services are
useful and which are not. “We are comparing goods and reading reviews when
we make online purchases. This is a good practice for the consumption of
everything else,” said Mikhail Doroshevich. Digital literacy is not enough even

for representatives of the digital native generation, "born" with smartphones in




their hands. The course of school informatics does not

teach important things: how not to undergo cyberbullying;
how to keep profiles in social networks so as not to spoil
your future career; how to improve your skills in online
courses and use the "social elevator". Having a lot of
gadgets, young people use the resources and services of
the Network mainly for entertainment and other things
that, from the point of view of social engineering, do not
facilitate integration into society and receipt of educational
benefits.

Experts speak about age, geographical and property
restrictions on access to the Internet. Sometimes these
things “collapse”: people lack the skills to use the meager
resource they have with a small salary, living in the village,
being at the age of 55+. Over time, their situation worsens
even more, which is a potential ballast for the digital econ-
omy, since none of them becomes a consumer of innova-

tive services.

In the mid-1990s, the concept of a digital barrier appeared
in the United States, when the Clinton administration,
within the “information highway”, sought to provide broad-
band Internet access to the entire population. But it turned
out that with equal access to the Net, rich and educated
people are more able to use Internet resources to their
advantage, with the result that existing property inequality

is aggravated even more.

The truth is that inequality, including digital, will never
disappear. What measures should the government take to
offset the negative consequences of this social phenome-
non? What should be done so that those digital skills

appeared and were developed? According to Galina

Veremeychik, it is necessary to develop an education and
training system for adults. It is necessary to create a
national digital skills education strategy. At it, among other
things, must cover the costs of providing universal access
to the Internet. All over the world, public access points are
free of charge, in Belarus they are paid points from Beltel-
ecom. “When the company, for the purposes of optimiza-
tion, wanted to close them in small towns, people were not
very happy about this, because it was an important
element of their life,” said Mikhail Doroshevich.

“The most important digital skill that we pay attention to
when hiring a person to work is the ability to learn
endlessly,” said Nadezhda Zelenkova. Therefore, it is

necessary to finally legalize distance education.

Vladimir Dunaev considers it important to create condi-
tions under which a person himself could choose compe-
tencies. The digital revolution has launched an education-
al revolution: it has now become real to offer good-quality
education to an unlimited number of people, which is
happening on the example of massive online courses. But
today, to give a good-quality education to everyone
means to destroy the fundamental basis of the university -
a monopoly on the distribution of social statuses, guaran-
teed by the state itself. This is a revolution, a serious
dramatic situation, since the universities will not voluntarily
give up their right, but there are no revolutions without

victims.

Will mankind succeed in taking this step - to ensure quality
education for all? Will inequality be overcome with the

help of digital technology? The time and the next Belarus

|GF will show.




THEMATIC SESSION

Reputation Management

on the Internet

Moderator:

Marina Roschina

Reputation Management Consultant,
Director of the Reputation Agency
SbyS

One dissatisfied user with a smartphone may threaten the
company's reputation — Marina Roschina warned the
audience. The topic was relevant for the Belarusian
business — participants willingly shared their own stories.
So, on the site of a large German manufacturer of furniture
fittings in the ccTLD .BY there for a long time was posted a
photo of the singer Conchita Wurst in a frivolous form. It
was a revenge of the cybersquatter who registered the
trademark of the German company as a domain name

after the latter refused to negotiate with him.

The problem of reputation management of both compa-
nies and individuals is relevant worldwide. The growing
number of Internet users only aggravates this problem
and forces us to pay special attention to it. According to
statistics, with a global population of about 7.593 billion
people (data as of January 1, 2018), 4.021 billion people
use the Internet — almost half of all people on the planet,
and 39% of the world's population are active users of
social media. Thus, an ordinary earthling becomes a
newsmaker overnight, once he opens his social networks
and connects to the Internet. With cheaper gadgets, the

number of such users will increase even more.
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Abstracts of the thematic session:

1. Express survey of heads of marketing departments,
public relations specialists from 115 Belarusian companies
on “What is reputation management?”: 60% — it is monitor-
ing and managing negative feedback, comments on the
web; 20% — it is the work related to SMM; 20% — it is moni-

toring the mention of the company name in the media.

2. If, in the process of consuming a service / product, ex-
pectations (of a consumer, employee, partner, society) co-
incide with the promises of the company, then trust arises

and as a result - a positive reputation in the future.

3. Inthe digital world reputation is vulnerable: one dissatis-
fied user with a smartphone in his hands can be a threat to

company's reputation.

4. Audit of reputation offline and online by the company's

specialists or on the terms of outsourcing is mandatory.

5. Reputation management on the Web is only part of

working with the company's reputation.

6. Online reputation management constitutes: a compre-
hensive audit of references in Internet publications and
social networks; prompt response to reviews and com-
ments; generation of unique reputational content with key

search words; management of negative reviews.

7. In Belarusian legal practice there are examples of suc-
cessful protection of business reputation through the
courts, when companies sought to remove information
from the sites, discrediting the reputation and contradict-
ing the reality (CC Art. 153 part 7).

8. Business reputation is the primary issue in the condi-
tions of high competition and brutal struggle for financial

resources in Belarus.



PANEL DISCUSSION

Cybersecurity.
The Internet and trust

Moderator:

Aleksandr Sushko

Head of the Business Development
Project in the Republic of Belarus,

Group-IB

Participants:
Sergey Zolotuhin
Business development manager,

Group-IB

Kirill Vyatkin

Deputy Chief of the Department of
High-Tech Crimes Detection (Depart-
ment "K") of the Ministry of Internal
Affairs

Aleksey Valesyuk

Senior Investigator of the Directorate
for Investigation of Crimes against
Information Security and Intellectual
Property of the Main Investigation
Department of Investigation Commit-

tee of the Republic of Belarus

Evgeny Lipljanin
Officer of the Operative-Analytical
Center under the President of the

Republic of Belarus

Criminal activities shift to the virtual
world: the number of thefts using IT
technologies has increased by 69% in
less than two years, and the number of
instances of unauthorized access
increased by 175%. However, there are

more and more crimes committed in

Internet which are much more evil than
a cyber attack or hacking of a website: pedophilia, drug trafficking, incitement

to suicide and much more.

Against this backdrop, Belarus is preparing to the public discussion of the
National Cyber Security Concept. The document is being drafted with the
participation of MIA, IC and OAC. “Governments are building unassailable
castles. The USA’s strategy is a “Steel Ball” with defense perimeter, Kazakhstan
has a “Cyber Shield” (the literal name). We would like to avoid following this
course. It's a disconnection, and internet’s function is the opposite — connec-
tion. Perhaps someone of you can propose a good alternative,” Evgeny Liplja-

nin told to the audience.

Also the expert told about the plan to create a national center for information
security and a net of sectoral centers, e.g. practical steps on promotion of cyber

security as a service.

The speakers noted with regret that even in the era of the fourth digital revolu-
tion, not everyone fully understands the threats that are lurking on the Web. “20
years ago, cyber security was understood as window blinds, a door lock,
computer antivirus and encryption program,” said Sergey Zolotuhin. “Now
everything is different: we have cyber security in our pocket along with our

smartphone.”

The problem of cyber attacks, especially on public infrastructure, is now more
relevant than ever. While in 1995 the total damage amounted to 300 million
dollars, in 2017 only the WannaCry virus “ate” 1 billion dollars, and the total
losses amounted to 1 trillion dollars. Antiviruses do not help, and to minimize
future losses, it is necessary to shift the focus from simply detecting cyber

attacks to their prevention.




The good news is the tendency to reducing domestic

cybercrimes. Preventive measures, media coverage, work
with the public and banks of specialists from the “Office K”
started showing results. People learned the basics of
cybersecurity and stopped writing the pin code on their
bank card.

At the level of enterprises and organizations, the situation
with cybersecurity looks worse. There is no understanding
that in case of a cybercrime against a company, its reputa-
tion will suffer more than its finances. If a business invests
1 ruble in security, it will receive 10 rubles while being
protected against cyber attacks and personal data theft in
the future. “Upgrading hardware, staff training, purchasing
protection software is something you should never save

on,” said Alexey Valesyuk.

In the era of digital technology, one who owns information,
owns the world. A recent example: from 2014 to 2018,
members of the organized group Karbanak/Cobalt
attacked financial institutions around the world and stole
more than 1 billion euros in total. Mentioning Belarus: the
criminals installed a software into the computer system of
one of the banks that allowed them to manage ATMs and

to withdraw money remotely.

The epidemics of malware infection are so widespread
that the names of malware appear in media: NotPetya
cryptovirus, Bad Rabbit virus and the “cyberstar” Wanna-
Cry. It's interesting that in our IT-country we also have
creators and distributors of viruses.

New technologies - new challenges. The imminent

appearance of such a type of cybercrime as the theft of
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tokens and cryptocurrency is predicted in Belarus. Securi-
ty forces are ready: it is already classified under article 209

of the Criminal Code of the Republic of Belarus “Fraud”.

The building of a personal data protection system in
Belarus was mentioned both from the stage and among
the audience. The issue of a special supervisory authority
emains unresolved. The experts agreed: if we share the
common European approach and values, then the super-
visory functions should be performed not by the Ministry of
Information, the OAC or the Procuracy, but an independent

non-governmental structure.

A third-year-student of BSUIR (Belarusian State University
of Informatics and Radioelectronics) raised a problem of
the curriculum lagging behind the professional reality.
Cybercrime is developing faster than academic education:
now we need to talk not about theory, but about wide-
spread practice, and to transfer this practical experience
to youth.

The experience of Belarus, Germany, the USA, Great
Britain, Japan, South Korea shows that it is impossible to
ensure the security of a critical information infrastructure of

a country solely by the government’s power.

During the debate, the panel discussion participants
agreed that cybercrime can be overcome only together -
by the efforts of the state, business, the technical commu-
nity and ordinary users. Basic skills of digital hygiene,
prevention of illegal actions on the Internet, building a
system of protection against cybercrime by financial
institutions — that's what makes life of law-abiding citizens

on the Web peaceful, and the activities of cybercriminals -

difficult to being implemented.




PANEL DISCUSSION

Civil activity and the Internet:
from the neighbourhood chat
to the crowdfunding platform

Moderators:
Svetlana Zinkevich
Director of the Office for European

Expertise and Communications

Anton Motolko
Activist, initiator of the project

#Motolkopomogi

Participants:
Alexander Avdevich

Activist, Head of the Lida branch of
the NGO "Republican Association of

Wheelchair Users"

Julia Bobruiskaya
Project Manager of the Platform

‘Imena”

Vladimir Kovalkin
Author and head of the project
"Udobniy gorod" (petitions.by)

Svetlana Eliseenko
CEOQO of the crowdfunding platform
ulej.by

Egor Tsiganok
Regional Manager in Belarus,

“Yandex”

The discussion about civic engage-

WHTEPHETOM

ment on the Internet as part of the IGF
took place for the first time. The fact
that this was more than timely is
supported by the facts and figures
presented by the panel participants.

How do people exercise their
engagement on the Internet today?

For 2.5-year existence of the magazine “Imena”, 22,000 of its readers donated
600 thousand dollars to the projects they learned about from the pages of the
online magazine. There is similar statistics from the “Ulej” crowdfunding
platform - 27500 people transferred about 600 thousand dollars to 650
successful projects over 3 years. The “average check” on ulej.by reaches an
impressive $35.

At the same time, the project manager of the “Imena” platform Yulia
Bobruiskaya points out a number of obstacles, including bureaucratic ones, as
well as the fear of officials: “We are now trying to develop one project related
to medical issues, and managers tell us directly that if they help us, they will
violate specific articles of the criminal and administrative codes, which may

lead to imprisonment”.

More than 73 thousand citizens participate in solving urban problems through
the portal 115.6en. The record holder in solving local problems sent 3000
claims through this online resource.

About 200 thousand registered users on the site petitions.by create and sign
petitions. By the number of audiences, this resource is comparable with small
media. Project leader Vladimir Kovalkin notes that “Belarus is a country of prec-
edent scandal. Our scandal replaces the court. The greater the public outcry,

the more likely you are to get what you want”.




Alexander Avdevich is an inspiring example of civic

engagement, who despite being attached to a wheelchair,
solves problems alone making publications on social
networks and posting videos. Alexander turned his home-
town Lida into an almost barrier-free environment. Today
he helps activists from other towns.

“Regions are a sensitive subject, primarily because of the
locality of the community. People are afraid and for some
reason are sure that the police will come for them.” — says
Anton Motolko, a blogger, manager of the project
#Motolkopomogi. — The project petitions.by experienced
people saying: “What will happen if an official sees my
signature on the appeal? | work at a state enterprise, so do
my relatives.” People are afraid to be active, sometimes

this fear is justified, sometimes it is invented.”

The issue of civic activity was also considered in a more
technological view. For example, neighbours’ online chats
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have become popular in Belarus for a long time, while
advanced neighbourhoods create groups in social
networks. The online tool Yandex.local is an option which
is not yet available to Belarusians but has been operating
in Russia for long. The service helps to solve problems of
urban residents and communicate with government
officials. This is a solution that unites the neighbours. The
panel discussion was a convenient opportunity to assess
the needs and prospects for launching such a service in

Belarus.

There has also been discussed the variety of civic
engagement supporting tools. However, as noted by the
participants, it is extremely important not just to support

the initiatives, but to make a real difference.

Therefore, there is a need for the mechanisms at the legis-
lative level that allow civil society to participate in the
decision-making process at various levels and influence
these decisions.



PANEL DISCUSSION

Internet of

Moderator:
Alexander Kuvshinov
Top manager of the group of compa-

nies Gurtam

Participants:
Mikhail Duka
Deputy Director General for telecom-

munication of beCloud

Vadim Shaibakov
Deputy Director General for techni-

cal issues, the RUE Beltelecom

Pavel Yankelevich
Head of Partners section, SAP CIS

Vadim Radziwill

Founder and head of R-NOX

Artem Maksimenko
Head of the Development Depart-

ment of The Mobile TeleSystems

Alexander Botvinnik

Assistant Director General for
information technology, OJSC
"BELAZ" - management company of
holding "BELAZ-HOLDING"

Things

Alexander Kuvshinov: “15 years ago, when Gurtam created the first solutions,
no one even came up with the terms m2m (machine to machine) and loT. There
just appeared the opportunity to receive a GPS signal and transmit it to servers

on the Internet.

Since then, the instruments, data channels, and the amount of received and
processed information have changed. Whereas previously we only tracked the
geographical position of the car, now we can collect data on hundreds of
parameters with a frequency of up to 20 “frames” per second. It allows, for
example, to carry out a detailed reconstruction of a car accident, or remotely

switch off a car engine if it leaves the permitted operation area.

Today, almost two million “things” are connected to our software, most of which
are vehicles. Transport telematics still remains the most widespread use of the

Internet of things technology, outpacing the “smart home” and other areas.

It is important to understand that the development of loT is not only a b2c
market with “smart” gadgets, or home appliances, or even with connected cars.
loT is also a huge economic potential in such areas as logistics, housing and
communal services, agriculture, the oil and gas sector, and even advertising.
This is the next stage of automation and efficiency growth for most enterprises,

and the earlier it happens, the more the economy of any country benefits”.

Discussion on loT takes place against the backdrop of several significant
events for the industry. Standardization of the networks working on 5G is being
completed, their testing is being prepared, half of large enterprises are ready
to deploy loT solutions in the next couple of years. The Belarusian Internet of

Things market is already tens of millions of dollars a year.

On the other hand, the level of skepticism regarding loT is traditionally high
both from business and Internet users. We are many years away from the
ecosystem, in which technology would harmoniously develop. How do provid-
ers, equipment manufacturers, businessmen and government representatives

see the thorny path of the Internet of Things entering Belarus?




Michael Duca from beCloud spoke about the company's

plans to build a joint republican loT platform. Only this way,
according to the expert, it is possible to save years and
millions of dollars that can be “poured” into the industry by
participants independently and autonomously. The
infrastructure operator is ready to take over the “icebreak-
er function” and, using a joint platform, standardize
requirements for protocols, sensors, ensure security and
uniform processing and storage of data. As well as accel-
erate the emergence of e-health and telemedicine in our
country, remote data collection of housing and communal

services and other benefits of digital civilization.

The benefits of such a decision are obvious, but the
discussion participants point out the risk of emergence of
a conditional “ministry of truth” on this basis, which will

solely control huge data files.

The level of security and demand for loT services was
noted by Vadim Shaibakov from Beltelecom. A national
operator reports a three-time increase in demand for the
“smart home” service. The service works as a constructor
and adapts to the needs of the client. Security is ensured
by full encryption of data from the controller to the server,
firewall and other means. However, among the partici-
pants of the section there was only one user of this service

from Beltelecom.
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The issue of demand for solutions based on IoT was the

main idea during the discussion. Vadim Radziwill,
co-founder of the manufacturer of atmospheric air quality

control sensors R-NOX, shared interesting cases.

The company has successfully launched a project in
Austria, which regulates the level of industrial emissions in
accordance with weather reports. The second project is
already operating in St. Petersburg. For its needs, R-NOX
collected compact laboratories and implemented them

into the infrastructure developed by Rostelecom.

This ambitious municipal project carries several lessons at
once. Firstly, loT solutions are in demand. Secondly, it is
very time-consuming and not always concerns only
technology: the major volume of problems lies in the
decisions of officials. Thirdly, these decisions are objec-
tively beneficial to society. So, from the first days of work,
salvo emissions of harmful

the sensors “detected”

substances at enterprises at night.

By the way, using the example of R-NOX, it can be seen
that 5G is far from the most important factor for the devel-
opment of the Internet of Things. Although, as Artem
Maksimenko, one of the MTS top managers, noted, the
network of the new generation will provide two important
innovations. First, the movement to the broadband part
with speeds up to 2 Gbit/s and fixed Internet over the air.

Secondly, the cheapening, deepening and “thinning” of
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data for loT devices.

Pavel Yankelevich, a representative of SAP, a giant in the
world of software development, spoke about the
constraints for enterprise investments in lol. 51% of big
Belarusian businesses are not ready for investments in the
Internet of Things, 36% are already deploying loT
solutions, and another 13% are planning to do this in the
next two years. The sector is especially well developed in
the transport, logistics, automotive and energy industries.
By the end of 2020, the projected income from loT will

reach $67 million.

At the same time, the enterprises called the lack of a

budget as the main barrier to the Internet of Things. In

response to this, Pavel Yankelevich cites examples of
companies from the CIS and Europe, which, thanks to loT,
save millions of dollars. Thus, the Italian rail carrier Trenita-
lia reduced the cost of repairing trains by 10%, equipping
all nodes with wear sensors. In other words, the problem is
not the lack of a budget, but the shortcomings in the

assessment of economic efficiency.

This thesis is also confirmed in BELAZ. Alexander Botvin-
nik said that one “smart” mining truck generates an
average of 1to 2 GB of information per year. And the transi-
tion from interval maintenance to repair "on demand"

saves up to 70,000 euros for just one node.

All participants of the discussion agreed that the Internet
of Things plays a crucial role both in the digital transforma-
tion of the economy and in improving the quality of life of
people. From accurate and fast data, that will show the
state of the environment and our health, to structural
economic reforms. loT is not an abstract future, but a

solution to specific problems in the present.




PANEL DISCUSSION

Personal data in Belarus:
between business,
security and human rights

Moderator:
Alexey Kozliuk
Co-founder, human rights organiza-

tion Human Constanta

Participants:
Sergey Voronkevich
CEQ, Data Privacy Office, Ltd.

Sergey Bozianu
CEQO, Law, Privacy & Data Protection
Services SRL

Aleksandr Sushko
Head of the Business Development
Project in the Republic of Belarus,

Group-IB

Alexandra Kulikova
Manager for Eastern Europe and
Central Asia, ICANN
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A few years ago, the phrase "personal data" in Belarus was used only by
lawyers and security specialists. The situation has been changing rapidly, and
today all the neighbour countries, not to mention Western Europe, have adopt-
ed appropriate laws. We are still at the stage of coordinating of the draft law.

The purpose of the discussion in the framework of IGF is to understand how
personal data will be protected in Belarus in the coming years, and what is the
role of business, government and society in this process. And also to consider
the issue of privacy more widely: after all, behind the legal and technical
aspects there is the protection of a person and of the border between private
and public.

Sergey Voronkevich, CEO of the Data Privacy Office, who has been advising
businesses in many countries of the CIS and the Baltic region in the field of
personal data for many years, has emphasized the issue for Belarus. In our
country, the initiative to develop legislation comes primarily from business, not
from society. There is still no clear connection in people’s mind between their
data and possible fraud situations in which they may be involved.

This fact was confirmed by Aleksandr Sushko who was speaking about cyber-
crime in which the data of hundreds of people were obtained using malicious
software. Nevertheless, half of the victims demanded compensation for
non-pecuniary damage, while the second half stated that they had no
complaints at all because of the collection of their personal data.

Another feature of Belarus is that the development of legislation is rather
caused by external factors, such as the GDPR (General Regulations of the Euro-
pean Union on the protection of personal data), which establishes strict rules
for the processing of personal information and partially spreads these require-
ments to foreign companies.

Often a business operating in the European market sees an additional burden
in these rules and changes internal policies and processes only because of the
threat of fines. In other words, we began to forget that all this is being done to
protect the individual from unnecessary interference by the state and organiza-
tions in private life. More attention needs to be paid to informing the public
about the possible risks, so that the data protection initiative comes from it.



The experience of Moldova shows that the course for the
harmonization of legislation with EU standards over time
not only gives an economic effect but also forms under-
standing of the value of privacy protection in society. While
putting effort to comply with the GDPR, the country attracts
IT-business, which does not fear the EU regulator’s sanc-
tions only because of the imperfection of national legisla-
tion.

Moldova began with the signing of the Council of Europe
Convention No. 108 and has a law on the protection of
personal data since 2007. Today the country is in the third
stage with a modernized law on personal data, on the
authorized body for their protection, on data protection in
law enforcement. A separate law is being drafted to
protect rights
systems.

in connection with video surveillance

However, with the emergence of a GDPR, difficulties arise
with its application, even at the level of such global organi-
zations as ICANN. The first high-profile case was the trial
on the WHOIS network protocol, on the basis of which
domain name registration worldwide has been taking
place for more than 30 years.

The protocol involves the collection of registration and
contact data of the owners of domain names, and this data
are open. The conflict with the rules of the GDPR is
obvious, but a solution has not yet been found. In the near
future, one of the possible work models will be adopted at
ICANN:

1. Personal data of domain owners will be hidden, but they
will be available to those who confirm the legitimate
interest in obtaining this information.

2. A multi-level system, where most of the data is closed,
but it can be accessed by a circle of accredited persons.

3. Access to personal data will be possible only by a court
decision.

No matter how the GDPR is perceived - as technological

superiority or as “legal intervention” - it is unlikely to avoid
adherence to European standards. The European Union
was among the first to realize the need to bring the regula-
tion of personal data in line with the current challenges of
the digital age. These rules are already becoming the de
facto new international standard, and Belarusian compa-
nies that are guided by the European or global market
have to follow them. The new law can make this task
easier if it is as close as possible to the European one.

The body that would assume the functions of protecting
the rights of citizens in connection with the processing of
data is not yet defined in the Belarusian draft law. An analy-
sis of the optimal organizational form is carried out, since it
will depend on this whether the law will work efficiently.

Experts agree that the European model, which provides
an independent body, is the most effective. It is important
that it has the authority to inspect both public and private
organizations. It could also initiate changes in legislation
and would eventually become the main center of exper-
tise in this area.

At the beginning of the discussion, the audience was
asked to answer online the question: “Is information priva-
cy and protection of your personal data important for
you?”. Results of the survey were displayed on the screen
in real time. 78% of the audience answered the question in
the affirmative. Of course, the section participants do not
reflect the real cross-section of the society, but the result
calls into question the statement that protection of private
life is not important for Belarusians.

For a deeper public understanding of the privacy issues in
the digital era, research and educational work of public
organizations is especially significant. A working legisla-
tion and a comprehensive mechanism for the protection of
personal data are possible only with the open interaction
of all parties concerned.




PANEL DISCUSSION

Open data.
it useful for

How tO make
DUSINESS,

government and citizens

Moderator:

Alina Rodachinskaya
Community Coordinator, “Open
Data. Belarus"

Participants:
Alexey lvankin
Co-founder, “Opendatabot”

Olga Scherbina

Head of the International Finance
Corporation (IFC) in the Republic of
Belarus

Yulia Shapkina

Head of the Department of sectoral
informatization of the Ministry of
Communications and Informatization
of the Republic of Belarus

Sergey Rudnev

First Deputy Director of the Republi-
can Unitary Enterprise "National
Center for Electronic Services"

Nadezhda Tsarenok
Architect, Participation Design
Practitioner, Urbanist

Pavel Kuznetsov
Founder and director of the group of
companies “PAKODAN"
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The central topic of the discussion was the launch of the national open data
portal in January 2019. The company Novacom is a technical developer of the
resource. During its creation international experience was studied, as well as
the work of national portals of other countries. With active participation of
“Open Data. Belarus” there was conducted a study of the demand for open
data; there were also identified the datasets that state bodies and organiza-
tions are able to provide in accordance with such requests. According to Yulia
Shapkina, at the initial stage, much will be determined by state data providers:
in terms of machine optimization for some departments, preparing information
according to the required format will become an additional burden. Therefore,
in the beginning, only about thirty sets will be released, which are most

demanded by business, the scientific community and the media.

As reported by Sergey Rudney, the portal will become part of a wider infrastruc-
ture — a nationwide automated information system. In essence, the resource
will become an OAIS application with the only task — to become a good search
engine, which will simplify work with data and communication with other

subsystems, for example, the registry of administrative procedures.

Experts agreed that the most important thing in the work of the future portal is
the ability to exchange information between data providers and consumers. It
is always a two-way process that invariably facilitates data cleansing and
improvement. World experience confirms that through interaction with users, a

high resource purity of 75% can be achieved.

According to Vyacheslav Shkadarevich — co-founder and head of the counter-
party verification web service kartoteka.by — while working with state registries
his colleagues and himself often find and correct errors, thus constantly updat-
ing information. In Rudnev’s opinion, it is important for the state apparatus to
understand how the maximum provision of data affects its quality: the more

information is given by state suppliers, the cleaner it becomes.

Experts called business the main consumer of open data, while business, in its

turn, follows community needs. “We do not invent services from the air”



commented Vyacheslav Shkadarevich. — Clients request
data set “A”, and if it is on the portal, we will be happy to
provide it, because even in the event of a legal dispute,
we can always confirm the source of these truly clean data
and the validity of their publication. If a business has a
need for data set “B” that is not publicly available, manual
processing of information or analysis from several sources

is our job and our competence.”

Pavel Kuznetsov voiced the position and problems of the
business, which consumes a large amount of open data
every day. In North America, the data is really open: you
can get a huge amount of it without using special identifi-
cation — just by going to the portal. In our country, howev-
er, such data is available only if there is a digital signature.
A reasonable question arises: is it correct to classify such

data as open?

Olga Scherbina presented interesting figures: Belarusian
business can “save” up to $10 million a year by reducing
the time spent on information search, filling out documents
and walking around the cabinets. To assist businesses, an
electronic register of administrative procedures was
launched in cooperation with the Ministry of Economy.
Nowadays, the resource contains detailed information on

140 current procedures and business situations.

Nadezhda Tsarenok shared her experience in the practi-
cal use of open data in urban planning. In the framework of
the project “Serebryanka. My uptown” city authorities
considered activists’ requests and started developing the

infrastructure of the entire neighborhood’s inter-yard

spaces by common efforts. “It is important for us to know

who lives here, their age, gender,” said the architect.
“Otherwise we work by touch.” In theory, this data is
publicly available on the Belstat website, but in fact, it is

rather problematic to find it there.

The representative of Belstat Vyacheslav Provolotsky
agreed with the criticism and explained why after the
launch of the national portal his colleagues will have a lot
of work: “We don’t hide anything, the reason is that the
search tools on our site do not meet the requirements. |
am sure that the national portal will be good, but we will

still collect the information.”

Business and civil society represent two “poles” that are
interested in the format of open data. Alexey Ivankin
advised his Belarusian colleagues to fill the portal with
data sets related to the life and safety of citizens: “People
are interested in the fire inspectorate at their school, the
epidemiological and criminal situation in the area. As soon
as you start posting this data, you will have millions of

users.”

Summarizing the discussion, Alina Rodachinskaya
expressed hope that in the framework of the next IGF
participants would discuss the already finished productive
portal, since the conversation laid a good foundation for
further interaction between suppliers and consumers of

open data.




PANEL DISCUSSION

Regional problems of Internet
development. Legal aspects.

Moderator:

Tatyana Ignatovskaya

Lawyer, partner of Stepanovsky,
Papakul and Partners Attorneys at

Law

Participants:
Uliana Zinina
Head of Government and Communi-

ty Relations, Facebook

Sergey Kopylov
Deputy Director of the Coordination
Center for TLD .RU/.P®

Alexander Zhuk
Legal Adviser, hoster.by
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The development of technology brings new challenges to existing legislation.
And if on a global scale, legal IT issues resemble a fantastic blockbuster -
robots, drones, artificial intelligence - then regional issues are much closer to

the real life of users.

Uliana Zinina spoke about issues that fall outside the jurisdiction of a single
state. So, services and applications that can recognize people's faces and
thereby limit the privacy of a particular person are based on machine learning
and Big Data. Does the legal advice given by the bot have the right to exist?
Who is responsible for the accident involving a self-driving car, a car without a
driver: Tesla, a software maker, a man in a car, or some kind of hacker? Does
the drone violate privacy when flying over someone's balcony or land? In such
situations, Facebook is guided by Community Standards to ensure the same
level of protection and service for all users. The legally controversial feature of
face recognition is actively used in the work of the social network to instantly
determine the patterns of the terrorist organization Islamic State and remove

them without human participation.

Local issues vary from country to country. The fact that in Russia there is a
prohibitive trend of legal regulation of the Network, said Sergey Kopylov. Here
there is a constant narrowing of the framework of the permitted legal field of
using the Internet, content, technologies. A huge number of laws have been
passed, including the “Yarovaya package”, the “law of oblivion”, VPN, messen-
gers and social networks. Some legal acts turned out to be “legislative rubbish”,
of little use in practice, because of which they had to be abolished. In particular,
the law on bloggers, according to which certain significant bloggers had to
meet certain requirements and were included in a special register of Roskom-
nadzor. It is interesting that its cancellation was caused by the protests of the
bloggers themselves: look, | am so significant that | am in the Roskomnadzor

registry!

There was an incident with the "lifelong" blocking of sites that have repeatedly
violated the author's content. The Internet filter used in such cases consists of
IP, URL and domain name. The “black list” of domain names was not synchro-

nized with the rules of domain name registration in the Russian Federation, as



a result of which these domains entered the market again

and were sold there for high prices. The seller of the
domain spoke about the promotion and attendance of the
site, keeping silent about problems with access in the
Russian Federation. In a matter of urgency, changes were
made to the rules: now such domains are included in the

stop list, which prevents their sale.

But content blocking is not a panacea, as with the help of
VPN content remains available. There is a well-known

», o«

saying of “techies”: “You pretend that you block sites, and
we pretend that we don’t visit them”. There are really good
examples of consolidating the global community in terms
of restricting access and blocking content. Spamhaus is an
international list of spammers who successfully block and

where market participants are still afraid to get.

In Belarus, according to Tatyana Ignatovskaya, a trend to
regulate digitalization occurring in the country's economy
has emerged. New legal norms appear, changes are
made to existing ones. Thus, according to the new version
of the law “On Protection of Consumer Rights”, electronic
purchase confirmation is now sufficient - a paper check is
not needed for this purpose. In the public discussion go
"Rules for the sale of goods on the samples," which
traditionally refers to online trading, - changes will appear

within a month or two.

The hoster.by CEO Sergey Povalishev raised the issue of
quickly removing a domain from the registry or suspend-
ing its delegation. Even if there is a violation of the law -

the domain intercepts data from the card or the site

contains materials with child pornography - the hosting
provider does not have a “switch” to quickly disable such

a site.

Alexander Zhuk prepared an overview of the "white spots"
of the Belarusian Internet legislation. Thus, Decree No. 60
introduces compulsory hosting in Belarus for legal entities
that use websites for the provision of services, the perfor-
mance of work and the sale of goods. It remains unclear
whether self-employed persons (notaries, artisans) who
provide services, but are not legal entities or individual
entrepreneurs, can have hosting outside Belarus. Accord-
ing to the same decree, non-profit organizations that are
legal entities and provide services should have hosting in

our country, which does not look quite logical.

There is a dilemma about whether or not individuals'
websites are subject to mandatory state registration in the
registry of State Supervisory Department for Telecommu-

nications of the Republic of Belarus.

And according to Instruction 47, if the domain name is not
used (for example, there is no website), it can be selected
and put up for auction, which is contrary to the free use of

property rights.

On the panel discussion the most burning issues were
raised. The legal framework lags behind technology,
creating a heap of ambiguities in practice - this is an inevi-
table reality. “If there is a problem, it can be discussed,”
said OAC employee Kirill Mordan. And as you know, the

truth is born in the dispute - which is happening at Belarus

IGF for the third year in a row.
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AnBaHHbIE BOWiCcKa UayT
B aTaky

09.10.2018  KpeiHiya: Mapua Manesuu ans Baj.by,
thaTo EBreHwa Epuaka

B Benapycu He 0f1H rof, BeAeTcA AUCKYCCUA O
TOM, Ha KAKOM CBETE HaX0AWUTCA Halle
rpaxpaaHckoe o6LecTBo. OpraHMsaTopbl
naHenbHOii AUcKyccun «MpaxaaHckan
AKTUBHOCTb M MHTEPHET: OT COCEeACKOro YaTa Ao
KpayacdaHavHroBoii NnnatthopMel» B pamkax
dopyma no yNnpaeneHuo UHTEpHETOM YBepeHbI:
MCKaTb HEe HYXHO — BCE 3f1eCb, B MHTEpHeTe!

TeKCTbl YNTATb He XOTAT,
HYXHO 06 BACHATL

COrnacHo CTaTMCTUYECKUM JaHHbIM, CETOAHS UL
HeBoMbLLWan 4014 MHTEPHET-NoNb30BATENeH,
aKTWBHLIX B BENOPYCCKOM CErMeHTe WHTepHeTa,
BbIpaXaeT CBOK rPaAaHCKy0 NO3ULMI0 B CETH.
BOMLIWNHCTBO BCE-TaKU XOAUT B 3TW BaLUW UHTEPHETLI
3a pasBlevyeHUAMU, MHhopmauueil n padoToi. Mexay
TEM, 3KCMEPThI, KOTOPLIE COBPANUCE Ha NaHEeNLHoN
OUCKYCCHK, YTBEPXAAKT, YTO Ha NpaKkTHKe Bce
0GCTOMT HEMHOTO WHave. MoanKckiBaellb NeTULUU?
MNepeBoullb AeHbTH HA BNaroTBOPHUTENLHEIE cHeTa
nocrne NPoYTEHUA TEKCTA B MHTEPHETE? 3T0 U eCTh
BbIPAKEHUE IPAKIAHCKOR NO3ULMK.

«3a 2,5 rofa cyuecTBoBaHuA xypHan «imexa»
npuvenek Gonee 600 ThicAY AONNAPOR, —
pacckasbisaeT npeacTasuTensHILa «/iMeH» FOnua
Bobpyiickas. — Ceiiyac 22 Tbicsa4M nonb3oBarenei
3aperMcTpUpoBaHe! Ha nnarthopmMe, He BCe OHK
HEPTBOBAMN, HO Mbl ByAeM 3TO HanpaeneHue
pasBuBarth. BykBansHO Ha AHAX cTpaHuua «VIMEHs» B
Facehook Bbina wecToii B peiiTuHre. [axe Bhille
Takmx CMW, kak Onliner.by».

KOnus yBepeHa, YTo Takoro BbICOKOTO OXBaTa yAanoch
[06uTLCA Bnaroaps aKTUBHOWH KOMMYHUKaLWK C
Nonb30BaTenaMu.
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YAWBUTENBHO, HO NN HE XOTSAT YMTATh TEKCThI, B
KOTOPbIX BCE ONucaHo. MNpolle 3aaaTk BONPOC B
couuaneLHoi ceTu.

«Ecnn Nan NOHMMADT, NOYEMY BAKHO PELUINTL 3TY
npo6nemMy, OHU NOMOraKT, — 3aBepuna Honus. —
OyYeHb MHOTWE YUTAKOT NOCTLI, HO HE NepexofaT Ha
marepuan. MoToMm 3a4a0Tca BONPOCH! 0 TOM, YTO ecTb
B TEKCTe, HO Mbl BCe PAaBHO cTapaemca oTee4ars. B
TOM YWC/E W HA HETATUBHLIE COOBLLEHUA, yaanaem
TONLKO BpaHb W OCKOPENEHUA .

JaBaiite cknHemcs!

MpegcTaguTensHULA KpayachayHLMHIOBOM
nnaTopMel «Yned» CBeTnaHa ENMCeeHKo CUMTaeT,
4TO WX MHULMATUEA JIAET BO3MOXHOCTh MHOAAM
BbIPAXEATH CEOK NOZULWK, TONOCYs py6Eném. Tak
MMEHHO Ha «Y/Nbe» COBMpank AeHLIM Ha N3gaHue
NATUTOMHIKA CBETAAHbLI ANekceesny. Mo MHEHWIO
CEeTNaHsl, NogAepkuean NpoekT, NoNb30BaTenu
NEMOHCTPUPYHOT CBOE OTHOLLEHHE: XOTUM YMTATh
Anekceeswd, ysawaenm HoGeneeckoro naypeara u
MHEHWE TeX, KTO 3aMeTaeT TeMY NOJ KOBEP HaM He
MHTEepecHo.

«Korga mMbl rOBOPUM O NONL30BATENAX «Y/bAR, TO
YYUTLIBAEM TONBKO TEX NH/EH, KOTOPLIE NOAAEPKANN
NpoekT pyénem, — pacckasbisaer Ceetnada. — B
TOYHBIX LKchpax 3To okono 27500 Yenoeek. Mbl He
3HaeM, 4T BaxkHee: GoMbLUe AeHer UK GonsLue
ngei. 3a Tpu roga nnowaaka gana Bo3mMoxHOCTb
3anycTuTeecs 650 npoexkTam:».

CpefHWii uek Ha «Ynbe» — 30-35 AoNNapos.
Ceetnaqa ENceeHKo NoMepKUBAET, UTO Ha
NNATHOPME CEOK NO3NLMKD BbICKAZIBAKIT HE TO/BKO
co3gareny NPOEKTOB, HO U Te, KTO MX NOAAEPKUBAET.
VIMEHHO NOMb30BATENb PELUAET, YTO EMY HYXHO /s
NOMHOIO CUACTLA: SKCKNIONBHLIA NNATOK, KHUFA
KBUMOTD ABTOPA WK 3POTUYECKUE KAPTUHKA.

OaviH B none BOUH

yutatenu «mMeH» U NoNb30BaTENU «YNbs» BMECTE 3a
KOPOTKWIA CPOK CMOT/IM COBpaTe Honee MUINNOHA
[10NNAP0B HA Pa3NiyHbIE NPOEKTI, HE BbIXOAA U3
MHTEpHETA. MHOXECTBO NHAEH Nonyduno nomollb,
CMOI/I0 Peasn30BaThk CBOM TBOPYECKUE aMBHLK 1
nnaHbl. AnekcaHap ABAeBuY U3 JInabl repoid,
KOTOPLIA Ha NepBebIid B3rNA4, BeAeT CBO Gopbdy ¢
[pYroii CTOPOHL! MOHUTOPA.

-

KONAco4YHUK CMOT NPHENEYs BHAMAHWE BCEH CTpaHsI K
npoGnemam faen ¢ orpaHuyeHHLIMU
BO3MOXHOCTAMU. TENEpb, LWYTUT MONO/DIi YeNDBEK,
MECTHbIE BNACTW 30BYT €0 Ha YCTAHOBKY NKGOro
navgyca B ropoge. CBOK XU3HEHHYH NO3NLMID
ABfEeBUY 0GLEAUHIUN C AKTUBHOCTLIO B CETH.
PesynsTarom cTany M3MEeHEHUA B LEMOM ropoja.

«B Hauane rofa NocTaBWN Takylo Uenk: caenaTk
TNIABHYIO YAWLY FOPOAA NONHOCTHIO AOCTYNHOR ANs
Ni0fledi © MHBANMHOCTHI, — Pacckasan AnexkcaHap.
— TMONHOCTLIO BCE: W 3aBEAEHWA, U MarasuHsl. B
70-80% 3TWX 3aBELEHWI HE LymMaloT, uTo GygeT
BLEINATL YENOBeK Ha Konsacke. W A nofyman, uto
£C/N TNABHYH YIHLLY Mbl HE MOXEM CAENaTk, To Kyaa
HaM [0 MarasuHa Ha paioHe. CeroiHs ocTanock
TONBKO NAPY 3aBE/IEHNI, HO BhIN0 TAKENO. BbNo
BCETD HECKOMBKO PYKOBOAMTENEN, KOTOpLIE cpasy
OTKNMKHYNNCE».

Mexzay Tem, y3HaBaeMocTb, KOTOPYH AnekcaHap
npnodpen dnarofapa cBoeil akTMBHOCTK B CETH,
cerofiHa paGoTaeT Ha Hero. LLYTUT, 4To ecni OH
HauYHeT BO3MYLLATLCA N0 NOBOAY OTCYTCTBUA B Nluae
NamsiTHUKA B CBOKD YECTh, IDPOACKUE BNACTU EI0
NOCTABAT OT rpexa noganblue.

Mos neTuumsa MmeHs
Gepexer

OawH 13 co3aaTteneii cailta petitions.by BnaguMmup
KoBankwH Npu3HaeTca — CErofHA ayauTopua caita ¢
o6paLleHnAMK FPaKaaH cpaBHUMa C ayauToprei
HeBonbLworo CMW. CailT cTan yfaqHsIM npuMepom
TOr0, Kak rpaxaHckan akTMBHOCTb MEHAET
OTHOLUEHUE YMHOBHUKOB K NnpoBneme. CerogHs
NETULWK, KOTOPBIE NOANKCLIBAKOTCA Ha caiTe,
paccMaTpuBalT B rOCYAAPCTBEHHbIX OpraHax, Kak
MaccoBble oGpaLeHua.

CerogHa Ha petitions.by Gonee AByxcoT ThicAY
3aperMcTPUPOBaHHLIX NoNb308atenei. MoxHo
YBEPEHHO FOBOPUTh, UTO BONBLIMHCTEO N3 HIX —
peasbHbIe NH0AK, BeAb ayTEHTUMKALWS Ha caiiTe
0YeHb Cepbe3Has.

Bo BpemMAa AWUCKYCCUW He pa3 3BYYanu cnosa o
«[JMBaHHbLIX BOVHAX». MNOXoxXe, NpeHebpexuTensHaa
(pasza MeHAeT CBOE 3Ha4YeHWe, Beflb NPUMepb!
BLIPAXEHWA CBOGI IPaXKAAHCKOW NO3MLMK B
WHTEPHETE Kyaa Gonee MaccoBbIE, YEM B O(hnaiHe.
MNoxoxe, JMBAHHLIE BOWCKA NEPEXOAAT B aTaKy.

BOoNbLLOoit (hoToOTYET ¢ PopymMa No ynpasnesuio
MHTEPHETOM MOXHO YBWAETE HA Hallel CTPaHULe B
Facebook.
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Kak xakepbl BbICTPauBalT cucTemMy
KubGepbesonacHocTH Kasaxctana
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Hackoneko Kazaxcran nanek ot Genapycu TeppuTopUansHo,
HacTonkKo Xe 6NMIoK HaMm B cneuutuKe B3aMMOAeHCTEMA
mexnay rocyaapcteom, 6usnecom, HMO n o6uwecTeom. 3a aBa
roga aTa cTpaHa cAenana 60NkIOA PLIBOK, NOAQHABWKCE
B MMobankbHoM uHaekce kMbeproToBHOCTH Ha 26 cTpouek
(co 109 mecTa Ha 83), uger CTBO

P! Ho uHTep i akT B Apyrom. B Tom, kak
oTaenbHbLIM cneynanucTam no GesonacHocTH NpULLINoOCH
HalTH YA3BUMOCTH B AeCATKAX MOCYAAPCTBEHHLIX Be6-
pecypcax, HanucaTk TOHHY NMCeM B NpogMnLHbIe
MMHWUCTEPCTBA W AaXe NPeIUOEHTY, BIATL Ha ce6a dyHKUUK

P M op co3naTk coGCTEEHHY KO

Dﬂyﬂﬁy pearMpoBaHMA Ha KOMNbHOTEPHbIE HHUMAOEHTEI
(LWAPKA) 1 BbICTYNUTL MMaBHbLIM pazobnauutenem «abip»
B MHthopMauMoHHOK Be3onacHocTH, YTODbI HaKoHeL oBpaTTe
BHMMaHWe roCYAapCTBa Ha 3Ty npobnemy.

B npepnsepvu ®opyma no ynpaeneHud uitepHetom Belarus IGF
B MyvHcke ¢ nyGnnyHoW nekunen BeicTynun Apman Abapacvnos
13 LUAPKA, koTopblid pacckasan UCTOPHIO «XaKepos ¢ BensiM
chnarom». DTO UCTOPHA © TOM, KaK 3aHMMATLCA
KMBepBE3ONACHOCTLIO TaM, A 3T MOKa HUKOMY He HYMHO.

Ny 0,1% wrata TCA
6e30NacHOCTLI0 KOMMaHUIA

W aT0 y KpYNHBIX KA3aXCTAHCKAX ONEepaTopoB CBA3W. Y NbBUHOM
[OMNM KOMNaHKA 3TUM BOOBLLE HUKTO He 3aHumaeTcA. [pu atom
KONUYECTBO MHUWAEHTOB C NPUCTABKON «kKUBep» pacTeT NpUMEepHo
B 5 pa3s exerogHo. Ecnu B 2016 rogy nx e KasaxcraHe Ebino
3adpurcrposaro okono 20 Toicay (Mo AaHHLIM HALMOHANLHOM
CERTa), To B 2017 — yxe 100 Teicay, a k koHuy 2018 roga

Wx ByneT OKono nonymunnuoHa.

CuTyaLus NeHCTBUTENLHO APaMATUYHAS, OCOBEHHO C YYeToM
hakTa, 4Te KOMMBIOTEPHBIE MHLIMAEHTHI HUKAK HE PErUCTpUpYIoTCA
B MB. M3-3a OTCYTCTBMA Kak aKcnepToB, Tak M NpasoBon
npakTuku. MiHoraa e kubepaTakv NPeBpallialoTcs B 0BLIKHOBEHHOE

MOLLEHHW4ECTBO, KPaXKK W1 PACTEOPAIOTCH B NOTOKE HEPacKpPhITIX
Aen. M3 noutk 18 Teicay npecTynneHuid B aneape 2018 rona nuilb
12 Bbinn knaccugrUMpoBaHbI Kak YronoBHLIe B chepe
WHpopMauroHHoi BesonacHocTy.

«Y Bac Ablpa B 3NeKTPOHHOM NpaBUTeNLCTBeE,
MOYUHWTE, NoXKanyHcTar

Ewe no noasnenus LILAPKA ero cneywanuctsl paGotanu B 1T-
nacHocTeto. Mo

KO n
caiita BNeKTpOHHOIo nNpasuTenscrea KaaachaHa‘
NpeaycMaTpUBaIOLLEro, PasyMeeTes, KpYMHIM BIO/KET, He MOrNo
NPOATK MUMO HUX. [loBonkHO BbicTpo «Genkle xakepbl» HaLLMW
HECKOMBKO KPUTWUECKMX YAIBUMOCTEN U Hanucanu o aTom
BnageneLy pecypca — 8 MUHWCTEPCTBO MHbOPMaLMA

W KOMMYHUKAL WA SEO,EIHO npegnoxuny NpoBeprTe BCHO CUCTEMY
Ha HanuuMe Apyrux npobnem.

O1eer He aacTaeun cebs 4onro xaaTe — ecTk NpothUNeHEIR oTAen,
KOTOpBIA 3aHUMaeTcs ceoeit paBoTol, cnacubo 3a 6AUTENLHOCTb.
[ocTyna K cucTeme, pasymeeTcs, Takke HUKTO He aan. Bnpouem,
M0 NPOLLECTBMM HECKOMNEKMX MecALes, Boe Npobnems Ha canTe
OCTaNWCk, a laHHLIE NONB30BATENEN YKe BOBCIO XOAUMK

B AapkHeTe.

I'Iocnep,maana nepenucka c MMHMCTQPCTBOM W HauuoHanbLHbIM
onepaTopom CBA3W, KaHUenApuei MpeMsep MUHKCTpa,
aaMuHUCTpauven MNpeauaenTa 1, HakoHew, NuceMo MpesnaeHTy.
PeaynsTaT npeAckasyembiid. BepHee, ero oTcyTcTeme. il
obeuwaHna sar BIOKET 1 co
nnatcopmy. B utore, nockoneky nobeaute GiopokpaTuo

NoMeHATL

)

nnarcpopmy. B utore, nockonsky nobeauts GopokpaThio
B e POOHOM CTUXWK HE NONYYMNOCE, BbIN0 NPUMHATO pelueHe
npocTo ony6nukoBaTe AaHHbIE 06 yTeuKax.

r

«3BOHWA MMHUCTP M rOBOPMI: «3a4eM Bkl 3TO
aenaete?y

Mocne nyBnukaumn o npobneme ¢ caiTom 31EKTPOHHOTO
npasuTenescTea B Facebook-rpynne «aeipa», 4epes koTopyio
npocaYMBanuck AaHHeIe Nonk3osatenen, Geina sakpbiTa 3a 30
MUHYT.

«Ha nycTyio nepenucky ywno 3 mecsiya. Mpu atom, 4Tobb
peanksHo yCTpaHuTs NpoGnemy, notTpeGoBanock Beero nonyaca
paboTel MHkeHepa. MMpn Tom 4TO BoNbLLYIO YaCTe BpeMeHN

OH NOTPATUN NPOCTO Ha To, 4ToGkl A0GPaTLCA A0 cepeepa, —
BCcnoMuHaeT Apman ABopacunoe. — He noHagoBunock HUKaknx
61oKeTOB, HOBLIX NNATGOPM M NEPECMOTPA NOTUKNA CUCTEMBI.
He ckpoio, Ham 3To NOHPaBKNOck. XoTb U NOCNEAOBAN 3BOHOK
MUHUCTPa C Bonpocom: «3aqvem Bl aT0 AenaeTe?», HO Beck BCA
nepeniqcka 3a 3 MecAla y Hac 6bina Ha pykax. M mel pewumnu

He OCTaHaBNMBaTLCA».

[anee nocrienosan nopran, 4epes KOTOPbLIA YTekNM AakHble bonee
10 000 6yxranTepoB, NOTOM ONEPaTopbl CBA3M, MUHUCTEPCTBO
0BOpOHEI, MIpUA ACTaHE!, JOMEH goV.KZ C OTKPLITOA NaHensio,
NO3BONSAIOLLMIA YNPABAATL CARTAMM rOCYAAPCTBEHHbIX OPraHoB.
Jocranock 1 MOBUNBHBIM ONepartopam: y Koro-To Geina npobnema
BCE C TeMM e NV4HBIMM AaHHLIMMW NoNb3oBaTenen, a y Kore-To

W ak30TUKa. Tak, oAWH U3 TexHUYeckux cneuwanuctoe LIAPKA cvmor
ycTaHoeWTE ceBe BanaHc B MMHYC 2 MNpa TeHre, BO 4TO
MOGHIbHbIA ONepaTop AoNro He MOr NoBepuTs. Brpouem,
CUTYaLMIO 3aMETHUINN TOMBKO Nocne ABKK C N
NPOCTO HE 3aMeTHNK «CBepXNPUBLIM» 38 3TOT AeHb.

IHHOA. B komnaHun

Cxema 6bina ofHa W Ta xe: o npobneMe coobluanocs Bnagenbuy
pecypca, 1 ecni OHa He peluanack — kelc pacxoaunca no CMUA.
Mpuyem B LIAPKA noa4epkyBaloT, YTO He NbITaloTes BO YTO Bbl
TO HW CTanNo B3NOMaTh 3alUMLIEHHbIE CUCTEMbI. PasbickuBaloTca
ABHBIE «ALIPEI», KOTOPLIE HE COCTABMT Tpyaa HaNTH
ANOYMbILINEHHWUKAM He CAMON BEICOKOI KBandukaLum

«3aTeM HaM caMMM npuwinock ctate CMW»

CneayioLmii War co cTOpOHEI FoCYAapcTea oKka3ancs
npeackasyemeiM. Mockonbky U kMBepbeaonacHoCTb, U Cpeac
MaccoBon HhopmaLumn HaxoaaTea B KasaxcTaHe B BeaomcTee
OOHOTO 1 TOTO & MUHWUCTEpCTBa, To CMI NpocTo NPULING yeTHoe
ykazaHue He nyBnuKkoBaTe MaTepuansl o npobnemax

€ MHEPOPMALIMOHHOM BE30NACHOCTEI0 FOCYAAPCTBEHHBIX PECYPCOB.

My&nukaumn npekpaTunucs, 3ato Facebook-coobuecteo LIAPKA
v yat B Telegram ctanu BeLICTpo pacTu U cerdyac Tam npeacTaeneH
npaKkTUYeckid Beck IT-pbiHOK cTpaHbl. Bnpoyem, nocne Toro kak
[aHHBIE 0 HOBLIX YA3BMMOCTAX CTANW PACXOAMTLCS B COLCETAX
elle BuicTpee, 3anpeT co CMU Bbin cHAT.

ApmaH AGapacunoB NoAYepKMBAET, YTo KoMaHaa paboTaer

W3 natpuoTu4eckux coobpaxernii. LAPKA — nnaHoso-yBuiTouHas
‘opraHu3auus, KoTopas (MHaHCUpyeTca Heckonbkumu IT-
KOMNaHUAMK. Mpy 3ToM BoNbLICE BHAMaHWe yaenAeTc

no KBanud 1 CepTUMKaLMM CNEeLManucTos,
KOMaH[1a PerynsapHo 3aHUMAeT NepBbie MeCTa Ha NPOoUNEHLIX
COPeBHOBAHWAX, YHACTBYET B KOH(EPEHUMAX C MUD:
v yxe ocHosaHa ceoto coficteennyio — Kaz Hack Stan.

IM MMEHEM

«CpaboTana TakTuKa NPUHATHA PeLleHns KCBepXy
BHU3»

[uanor Mexay «GensiM1 xakepamu» U rocy/1apcTBOM BCE e
cocToAncs.

«Koma Mbl BCE e JOM0BOPUNWUCH C roCperynsaTopoM o ToM, 4To
HEOBX0IMMO Ha CAMOM BLICOKOM YPOBHE BBICTPAUBATH

p cTpaHsl 1 cooTeeTcTayioLee
38KOHOAATENLCTRO, BEINO ABA BAPWAHTA PA3BUTUS COBLITUA, —
npoaocrxaeT ApmaH. — BapuaHT «CHU3Y BBEPX» C NOCTENEHHbIM

npogomkaeT Apman. — BapuaHT «cHUay BBEpX» G NOCTENEHHbIM
BLIXOAOM C MHULWMATUBOW Ha accouMaum I T-koMnaHui,
MUHWCTEPCTBO W Bhilwe. 3TOT NyTk 3aHAN Bbl Heckonkko net. Ham
yAanock 3apyuuThCA NOAAEPKKOI B NpeacTaBuTenei
MukHucTepcTea MHCOPMaUMK 11 KOMMYHUKaLMK, KOTOPLIE CMOTK
0TCTOATL BHECeHWe Tembl knBepbesonacHocTu B Brimkaiumia
[OKYMEHT BepxHero ypoBHA. M cTano exerofHoe Mocnaxue
npesuaeHTa Hapoay KasaxcraHa. Taium obpaszom, cpaGotana
TaKTUKa «CBEPXY BHWU3».

B uTore Nony4nnock BHECTW XOTk 1 PA3MBITYIO, HO OYEHb LEHHYIO
OPMYNMPOBKY O NOPYYEHNM NPUHATUA MEP N0 NOCTPORHUID
cuctemsl «Kubeplumt Kasaxcranar». Ha ee ocHoBe Gbin
cchopMUpOBaH CNMCOK 3anaqy M Aeno COBUHYNOCE C MePTBOM TOUKNA.
MpaBna w3-3a caTbIX CPoKoB (4 Mecaua) Gonbluan YacTb

Boi Hasbl 6bina caenaHa no obpasuy Pocoun.

HOPMaTHBHO-Np:

Ana UAPKA pa6ora Ha 3TOM He 3akoH4unace. Ero
npencTasuTenei Nnpurnacuni B OGulecTBeHHLIA COBET B cOCTaBe
MUHMCTEPCTBA, TaK Kak NPodnrbHBIX CNELMANACTOB NPOCTO

HE OKasanock. Tak BYepallHNe «aHTUIepon» ANA NpaBuTenscTea
CTanU TeXHUIECKAM RAPOM NO NOAroToBKe Kubeplumuta, OaHUM

M3 rasHbIX A0CTWXKEHNA B cocTase ObLuecTeeHHOMo coseta ApmaH
ABAPACcUNOB HA3BAN BKNKOUYEHME TAKOTD LIeNBBOMo MHAWKATOPa Kak
HeaaBWCcKUMbIR TNoBanbHbIf MHAEKC knbepbesonacHocTy.

B uTore, HECMOTPA Ha MHOXECTBO Npobriem, 8 KasaxcTaxe
HAYHHAET NOABMATLCSA HOBBI PLIHOK MHEOPMALIMOHHOI
GesonacHOCTH BMecTe ¢ HOBLIMW Urpokamu. B LIAPKA npusHatotcs,
4TO Nocne BOMHbI X pazuﬁnaqwreﬂbelx nyﬁnwkaumﬁl Aaaneko

HE BCe KOMNAHWM KaK YacTHbIe, TaK W rocyaapcTBeHHbIe, XOTAT

¢ HmMKM paBoTaTk. OQHAKO, HAMHOIO NyYlwe BbITe oaHUM

U3 UrPOKOB Ha PACTYLUEM PLIHKE, YEM MOHOMOMUCTOM Ha NYCTOM.

W arto Gonklwas nobeaa.

YTto y Hac?

B Benapycu cuTyauua Bo MHOroM cxoxas. [1a, Mbl CyLIeCTBeHHO
eeiwe Kasaxcrana B MoBansHom nHaekce kmBeprotoeHocT — 39
mecTto. OfHako, no oleHkam Anekcanapa Cywko ua Group-1B

y 50-60% npeanpuATKA OTCYTCTBYKOT CNeunanmcTel

no kubepBesonacHocTk. MHOMo BONPOCOB 1 K HOPMATUBHO-
npasoBoit Gase. OQHAKO, €CTb U NONOKMTENbHbIE NPUMEPEI, KakK
BeicTpauBaHve uHaHcosoro CERTa Haubankom PE.

OpraHusatopbl Belarus IGF npurnaluaioT Boex KenaoLumx
obcyauTe Temy knbepbesonacHocTu Ha PopymMe No ynpasneHuo
WHTepHETOM, koTopbii nporaeT 3 okTabps 8 Minsk Marriott Hotel.
BOT Nuillb Y4acTh BONPOCOB, KOTopble GYAYT 3aTPOHYTHI HA CeKLWM:

& Yrpo3kl ANA rocynapcTsa u NPOCThIX MHTePHET-NoNkL30BaTenen;

.

«naHawapT» yrpos B HaiH

Te W npodunakTuka
npaeoHapyLeHA;

* Luchp
3auHTepecoBaHHbIX CTOpOH?

e JOBepHE: YTONUA WK ABVKEH

cTparervs nicpopMauroHHon BesonacHocTn B Benapycn: BuiTe
WK He BbiTs?

® COUMankcHLIe CeTH: ano unu nobpo?

KOHTPONL BUPTYarbHbIX rpaHuL B MIHTepHeTe U MHOroe Apyroe.

«Mbl yGexaeHsl, 4To passuTHe MHTepHeTa A0MKHO BbiTb 06LLMM
nenom. Ceuac Mbl BO MHOTOM NMOBTGPAEM MyTh Konner

ua Kasaxcrama, korga npegcraeuteni BuaHeca nomkHel 6pate
Ha cefa 1 HArpyaKy HeKOMMEepUECKUX OPraHUaaLluiA,

W NONyNApU3aTopoB, W, oTHacTH, Meawa, 4ToGel passuTne
WHTEPHETAa LMo B HOTY CO BpEMEeHeM, — rosopuT rEHGpEIJ'IbeIﬁ
AMpeKTop komnakuy hoster.by, koTopas BeICTYNAET HEU3MEHHLIM
opraHusaropom Belarus IGF. — MNoaromy Mel Npurnawaem scex
Kenalouwx 6ecnnaTHo NPUHATE yyacTue B DOpyMe W OKYHYThCA
B TeMb! HE TOMNLKO kMBepGeaonacHoCTH, HO M OTKPLITBIX AaHHEIX,
loT, rpasxaaHckoit akTMBHOCTW. KpoMe Hac ¢ BaMu HUKTO

He caenaeT 6enopycckui UHTEPHET Nyulles.
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Benapyce Mup lNpoucwecrena Asto Texvonorum busiec Obpasosanue

Inaeuan » TexHonorum

10.50 B CLUA ecTb KapTbl nepeao3uposok, a B Pb =
He XOTAT 3HaTb O 3arpA3HeHUM Bo3ayxa

26.09.2018
Yike 3 okTABPA Ha PopyMe No ynpasneHwo mHTepHeTom Belarus IGF-2018 GyneT
BO3MOMHOCTb U3 NEPBbIX PYK Y3HaTb BCE O CTENEHKM MOTOBHOCTK HALMOHANBHOrO
nopTana OTHPLITbIX AaHHbIX. [TOKa W3BECTHO, YTO 3apaboTaTh OH LOMMEH YiKe B
Hadane 2019 roga. A noka MOMeM NNLWb CTPOUTL NPELNoNOHEHWA O TOM, Kakne
MMEHHO AaHHble Tam ByayT cobpaHbl, KOMY OHW BYOYT PENEBAHTHBI M HACKONBKO
TOYHBI.

B Tom, 4To Benapyck o4eHb NO3AHo Co3AaeT CBOM 0PULMANEHbIA MOPTaN OTHPLITLIX AaHHbIX,
MOMHO HaiTH CBOU NpeuMyliecTsa. Bo Bcem Mupe cofipaH KoNoCCankHslid onbIT
oTHocuTeNbHO chopa, 06paboTHM M MCMOML30BaHUK 3TOM MHbopMaLun. Hepasto
EBponeiickan KOMUCCUA [AaME BbiMyCTUNA 06 bEMHBIN LOKYMEHT C PEHOMEHOALMAMM /1A
NOPTanoB OTKPBITHIX AAHHBIX, KOTOPBIN N0 CYTW ABMAETCA PYKOBOACTBOM M0 UX CO3AaHMIO.

B To :xe BpemA necATkM ropogos B Espone, A3um, AMepuKe MHOTWE oAbl co3ganT
NOTPACAIOIUME MHTEPAKTVBHBIE KapThl C THICAYAMM NapaMeTpoB — OT CTeNeHW 3arpAsHeHuA
BO3Jyxa Mo padoHaM A0 NokasaTenei pasfenbHoro cbopa oTXofoB. Ha 0CHOBE OTHPBITLIX
[aHHBIX CO3AAITCA NPUBLUBHBIE CTAPTaMNL, NONE3HbIE NPUIOKEHUA M OHNAMHH-CEPBUCE! ANA
HMUTENEA MEeranoucoB, MNaHs! Pa3sBUTHA MUKPOPaAOHOR M LIeNbIX PErMOHOB.

BELARUS

AnuvHa
PopayvunHcKan

IKENEPT, CNHKEP, AKTHBHAR YSACTHALA
co06WwecTaa «OTKPLITLIE AAHHBIE.
Benapyce»

“[e npownoro Mopyma no ynpasneHuo MHTepHeTom B Genapycu He 6bino HKW 0fHOrO
npeuenenTa, Koraa roccextop, buskec, u HKO cobpanucs 6l BMeCTe 1 NOroBOpUIKM O TOM,
YTO BCE Mbl XOTUM BWETH B KAYECTBE DTHPLITBIX AAHHbIX, — KOMMEHTHUPYET AnvHa
PogauuHckan u3 coobwectsa "OTrpeThie ganHbie. benapyce™. MMmekHo ona bynet
MOAEpaTOpOM TeMaTU4eCcKoin cerumnn Ha |GF. — 310 6eino nepsoe nybnudHoe cobeirve no
TeMe W OHO NPOLLAo O4YeHb YAA4HO, NOTOMY UTO Y Hac 6biMi NPencTaBNeHsl BCe CTOPoHbL B
3TOM Fofly Mbl HOEM elle Bonee TeCHOTo B3aUMOAEeACTBUA".

MeHee NonoBMHbI HALMOHANLHBLIX NOPTAN0E 3HAIOT, KTO MX NOAb30BATENN

Takoii BLIBOJ CONEPHWTCA B YHHe YNOMAHYTLIX Bble peroMeHaaumax EBpokomiccun. B
Benapyck ecTb WaHC He HACTYNMTE Ha 3TU rpabnu u GopMUMpoBaTL faTaceTsl (Habopl
[NaHHBLIX ANA NYBNMKALMK) B NPUBASKE B TOMY, KaKaA UMEHHO WHGOPMaLMA BoCcTpeboBaHa.

"370 cTane Kak paz 0AHAM M3 FNABHBIX MTOM0B ANCKYCCHW Ha npownorogrem IGF —
BLIACHUTL, KAKWE JAHHBIE MHTEPECHs! BEAOPYCCHUM MONL30BATENAM, BUZHECY H
aAKAAEMUYECKOMY COOBLECTBY B MEPBYIo o4epeas. Jpyrvmu cloBam, HANAAUTE CBA3L MEMAY
MOCTABIYHKOM Open data B MALe rocyJapeTBa U NoTpebHTenaMu. Beqs cbop, yHHdHKAYNA,
MpoBepKa 1 AHOHUMU3ALMA AAHHBIX ABNACTCA OYEHb 3aTPATHBIM NPOLECCOM, — NPOJONHKAeT
AnuHa PonaquHcKan. — Mbl NpoBogum 370 HCCAEAOBaHNE C YMOPOM Ha GUM3HEC-ayaHTOPHIO,
TaK Hak MMEHHO OHa ABNAETCA TEM, YTO B paspabotke [T-NpoayHToB HaseiBaeTca “early
adopters”. To ecTb A0AH, KOTOPLIE MOYT MEPBLIMK HAYaTE 0630BATLCA MNPOAYKTOM 1
UMEIOT OHIMAHIE, HTO UM 3TO HHHO. COBMECTHO C YHACTHHKAMM NAHELHON JUCKYCCUH Mol
paspaboTami aHKeTy, KOTOPYIO PAIOCTAMA N0 BCEM JOCTYMHBIM HAM HananaM. PesynbTatel
nepenan paspaboTyKam KOHUenLmw  nopTana i 8 MUHHCTepCTBO uHGopMaLimm”

Pe3ynbTaTsl OHNAH-NCCNENOBaHWA CNPOCa Ha OTHPbITLIE NakHble B Benapycn (2017r).
MposeaeHo coobuwecteomM «OTHpBITEIE AaHHbe. Benapycss coBMecTHo € Komnanuein Light
Well Organization, pa3paboT4nKoM KOHUENUWH M TEXHUYECKOro 3a4aHnA

ANA COCYNAPCTBEHHOO NOPTANA OTKPBITHIX AAHHBIX,

Cef4ac WaeT BTOpoid 3Tan paspaboTku NopTana, KOTOPLIA BRAKOYAET He TOMBKO Co3aaHne
cafTa ¢ KaTanoramq 1 pyBprHaLKen, HO TaKHe BolCTpanBaHne paboTbl NOCTABLMKOE
MHpopMaumm. Beds Tenepb o GyayT obA3aHs NpesocTaBnATL HHdopMaumio B dopmarte,
COOTBETCTBYIOLLEM TpEﬁDEaHMﬂM rocynapCcTBEHHOro MHTEpPHeT-pecypca 1 noaxoaauiemM nof
MexayHapoJHoe onpefeneHie OTKPLITLIX AaHHbLIX — T.e. AOMHHbI 6bITh I'\D,D,pﬂﬁHblMVl,
NeTanu3nupoBaHHbIMK, MaWIMHOYWUTE eMbIMK, BecnnaTtHbIMN 1 HeorpaHu4eHHbIMK A1A
WCNoONb30BaHKA.

Takme naer pat’)ora Haa COOTBETCTBYIOLWM 3aKOHOOATEeNbCTBOM, TaK KaKk B TEKYLLMX
HOPMAaTWUBHO-NpPaBOBbIX dKTax NPOCTO HE CYLWeCTBYET OnpeaeeHnn, YTO TaKoe OTKpbITbIE
[faHHble. OTHPEITEIM OCTAETCA BONPOC U € MOArOTOBKOMA COTPYAHUKOB MOCOPraHos K
HanonHeHKIo NopTana, u ¢ o6pasoBaTebHeIMY NPOrpaMMami B obnactu data science. B
paMKax QMCHYCCUW Ha IGF NNaHWpyeTcA NpeanoMmKuTs NPorpamMmel No 06MeHy onsiToM C
HONMEraM1 13 CTpaH-cocenen.

IGF
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"Myl 0ueHE HAREEMCA, YTO OT rocyqapcTea 6y4eT Ha 3To cnpoc, — [enuTcA AnMHa. —
Xotenocs s, 4To6LI 3aNyCK NOPTANA NPOXOAWN Be3 HeraTeHore guabexa. Msi kax
COOBUIECTBO Q4eHb XoTem1 Bbl NOMOYE B ITOM. [T03TOMY M NPUINACHAN NPUHATL YHacTHe B
AUEKyEeHi B pamkax IGF npeactaButensii MUHCBA3M, BU3HECa, KOTOPSIA HCNoAL3yeT open
data, a Tarme rnasy NPENCTABUTENBCTBA MEAYHAPDOAHON (PHUHAHCOBON Kopriopatlm. Tarwe
npurialaem NDVHATL YYACTUE B COKLUH BCEX HENal0LX, KOMY MHTEPECHA 3Ta Tema "

Kakue OTKpuT e € MOr i Gul NOMO4s Bam B pabore?

DaHHbie KAKAX MAHKCTEPCTE BaM HYXHe?

mu\\l||))u|

BeccyeTHble BO3MOMHOCTH MOACYHUTAHHbIX AAHHbIX

Horpa B CLUA noae1nca B 2009 rogy nopTan oTHPbITbIX AaHHbIX, B HeM Gbino Bcero 47
npatacetos. Ceiivac ux Gonee 200 000 1 3To Yncno BeicTpo pacTeT. [NasHble Apaisepsl pocTa
— BOCTPeBOBAHHOCTL, TOUHOCTE W NPOCTOTa MCMOMB30BaHNA AaHHbIX. Mo Mepe NoABneHWA
XOPOLO NOATOTOBNEHHLIX “HAG0POB” OHW NUTAIOT 06LWMI 06 beM MHDOPMALIMK KAK KMCNopoa,
pasayBalolLMii NNama, B3auMoelicTByA Meray coboit u dopMupya Hoesle aTtaceTsl. Bonee
TOro, Yem BOMbLUE AAHHBIX COBUPAETCA M3 PasHBIX UCTOUHUKOB, TEM OHU YMLLE.

He yxona panexo oT TeMbl NNaMEHH — MOTPACAIOWMIA NPUMEP UCNONb30BAHUA OTHPLITBIX
[OaHHbBIX NOABUICA Y HblO-HOPKCHMX NOMAPHLIX. Pa3paboTaHHblid ANA HUX MHCTpyMeHT Firecast
HenpepeiBHo arpervpyeT bonee 7500 daxTopos pUCHa BO3ropaHkid W3 17 paznuHHbIX
WCTOUHKMKOB. MTOr — Karkablil NeHs NOMapHBI AenapTamMeHT ropofa nofy4aeT BeiMMCKY 13
15 Hanbonee yA3BUMBIX 0GBEKTOB B KAMO0M U3 PAHOHOB, 3 TOYHOCTL MOMKAPHBIX MHCMEKL Ui
noesicunacs Ha 20%. Ho rnaeryio Lens pa3paboTuiki BUAAT B CNACEHUWA COTEH HU3HENR
NPOCTBIX FOPOMKAH W MOKaPHBIX B A0NTOCPOUHON NEPCreRTUBE.

EcTb GeccHeTHoe KOMMYECTBO HE TaKWX CNOMHHBIX, HO HE MEHEE HHTEePEeCHsIX NPMMEpOB: Ha
NopTane OTHPLITLIX AaHHbIX AMCTepAaMa, HanpuMep, MOMHO U3YHUTb MOHYI0 reorpaduio
6ombapanpoBoK ropoga so BpemMa BTopoid MMpoBOi BoiHbL. Henaiowme KynuTe Wau
apeHgoBaTk KBapTUpy B BepnuHe MoryT OLLEHUTE OHNAIH YPOBEHS LWyMa He ToMbKOo Nioboro
30aHWA B rOpofe, HO Aame YBUAETL Pa3HULY B 3aBUCMMOCTH OT dacafa. Ho roToBsl N4 B
benapycu K Takoi OTKpbITOCTI?

Mbi NpeanoYMTaeM He 3HaTb 0 3arp i cpeabl

ICTH OKPY

H TakoMy napanokcansHoOMY BbIBOLY NPULLNA MCCNEfoBaTEN W3 ﬁennpyccmm craprana,
npowsBofAllero Ao3UMMETPbl CTENeHW 3arpA3HeHHOCTH BO3AYXa. I'Ipaa,qa 3TO KacaeTcA B
NepByo o4epeb TeX, KTO YHE MUBET B HE CAMbIX IKONOrMHECKKU ﬁﬂarDﬂDﬂWHb\X paﬁoHax.

OnaceHnA 0THOCUTENBHO MCMOMNBL3OBAHWA OTHPLITLIX AaHHbIX B IRONOMHHECKHX BOMPOCax
BLICKA3bIBAET W rOCYAApCTBO. B paiioHbl C NNoxoil penyTauueil NnepecTaioT cenuTbeA Nioam
XOpOLUMM JOCTATKOM U paiioH “npocefaeT” ewe Gonewe. C 0gHOM CTOPOHLI, Y Mogei
NOABAAETCA BLIGOP, € APYrol — Kak 3Ta uHGOPMaLWMA NOBNMAST HA MIOAEN, KOTopbIE He
WMEIOT BO3MOMHOCTH NepeexaTsb?

OnbIT Apyrix CTPaH roBOPHT CKOpEe B Nofb3y open data. OTHPLITbIE AaHHsIe CTOAT B LeHTpe
YHUKANBHOTO POEKTA Mo PA3BUTHIO CaMoro Hebnaronony4Horo paioHa SloHgoHa. A nopran
ropona LIMHUMHHATH, KOTOPLIA ABMAETCA OGHUM 13 CaMbIX OB HEMHBIX M CUCTEMHBIX B MUPE 1
NO3BOMAET YBUAETL JECATKM GAKTOPOB, BAMAIOWIAX HA HWU3HE PAMOHOB, BKIIOYAET fame
[aHHbIe 0 BCEX CNy4anx Nepefo3vpoBKK repouHoM. [1a, Tome B MpUBA3KE K KapTe ropoga. K
CNOBY, 3T AaHHbIE MCNONB30BANW ANA YAYULIEHWA PaBOTs! CTaHLMIA CKOPOIi NOMOLLM.

"Y Bcex Hac Gyget MHoro pa6oTsl”

"B cnepyiolieM rofy v Hac To4Ho ByReT MopTan oTHP.ITsX AaHHbX. Y NOTOM y BCex, BRMOYaA
rOCYAapETRO, BU3HEC, OBLIECTBO, MYPHAMMCTOB, AKAAEMUYECKOrO COOBUIECTBA, BYACT MHOIO
pabéoTel, — NoABOAWT UTOr ANuHA PofaduuHckan. — [ToaBneHue nopTana — He uHabHas, a
CHOpEe HaYalslbHaA To4Ka. Tnioc B TOM, HTO Mbi MOMEM CMOTPETb Ha MM‘DOECW? OfbIT,
TeHAEHLWH, TAKWE JOKYMEHTE! Kak XHJDTM'Q OTKPbITHIX JdHHbIX, rqe (aﬁwpaiarcn Aydime
npaxTuik. Hanpumep, ewe rog nasag XapTia Nposo3rnawana raasHbIM npuHyMnom open by
default. To ects Bce, 4T0 He ABNACTCA [OCYAAPCTBEHHON, NEPLOHANLHON W KOMMEDHECHOH
TakIHOH, JO/IHHO 6T OTHPBITO. HO Teneps yixe XapTua rosopuT, 4T0 My6aMKaLna JomHa
6eiTe on demand, TO eCTb Hado NOHUMATE NOTPEBHOCTH, YTODL! OTHPLIBATL B NEPBY0 04EpEnb
TO, YTO HYH#HO'".

Opranuzatopsi Belarus IGF npurnawaiot Bcex »<enaowmx NpUHATL Yy4acTe B QUCKYCcim,
KOTOpan BO MHOIOM OMPeAeNnT YpoBeHs open data, 06pa3oBaHa U 0CBEAIOMNEHHOCTH
obwecTsa B 061aCTH AaHHbIX, 3 TakHe Pa3BUTHE MHTEPHETA Ha BAWHaRLIME rodbl B LIENOM.
Yuactre B Gopyme BecnnartHoe, Ho TpebyeTca percrpauns.




TUT.BY Q =

Basa AaHHbIX, opyaue y6uincTBa
BO3MOXHOCTM: KAKUM Niognu BUOAT
UHTepHeT?

*Ha npasax peKnaMs

3 okTAGpA B Minsk Marriott Hotel npowen ®opym

no ynpaeneHuio uHTepHeTom Belarus IGF-2018. Moutk naTbcoT
YenoBeK NPUHANO y4YacTue B HACTOALLEM KMO3rOBOM LITYpMES.
HekoTopbie MHEHHA 1 UWUGPLI C CAMOro HAPOAHOO
coBelaHuA o GaiHeTe B Hawem ob3ope.

WHTepHeT BbIWen 13 30Hbl OTBETCTBEHHOCTH
«TeXHapew»

«Het apyrow koHdbepeHuun, koTopas Bbl Tak NoNHO oTBe4ana

Ha BONPOC, B KaKyK CTOPOHY pa3BuBaTh WHTepHeT. TonkKo 3neck
©CTh O 4eM MOTOBOPMTL O/IHOBPEMEHHO aWTHLLIHMKAM, TOPOACKUM
aKTMBMCTaM, YHOBHIKaM, B13HECMeHam, NpaBo3alLNTHIKaM,
KMBEPCHILLMKaM U NPOCTLIM MHTEPHET-NONLI0BaTENAM.

He cyuwlecTeyeT UeHTPa yNpaBneHMa Uit yHUBEPCaNkHBIX
peleHuin. Ho AcHO 0aHO: MHTePH:
HaLLed XU3HW B BeK UHEOPpMALIUIA, YTOBbI JOBEPUTL ero passnThe

— CNULLKOM BaXHas YacTb

KOMY-TO O[JHOMY» — cka3an opraHusatop IGF, aupektop hoster.by
Cepreit MNosanuwes.

OnvH HeAOBONbHLIM NONb30BaTENbL CO CMAPT(OHOM
MOXEeT YyrpoXaTb PenyTaLuy KOMnaH1u

— npefocTeperna ayaMTopu1io TeMaTHHeCKOA Ceccun AMpeKTop
penyTauuoHHoro areHtcTea ShyS MapuHa PowwHa. Tema
OKalanack aKTyaneHo# ans Genopycckoro BruaHeca — y4acTHUKK
OXOTHO NENUNKCE COBCTBEHHBIMK UCTOpUAMK. Tak, Ha caiTe
KPYMHOTO HEMEeLIKOTO NPOU3BOAUTENA MeBensHoR hypHUTYPhI

nomerHon soHe .BY nonroe Bpems paswellanack cotorpatus
neBuLbl KoHunTel BypeT B thpuBonsHoi chopme. 310 Beina MecTs
KUBepCKBOTTepa, 3aperncTPUPOBABLUETO TOBAPHBIA 3HAK HEMELIKOM
KOMNaHUN B KAYECTBE IOMEHHOIO MMEHW — Mocne TOro, Kak
Ta oTKa3anack BECTH C HUM NEpPEeroBop.I.
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MuHcKoe «reTTo aKkTUBUCTOB» U HECTOMUYHbIE
«benble BOPOHbI»

«B CeTi nioaw ronocyioT pybnem 3a xenaemble U3MeHeH!A, —
pacckasana Bo BpeMs NaHenbHOM JUCKYCCHI Ha TeMy
rpaxaaHCcKoN aKTMBHOCTH PYKOBOAMTENk NPOEKTOB XypHana
JMmena" KOnua BobBpyiickaa. — [axe Mo nana, KOTOpkIA HUKOTga
He Bepun B BNaroTBOPUTENEHOCTL, B KAKOR-TO MOMEHT NOANMCaNcA
1 caenan nnartex». 3a 2,5 rona cyllecTeoBaHWA XypHana 22 000
0 YMTaTeNen «NPOronocoBane» BHyWMTeNbHbIMK 600 TeicAYamMM
nonnapo.. Moxoxan cTaTMCTUKa U Y KpayadaHaWHroBoi
nnatcopmbl «Ynei»: 27 500 unexoe coobuiecTea 1 650 yenewHsIx
npoekToB 3a 3 roga.

«CMMW cToaT Ha MecTe, GoNbLIMHCTEO Nepexonos AakT
columankHele ceTi. Ma 35 neTUUMA 20 UMEHT NONOXUTENEHEIR
peaynkTar, a Tex, KTo nognucan xors 6l ogHy, y Hac 200 000
yenosek», — ckasan Bnagumup KoankuH, aBTop v pykosoauTens
seG-nnarhopmbl «Yao6HbIi ropoa» (petitions.by).

IpaxpnaHe Tak aKTUBHbI, YTo Benopycckan accouualms
KYPHANWCTOB HanWcana ob aToM COLNaNsHOM ABNEHUN,
CONPOBOAVE 3aronoBKOM «[MBaHHbIe BOHCKA MAYT B aTaky».

Ho aT0 B «MWHCKOM .reTTo" akTHBUCTOBY, Kak Bblpasunack
y4acTHWUa 13 3ana. A 4To 3a Npeaenamm1 cTonuuel? «B pervonax
aKTUBMCTEI BOATCA peakuuk cocesiei, NoToMY YTO TaM He MiGAT
,6encix BopoH®. B MuHcKe nerko 3aTepsATLCA: A — ropoAckoin
Cymaciueawmii 1 10 CHX Nop XusY, — paccyxaan Gnorep AHTOH
MoTonkko. — OHnaiiH-akTHBUAM NOIBONAET YTO-TO Aenats,
ocTaBasAch aHOHUMHBIM. [INA pervoHoB 370 BonbHas Tema UMeHHo
13-3a TOrO, HTO 3TC NOKANEHOE COOBLLECTBO CRMILKOM NOKANLHOEH .

B xue loT-p

pYy , KOTOpbIe NMPOCTOo

3aBOpaXXMBaKOT

— TaK onucarn oM OLLYLIEHUA OT TexHonorMn BecnunoTHore
KapbepHoro camoceana Anekcasap BOTBUHHIK, NOMOLHIK
reHepankHoro AUPeKTopa No MHGOPMALIMOHHLIM TEXHOMNOMMAM

8 OAO «BENA3» Ha cekumn «MHTepHet Bewen (loT)». «OpuH
KapbepHbIA CaMOCBan reHepupyeT Ao AByx rurabaiit uidopmalmi
B rog, nepenaeas 2000 curHanos, — pacckasan Anekcaugp.

— OTO yMHaa MalIMHa, HO Cceldac Kaxabin aBToMoGHNb,
CXOOALWMA G KOHBEHEepa — YMHbIA».

Cpeau «yMHBIX» MaLIMH eCTb HacToAWwwe reHuu. Ton-mMeHemkep
rpynnbl komnauwid Gurtam Anexcanap Kyswnkos npueen
Bne4aTnaArLImMe Uvdpsl 0 hnarMaHckoM NPoAYKTe Nof HassaHuem
Wialon: k aToi nnatopme cnyTHUKOBOTO MOHUTOPUHIA

" TeNemaTuki Cenyac NoAKMIYEHo NOYTH ABA MUMNUOHE
aBToMoBuned no Bcemy MUpy.

loT-TexHONorMu yke paBoTaloT Ha HaC: AATYKKH «YMHbIX» [OMOB,
«YMHBIE» KOMNOCTEPEI B TPONNEABYcax, MOHUTOPALLWE NeC APOHs!
v mHoroe apyroe. [loxoq ot knioveselx loT-eHegpexnid 8 Benapycu
cocraeun 33 MunnroHa gonnapes napy net Hasag, a k 2020 roay
OXMAAEeTCA pacllMpeHne peiHka a0 67 MUNNMoHoB.

¢ & GURTAM ' s

EPWM BHe 3akoHa?

«EPWI onepupyeT HaLUWMK C BaMW 1aHHLIMW, HO B CTPAHE HeT
38KOHa, PerynupyIoLLero 3T0T NPOLEcE, — TakuM NPUMepoM
npoMNNIOCTPUPOBAN NpoBnemy NepcoHansHeIX JaHHbIX B benapycn
pyKoBOAMTENL NPOEKTa No pa3BuTUio BusHeca B Pb ua Group-IB
Anexcanap Cywko. — EBponerckvil 3aKkoH 0 NepcoHanbHbIX
AaHHex GDPR — aTo He lopuanyeckas MHTepBEHLMS,

a TexHonorMyeckoe NpesocxXocTBO, KOTOPOe NPUBENo

K MOHUMaHMIO TOTO, YTO GTOT BOMPOG AOMKEH PErYNUPOBATLCA.

Y Hac noka HeT HW NPEeBOCXOACTRA, HKU NOHUMaHUAY.

«3aKOHA HET, HO €0 NNAHUPYHT NOArOTOBUTE, —
NpoOKOMMeHTUpoBan cutyauuio AupexTop Jlara npalieacu ocpuc”

Cepreit BopoHkesuy. — Kpome oTcyTcTBUA 3akoHa npoBnemoi
ABNAETCA OTHOLWEHNE Camux ﬁenopycnm CHATAKLWNX
nepcoHanesHble AaHHbIE KPUAWYeCKUM BONPOCOM, Aanekum

OT X BBITOBLIX CUTYaUMiA. Mexay Tem, HUKTO He 3acTpaxosaH
OT Nony-eHna e-mail- U cMC-pacchINOK, YTeHKk NepcoHankHbIX
O8HHbIX U UX NUCNONb30BAHWA MOLUEHHUKaMW» .

[demoHnanpoBaHHbin «Bencrat»

Ha auckyccim 0B oTkpBITIX aHHBIX 0GCyxaanu ckopoe
NosiBNEHNe HALMOHANBLHOrD NOpPTana AaHHOM TEMAaTUKK,
NeAcTBYIOLLYIO 0BILErocyAapCTBEHHYI0 aBTOMATM3NPOBaHHYIO
vHopMaureHHyto cuctemy (OAMC) w caidT «Bencrartan.
«Byaywuih nopran — ato npunoxerue 8 OAWC ¢ eanHCTBEHHOR
3anaueil — CTaTk XOPOLUMM NOUCKOBUKOM», — CKa3an nepsbii
3amecTUTenk aupekTopa PYT «HaunoHankbHel# LeHTp
AnekTpoHHbIx yenyr» Cepreid PyaHes.

Anekcei MBEHKI’IH, COOCHOBAaTesNb YKpauHCKoro cepsuca
MOHWTOPWHTE PErUCTPAUMOHHBIX A3HHBIX KOMNaHWA 1 CyﬂsﬁHle
peweHuii Opendatabot, nocoBeToBan konneram HaNnONHATE NopTan
HaGopamu NaHHLIX, CBA3AHHLIX C KU3HBI U 6EI0NaCcHOCTL
rpaxaaH: «J'I»o,usﬁ WHTEPEeCYeT NoXapHaa MHCNEKLMA B MX LUKONe,
AnuaeMuonorMyeckan cUTyauusa U KpUMHHOreHHasn obcTaHoBKa

B paiioHe. Kak TONbKO Bbl Ha4HETEe paaMellaT aTW AaHHkIe, Y Bac
GyayT MUNMMOHBI MONb3CBATENEeny .

Mpeacrasutens «Bencratar» Badecnas Mpoeonoukuit o6bsacHKN,
nouyemMy nocne 3anycka NOpTana y ero Konner 6yaet MHoro paboTsi:
«3Byyawasn B agpec bencrara” kpuTHKa o ToM, 4TO MHDOPMaLMIO
TPYAHO A0CTaTk, HaBepHOe, onpaeaHa. Ho Ml HUYero He npayem,
NpOCTO WHCTPYMEHTAPMIA NMOKCKA Ha CailTe He COOTBETCTBYET

TpeboBaHnam. HauwoHansHeIi nopran, s yBepeH, bynet xopolum,
Ho coBupaTe uHthopMaumio Boe paBHo Byaem Mbl».

MpecTYNHOCTL YXOAUT B BUPTYanbHbIA MUP

«Cropo ybuiicTea BynyT coBepLiaTLCA B CETH MHTEPHET, Tam yxe
€cTk [oBeaeHre 10 CamMoyBMACTBa, B YacTHOCTM « CUHUA KUT», —
ckasan Ha sacefgaHwn no kmbepbesonacHocTin Anekcein Baneciok,
CTapLUKiA CNeaoBaTent YNpasneHus No paccnenoBaHuio
NpecTynneHuid NPOTHE MHOpMaUMoHHoR BesonacHocT

M MHTENNeKTYansHoi cOBCTBEHHOCTH IAaBHOTD CNEeACTBEHHOTO
ynpaenexna CK PB. 3a Henonkbix ABa rofa knbepnpecTynHocTs
B cihepe XMILeHUIA ¢ ucnonb3osaHuem MT Beipocna Ha 9%,

a cny4aes HecaHKUMOHMPOBAHHOTO focTyNa cTano Gonblue

Ha 175%.

EBrenuid JUnnaHuK, coTpyaHuk OnepaTMBHO-aHANUTUYECKOro
PB 0 i

ueHTpa npu Mp . P
KoHuenunu HauvoHansHol knbepGeaonacHocTu: «[lokymeHT,
paapaBoTaHHbIiA ¢ NPUBNEYEeHUEeM rocyNapCTBEHHBIX OPraHoB —

MBL, CK u OAL| — oBszaTtensHo Byaer oTkpbIT, 4To6bl

6enopycckoe 1 MupoBoe CoOBLIECTBO BbICKA3aN0 CBOE MHEHUEY.

Benopycckmii ®opym noHUMaeT He Bce BONPOCH!, KOTOpble
aKTyanbHel AnA rmobaneHoro IGF. K coxaneHnio UnM K c4acTeH,
Mbl MOKa HE FOBOPUM O (heiKOBELIX HOBOCTAX UMK PABEHCTBE NONOB.
Ho crout COrNacnuTbLCA, YTO OQHO NUWL TEXHUYECKoe EOOﬁU.lé(ﬂ'E(]
MINK PerynaTopsl He cMOryT acheKTUBHO pellaTh BECh Kpyr
npobnem. Ains koro-To Popym ocTaeTca NNowankol HeyaoBHIX
BONPOCOB, ANA KOre-10 — eAWHCTBEHHbLIM LMBUMTN30BaHHBIM NYTEM
pa3BuTus uHTepHeTa. Kakum Bbl HW Bbiic Balwe MHeHve no noboi
13 3aTpoHyTeIX NpoBnem — xaem Bac Ha Belarus IGF

B CrieaytoLem roay.




We will be glad to see you
at Belarus IGF next year!

Follow our news

https://igf.by/
https://www.facebook.com/belarusigf/
e-mail: info@igf.by

+37517 23957 02
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