
For CAICA the work was not over. Its representatives were 

invited to the Public Council as part of the ministry, as there 

were simply no profiled specialists. So yesterday's 

"anti-heroes” have become the technical core for the 

preparation of "cybershield" for the government. Arman 

Abdrasilov called the inclusion of such a target indicator as 

an independent Global Cybersecurity Index one of the 

main achievements of the Public Council.

As a result, despite many problems, a new information 

security market is starting to emerge in Kazakhstan with 

new players. CAICA admits that after the wave of their 

exposing publications, not all companies, both private and 

state-owned, want to work with them. However, it is much 

better to be one of the players in a growing market than a 

monopolist on an empty one. And this is a big victory.

What do we have?

In Belarus, the situation is very similar. Yes, we are signifi-

cantly higher than Kazakhstan in the Global Cyber Readi-

ness Index - 39th place. According to Alexander Sushko 

from Group-IB, 50-60% of enterprises lack cybersecurity 

experts. There are also many questions to legislation. 

However, there are positive examples of how the National 

Bank of the Republic of Belarus is building a financial 

CERT.

Sergey Povalishev, Organizer of Belarus IGF: “We are 

convinced that the development of the Internet should be 

a common cause. Now we largely follow the path of our 

colleagues from Kazakhstan, when business representa-

tives must take on the burden of non-profit organizations, 

and popularizers, and, partially, the media, so that the 

development of the Internet keeps pace with the time. 

Therefore, every year we invite everyone to take part in 

the Forum for free and to plunge into topics of not only 

cybersecurity, but also open data, IoT, civil activity. Except 

us, no one will make the Belarusian Internet better.”

course, no one gave access to the system either. Howev-

er, after a few months, all the problems on the site 

remained, and user data was already in full swing on the 

darknet.

There was a correspondence with the Ministry and the 

national communications operator, the o�ce of the Prime 

Minister, the Presidential Administration, and finally, a letter 

to the President. The result is predictable. Rather, its 

absence. Only promises to plan a budget and change the 

platform over time. As a result, since it did not work out to 

defeat the bureaucracy in its native element, it was decid-

ed to simply publish data on the leaks.

“The minister called and said: “Why are you doing this?”

After posting a problem with the e-government site on 

Facebook, the “bug” through which user data leaked was 

closed in 30 minutes.

“Useless correspondence took 3 months. At the same 

time, it took only half an hour of the engineer’s work in 

order to really solve the problem. With that, most of the 

time he spent just to get to the server, - recalls Arman 

Abdrasilov. - It did not take any budgets, new platforms 

and a review of the logic of the system. Frankly, we liked it. 

Although the minister phoned with the question: “Why are 

you doing this?”, but all the entire correspondence for 3 

months was in our hands. And we decided not to stop.”

This was followed by a portal through which the data of 

over 10,000 accountants flowed, then telecom operators, 

the Ministry of Defense, the mayoralty of Astana, the 

gov.kz domain with an open panel that allows you to 

manage the websites of state bodies. Mobile operators 

also got beat up: someone had a problem with all the 

same personal data of users, and someone had an exotic 

one. So, one of the technical specialists of CAICA was able 

to establish a balance of minus 2 billion tenge, which the 

mobile operator could not believe for a long time. Howev-

er, the situation was noticed only after a surrender. The 

company simply did not notice "super-profits" for that day.

The scheme was the same: the problem was reported to 

the owner of the resource, and if it was not solved, the 

case was diverged in the media. And in the CAICA empha-

size that they are not trying by any means to hack protect-

ed systems. They are looking for obvious "bugs" that are 

not di�cult to find by the attackers without high qualifica-

tion.

“Then we had to become the media ourselves”

The next step by the government turned out to be predict-

able. Since both cybersecurity and the media are located 

in Kazakhstan in the department of the same ministry, the 

media simply received an oral instruction not to publish 

materials about problems with the information security of 

governmental resources.

The publications stopped, but the Facebook community of 

CAICA and the chat in Telegram began to grow rapidly 

and now almost the entire IT market of the country is 

represented there. However, after the data on new vulner-

abilities began to diverge in social networks even faster, 

the ban with the media was lifted.

Arman Abdrasilov notes that the team works for patriotic 

reasons. CAICA is a planned loss-making organization 

funded by several IT companies. At the same time, much 

attention is paid to the improvement of qualifications and 

certification of specialists, the team regularly takes the first 

places in specialized competitions, participates in 

world-famous conferences and has already founded its 

own - Kaz Hack Stan.

"The tactics of making decisions from the top down 

worked"

The dialogue between the “legal” hackers and the 

government did take place.

“When we nevertheless agreed with the state regulator 

that it is necessary to build a cybersecurity of the country 

at the highest level and create appropriate legislation, 

there were two scenarios,” continues Arman. - Option 

“bottom up” with a gradual release with the initiative on 

the association of IT companies, the ministry and above. 

This journey would take several years. We managed to 

receive the support of representatives of the Ministry of 

Information and Communication, who were able to defend 

the introduction of the topic of cyber security to the near-

est top-level document. It was the annual Presidential 

Address to the people of Kazakhstan. Thus, the top down 

tactic worked.

As a result, it turned out to make a vague, but very valua-

ble wording about the task of taking measures to build the 

“Cybershield of Kazakhstan” system. On its basis, a list of 

tasks was formed and the matter got o� the ground. But 

due to tight deadlines (4 months), most of the regulatory 

framework was modeled on the example of Russia.

How to deal with cybersecurity where nobody needs it: 

the experience of Kazakhstan

As far as Kazakhstan is far from Belarus geographically, it is 

as close to us in the specifics of interaction between the 

government, business, NGOs and society. In two years, 

this country has made a big breakthrough, rising in the 

Global Cyber Readiness Index by 26 lines (from 109th 

place to 83rd), the construction of a national "cyber 

defense" is underway. But the interesting fact is di�erent. 

As individual security specialists had to find vulnerabilities 

in dozens of state-owned web resources, write a ton of 

letters to relevant ministries and even the President, take 

on the functions of a non-profit organization, create their 

own computer incident response service (CAICA) and act 

as the main whistleblower of “bugs” in information security 

to finally draw the attention of the state to this problem.

On the eve of the Belarus Internet Governance Forum in 

Minsk, Arman Abdrasilov from CAICA gave a public 

lecture, telling the story of “hackers with white flag”. This is 

a story about how to deal with cybersecurity, where no 

one needs it yet.

Only 0.1% of the sta� is engaged in information security 

companies.

And this is in large Kazakhstan telecom operators. In the 

bulk of companies, no one does this at all. At the same 

time, the number of incidents with the prefix "cyber" grows 

about 5 times annually. If in 2016 there were about 20 

thousand of them in Kazakhstan (according to the national 

CERT), then in 2017 there are already 100 thousand, and 

by the end of 2018 there will be about half a million.

The situation is really dramatic, especially given the fact 

that computer incidents are not registered in the Ministry 

of Internal A�airs. Due to the lack of experts as well as 

legal practices. Sometimes cyberattacks turn into ordinary 

fraud and dissolve in the stream of unsolved cases. Of the 

nearly 18 thousand crimes in January 2018, only 12 were 

classified as criminal in the field of security.

“You have a bug in e-government, please fix it”

Even before the appearance of CAICA, its specialists 

worked in IT companies and were engaged in cyber secu-

rity. The creation of the e-government website of Kazakh-

stan, which of course is provided for a large budget, could 

not pass by them. Pretty quickly, “legal” hackers found 

several critical vulnerabilities and wrote to the resource 

owner about this - to the Ministry of Information and Com-

munication. At the same time, they o�ered to check the 

entire system for other problems.

The answer did not take long to wait - there is a depart-

ment that does its work, thanks for the vigilance. Of 

Summing Up 
the Internet 
Governance 
Forum
October 3
2018
Minsk



1. About the Belarus IGF-2018.

2. Organizers and partners.

4. “Legal” hackers visited Minsk before the Belarus IGF-2018.

7. Development of intersectoral dialogue on the Internet in Belarus 
(opening speech: Dmitry Shedko, Sergey Povalishev).

9. Internet Society on Internet Governance (Nick Hirka).

10. Plenary session. Internet governance: basic concepts, principles and 
trends.

Thematic sessions

12. Digital skills: how to cope with new inequality.

14. Reputation management on the Internet.

Panel discussions

15. Cybersecurity. Internet and trust.

17. Civil activity and the Internet: from the neighbourhood chat to the 
crowdfunding platform.

19. Internet of Things (IoT).

22. Personal data in Belarus: between business, security and human 
rights.

24. Open data. How to make them useful for business, government and 
citizens.

26. Regional problems of Internet development. Legal aspects.

28. Forum speakers.

30. Best media publications.

Contents

For CAICA the work was not over. Its representatives were 

invited to the Public Council as part of the ministry, as there 

were simply no profiled specialists. So yesterday's 

"anti-heroes” have become the technical core for the 

preparation of "cybershield" for the government. Arman 

Abdrasilov called the inclusion of such a target indicator as 

an independent Global Cybersecurity Index one of the 

main achievements of the Public Council.

As a result, despite many problems, a new information 

security market is starting to emerge in Kazakhstan with 

new players. CAICA admits that after the wave of their 

exposing publications, not all companies, both private and 

state-owned, want to work with them. However, it is much 

better to be one of the players in a growing market than a 

monopolist on an empty one. And this is a big victory.

What do we have?

In Belarus, the situation is very similar. Yes, we are signifi-

cantly higher than Kazakhstan in the Global Cyber Readi-

ness Index - 39th place. According to Alexander Sushko 

from Group-IB, 50-60% of enterprises lack cybersecurity 

experts. There are also many questions to legislation. 

However, there are positive examples of how the National 

Bank of the Republic of Belarus is building a financial 

CERT.

Sergey Povalishev, Organizer of Belarus IGF: “We are 

convinced that the development of the Internet should be 

a common cause. Now we largely follow the path of our 

colleagues from Kazakhstan, when business representa-

tives must take on the burden of non-profit organizations, 

and popularizers, and, partially, the media, so that the 

development of the Internet keeps pace with the time. 

Therefore, every year we invite everyone to take part in 

the Forum for free and to plunge into topics of not only 

cybersecurity, but also open data, IoT, civil activity. Except 

us, no one will make the Belarusian Internet better.”

course, no one gave access to the system either. Howev-

er, after a few months, all the problems on the site 

remained, and user data was already in full swing on the 

darknet.

There was a correspondence with the Ministry and the 

national communications operator, the o�ce of the Prime 

Minister, the Presidential Administration, and finally, a letter 

to the President. The result is predictable. Rather, its 

absence. Only promises to plan a budget and change the 

platform over time. As a result, since it did not work out to 

defeat the bureaucracy in its native element, it was decid-

ed to simply publish data on the leaks.

“The minister called and said: “Why are you doing this?”

After posting a problem with the e-government site on 

Facebook, the “bug” through which user data leaked was 

closed in 30 minutes.

“Useless correspondence took 3 months. At the same 

time, it took only half an hour of the engineer’s work in 

order to really solve the problem. With that, most of the 

time he spent just to get to the server, - recalls Arman 

Abdrasilov. - It did not take any budgets, new platforms 

and a review of the logic of the system. Frankly, we liked it. 

Although the minister phoned with the question: “Why are 

you doing this?”, but all the entire correspondence for 3 

months was in our hands. And we decided not to stop.”

This was followed by a portal through which the data of 

over 10,000 accountants flowed, then telecom operators, 

the Ministry of Defense, the mayoralty of Astana, the 

gov.kz domain with an open panel that allows you to 

manage the websites of state bodies. Mobile operators 

also got beat up: someone had a problem with all the 

same personal data of users, and someone had an exotic 

one. So, one of the technical specialists of CAICA was able 

to establish a balance of minus 2 billion tenge, which the 

mobile operator could not believe for a long time. Howev-

er, the situation was noticed only after a surrender. The 

company simply did not notice "super-profits" for that day.

The scheme was the same: the problem was reported to 

the owner of the resource, and if it was not solved, the 

case was diverged in the media. And in the CAICA empha-

size that they are not trying by any means to hack protect-

ed systems. They are looking for obvious "bugs" that are 

not di�cult to find by the attackers without high qualifica-

tion.

“Then we had to become the media ourselves”

The next step by the government turned out to be predict-

able. Since both cybersecurity and the media are located 

in Kazakhstan in the department of the same ministry, the 

media simply received an oral instruction not to publish 

materials about problems with the information security of 

governmental resources.

The publications stopped, but the Facebook community of 

CAICA and the chat in Telegram began to grow rapidly 

and now almost the entire IT market of the country is 

represented there. However, after the data on new vulner-

abilities began to diverge in social networks even faster, 

the ban with the media was lifted.

Arman Abdrasilov notes that the team works for patriotic 

reasons. CAICA is a planned loss-making organization 

funded by several IT companies. At the same time, much 

attention is paid to the improvement of qualifications and 

certification of specialists, the team regularly takes the first 

places in specialized competitions, participates in 

world-famous conferences and has already founded its 

own - Kaz Hack Stan.

"The tactics of making decisions from the top down 

worked"

The dialogue between the “legal” hackers and the 

government did take place.

“When we nevertheless agreed with the state regulator 

that it is necessary to build a cybersecurity of the country 

at the highest level and create appropriate legislation, 

there were two scenarios,” continues Arman. - Option 

“bottom up” with a gradual release with the initiative on 

the association of IT companies, the ministry and above. 

This journey would take several years. We managed to 

receive the support of representatives of the Ministry of 

Information and Communication, who were able to defend 

the introduction of the topic of cyber security to the near-

est top-level document. It was the annual Presidential 

Address to the people of Kazakhstan. Thus, the top down 

tactic worked.

As a result, it turned out to make a vague, but very valua-

ble wording about the task of taking measures to build the 

“Cybershield of Kazakhstan” system. On its basis, a list of 

tasks was formed and the matter got o� the ground. But 

due to tight deadlines (4 months), most of the regulatory 

framework was modeled on the example of Russia.

How to deal with cybersecurity where nobody needs it: 

the experience of Kazakhstan

As far as Kazakhstan is far from Belarus geographically, it is 

as close to us in the specifics of interaction between the 

government, business, NGOs and society. In two years, 

this country has made a big breakthrough, rising in the 

Global Cyber Readiness Index by 26 lines (from 109th 

place to 83rd), the construction of a national "cyber 

defense" is underway. But the interesting fact is di�erent. 

As individual security specialists had to find vulnerabilities 

in dozens of state-owned web resources, write a ton of 

letters to relevant ministries and even the President, take 

on the functions of a non-profit organization, create their 

own computer incident response service (CAICA) and act 

as the main whistleblower of “bugs” in information security 

to finally draw the attention of the state to this problem.

On the eve of the Belarus Internet Governance Forum in 

Minsk, Arman Abdrasilov from CAICA gave a public 

lecture, telling the story of “hackers with white flag”. This is 

a story about how to deal with cybersecurity, where no 

one needs it yet.

Only 0.1% of the sta� is engaged in information security 

companies.

And this is in large Kazakhstan telecom operators. In the 

bulk of companies, no one does this at all. At the same 

time, the number of incidents with the prefix "cyber" grows 

about 5 times annually. If in 2016 there were about 20 

thousand of them in Kazakhstan (according to the national 

CERT), then in 2017 there are already 100 thousand, and 

by the end of 2018 there will be about half a million.

The situation is really dramatic, especially given the fact 

that computer incidents are not registered in the Ministry 

of Internal A�airs. Due to the lack of experts as well as 

legal practices. Sometimes cyberattacks turn into ordinary 

fraud and dissolve in the stream of unsolved cases. Of the 

nearly 18 thousand crimes in January 2018, only 12 were 

classified as criminal in the field of security.

“You have a bug in e-government, please fix it”

Even before the appearance of CAICA, its specialists 

worked in IT companies and were engaged in cyber secu-

rity. The creation of the e-government website of Kazakh-

stan, which of course is provided for a large budget, could 

not pass by them. Pretty quickly, “legal” hackers found 

several critical vulnerabilities and wrote to the resource 

owner about this - to the Ministry of Information and Com-

munication. At the same time, they o�ered to check the 

entire system for other problems.

The answer did not take long to wait - there is a depart-

ment that does its work, thanks for the vigilance. Of 



People vs technologies: is Belarusian society keeping up with the development 
of the digital world?

The Internet Governance Forum “Belarus IGF” takes place annually since 2016.

It is the only large platform for an open dialogue between representatives of 
the government, business, non-profit organizations, academic community and 
civil society on issues pertaining to the development of the Internet.

Business hosting and cloud solutions provider, domain registrar and technical 
administrator of national ccTLDs .BY and .БЕЛ hoster.by company remains an 
unaltered organizer of the Forum in Belarus.

The format of the Internet Governance Forum was initiated by the UNO 
in 2006.

The key principles of the IGF — transparency and representation of all stake-
holders to discuss issues related to the stable, sustainable and secure devel-
opment of the Internet industry. For 12 years, IGF events have been held all 
over the world at national, regional and global levels.

The main objectives of the Forum are to ensure an open and comprehensive 
discussion of all aspects of the Internet governance, the exchange of ideas and 
best practices between stakeholders, countries and regions; as well as to 
ensure timely identification of global and regional problems and contribution to 
the transparency of management and development of the industry.

The main topics of the Forum in 2018: cybersecurity, personal data, the Internet 
of Things, civil activity, digital skills, open data, legal aspects and regional 
issues of the Internet development.

About Belarus IGF-2018
Belarus IGF is one of the largest Forums 
in the region. Its work is aimed at the 
accessibility, security and openness of 
the Internet, the promotion of publicity 
and the inclusion of all opinions in 
decision-making and the elaboration of 
draft laws. IGF gained the reputation of 
the platform giving rise to real actions. 

For CAICA the work was not over. Its representatives were 

invited to the Public Council as part of the ministry, as there 

were simply no profiled specialists. So yesterday's 

"anti-heroes” have become the technical core for the 

preparation of "cybershield" for the government. Arman 

Abdrasilov called the inclusion of such a target indicator as 

an independent Global Cybersecurity Index one of the 

main achievements of the Public Council.

As a result, despite many problems, a new information 

security market is starting to emerge in Kazakhstan with 

new players. CAICA admits that after the wave of their 

exposing publications, not all companies, both private and 

state-owned, want to work with them. However, it is much 

better to be one of the players in a growing market than a 

monopolist on an empty one. And this is a big victory.

What do we have?

In Belarus, the situation is very similar. Yes, we are signifi-

cantly higher than Kazakhstan in the Global Cyber Readi-

ness Index - 39th place. According to Alexander Sushko 

from Group-IB, 50-60% of enterprises lack cybersecurity 

experts. There are also many questions to legislation. 

However, there are positive examples of how the National 

Bank of the Republic of Belarus is building a financial 

CERT.

Sergey Povalishev, Organizer of Belarus IGF: “We are 

convinced that the development of the Internet should be 

a common cause. Now we largely follow the path of our 

colleagues from Kazakhstan, when business representa-

tives must take on the burden of non-profit organizations, 

and popularizers, and, partially, the media, so that the 

development of the Internet keeps pace with the time. 

Therefore, every year we invite everyone to take part in 

the Forum for free and to plunge into topics of not only 

cybersecurity, but also open data, IoT, civil activity. Except 

us, no one will make the Belarusian Internet better.”

course, no one gave access to the system either. Howev-

er, after a few months, all the problems on the site 

remained, and user data was already in full swing on the 

darknet.

There was a correspondence with the Ministry and the 

national communications operator, the o�ce of the Prime 

Minister, the Presidential Administration, and finally, a letter 

to the President. The result is predictable. Rather, its 

absence. Only promises to plan a budget and change the 

platform over time. As a result, since it did not work out to 

defeat the bureaucracy in its native element, it was decid-

ed to simply publish data on the leaks.

“The minister called and said: “Why are you doing this?”

After posting a problem with the e-government site on 

Facebook, the “bug” through which user data leaked was 

closed in 30 minutes.

“Useless correspondence took 3 months. At the same 

time, it took only half an hour of the engineer’s work in 

order to really solve the problem. With that, most of the 

time he spent just to get to the server, - recalls Arman 

Abdrasilov. - It did not take any budgets, new platforms 

and a review of the logic of the system. Frankly, we liked it. 

Although the minister phoned with the question: “Why are 

you doing this?”, but all the entire correspondence for 3 

months was in our hands. And we decided not to stop.”

This was followed by a portal through which the data of 

over 10,000 accountants flowed, then telecom operators, 

the Ministry of Defense, the mayoralty of Astana, the 

gov.kz domain with an open panel that allows you to 

manage the websites of state bodies. Mobile operators 

also got beat up: someone had a problem with all the 

same personal data of users, and someone had an exotic 

one. So, one of the technical specialists of CAICA was able 

to establish a balance of minus 2 billion tenge, which the 

mobile operator could not believe for a long time. Howev-

er, the situation was noticed only after a surrender. The 

company simply did not notice "super-profits" for that day.

The scheme was the same: the problem was reported to 

the owner of the resource, and if it was not solved, the 

case was diverged in the media. And in the CAICA empha-

size that they are not trying by any means to hack protect-

ed systems. They are looking for obvious "bugs" that are 

not di�cult to find by the attackers without high qualifica-

tion.

“Then we had to become the media ourselves”

The next step by the government turned out to be predict-

able. Since both cybersecurity and the media are located 

in Kazakhstan in the department of the same ministry, the 

media simply received an oral instruction not to publish 

materials about problems with the information security of 

governmental resources.

The publications stopped, but the Facebook community of 

CAICA and the chat in Telegram began to grow rapidly 

and now almost the entire IT market of the country is 

represented there. However, after the data on new vulner-

abilities began to diverge in social networks even faster, 

the ban with the media was lifted.

Arman Abdrasilov notes that the team works for patriotic 

reasons. CAICA is a planned loss-making organization 

funded by several IT companies. At the same time, much 

attention is paid to the improvement of qualifications and 

certification of specialists, the team regularly takes the first 

places in specialized competitions, participates in 

world-famous conferences and has already founded its 

own - Kaz Hack Stan.

"The tactics of making decisions from the top down 

worked"

The dialogue between the “legal” hackers and the 

government did take place.

“When we nevertheless agreed with the state regulator 

that it is necessary to build a cybersecurity of the country 

at the highest level and create appropriate legislation, 

there were two scenarios,” continues Arman. - Option 

“bottom up” with a gradual release with the initiative on 

the association of IT companies, the ministry and above. 

This journey would take several years. We managed to 

receive the support of representatives of the Ministry of 

Information and Communication, who were able to defend 

the introduction of the topic of cyber security to the near-

est top-level document. It was the annual Presidential 

Address to the people of Kazakhstan. Thus, the top down 

tactic worked.

As a result, it turned out to make a vague, but very valua-

ble wording about the task of taking measures to build the 

“Cybershield of Kazakhstan” system. On its basis, a list of 

tasks was formed and the matter got o� the ground. But 

due to tight deadlines (4 months), most of the regulatory 

framework was modeled on the example of Russia.

How to deal with cybersecurity where nobody needs it: 

the experience of Kazakhstan

As far as Kazakhstan is far from Belarus geographically, it is 

as close to us in the specifics of interaction between the 

government, business, NGOs and society. In two years, 

this country has made a big breakthrough, rising in the 

Global Cyber Readiness Index by 26 lines (from 109th 

place to 83rd), the construction of a national "cyber 

defense" is underway. But the interesting fact is di�erent. 

As individual security specialists had to find vulnerabilities 

in dozens of state-owned web resources, write a ton of 

letters to relevant ministries and even the President, take 

on the functions of a non-profit organization, create their 

own computer incident response service (CAICA) and act 

as the main whistleblower of “bugs” in information security 

to finally draw the attention of the state to this problem.

On the eve of the Belarus Internet Governance Forum in 

Minsk, Arman Abdrasilov from CAICA gave a public 

lecture, telling the story of “hackers with white flag”. This is 

a story about how to deal with cybersecurity, where no 

one needs it yet.

Only 0.1% of the sta� is engaged in information security 

companies.

And this is in large Kazakhstan telecom operators. In the 

bulk of companies, no one does this at all. At the same 

time, the number of incidents with the prefix "cyber" grows 

about 5 times annually. If in 2016 there were about 20 

thousand of them in Kazakhstan (according to the national 

CERT), then in 2017 there are already 100 thousand, and 

by the end of 2018 there will be about half a million.

The situation is really dramatic, especially given the fact 

that computer incidents are not registered in the Ministry 

of Internal A�airs. Due to the lack of experts as well as 

legal practices. Sometimes cyberattacks turn into ordinary 

fraud and dissolve in the stream of unsolved cases. Of the 

nearly 18 thousand crimes in January 2018, only 12 were 

classified as criminal in the field of security.

“You have a bug in e-government, please fix it”

Even before the appearance of CAICA, its specialists 

worked in IT companies and were engaged in cyber secu-

rity. The creation of the e-government website of Kazakh-

stan, which of course is provided for a large budget, could 

not pass by them. Pretty quickly, “legal” hackers found 

several critical vulnerabilities and wrote to the resource 

owner about this - to the Ministry of Information and Com-

munication. At the same time, they o�ered to check the 

entire system for other problems.

The answer did not take long to wait - there is a depart-

ment that does its work, thanks for the vigilance. Of 
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Partners and organizers 
of Belarus IGF-2018

For CAICA the work was not over. Its representatives were 

invited to the Public Council as part of the ministry, as there 

were simply no profiled specialists. So yesterday's 

"anti-heroes” have become the technical core for the 

preparation of "cybershield" for the government. Arman 

Abdrasilov called the inclusion of such a target indicator as 

an independent Global Cybersecurity Index one of the 

main achievements of the Public Council.

As a result, despite many problems, a new information 

security market is starting to emerge in Kazakhstan with 

new players. CAICA admits that after the wave of their 

exposing publications, not all companies, both private and 

state-owned, want to work with them. However, it is much 

better to be one of the players in a growing market than a 

monopolist on an empty one. And this is a big victory.

What do we have?

In Belarus, the situation is very similar. Yes, we are signifi-

cantly higher than Kazakhstan in the Global Cyber Readi-

ness Index - 39th place. According to Alexander Sushko 

from Group-IB, 50-60% of enterprises lack cybersecurity 

experts. There are also many questions to legislation. 

However, there are positive examples of how the National 

Bank of the Republic of Belarus is building a financial 

CERT.

Sergey Povalishev, Organizer of Belarus IGF: “We are 

convinced that the development of the Internet should be 

a common cause. Now we largely follow the path of our 

colleagues from Kazakhstan, when business representa-

tives must take on the burden of non-profit organizations, 

and popularizers, and, partially, the media, so that the 

development of the Internet keeps pace with the time. 

Therefore, every year we invite everyone to take part in 

the Forum for free and to plunge into topics of not only 

cybersecurity, but also open data, IoT, civil activity. Except 

us, no one will make the Belarusian Internet better.”

Reliable Software, Ltd. (hoster.by brand) — provider of business cloud 

solutions and hosting. Technical administrator of ccTLDs .BY and .БЕЛ, as well 

as the only accredited registrar of international domains in the country. 

Member of international professional associations: CENTR (Council of Europe-

an National Top-Level Domain Registries), APTLD (Asia Pacific Top Level 

Domain Association), ccNSO (Country Code Names Supporting Organization).

Gurtam — an international IT-company, software developer in the field of 

satellite monitoring and telematics. Gurtam solutions occupy about 36% of the 

market for monitoring commercial vehicles in the CIS countries and are being 

actively promoted in the markets of Europe, the Middle East, the USA, Latin 

America, Africa, Australia and New Zealand.

Human Constanta – a human rights organization dealing with human rights 

issues in a modern information society, including personal data protection, 

privacy and freedom of information online.

Community “Open Data. Belarus” – virtual association of people from the 

IT-sector, science, business, public initiatives and education who are interest-

ed in open data. The main objective of the community is the aggregation of 

developments in the field of open data: documentation, data sets, news, etc.

Belarusian portal TUT.BY is the largest information and service Internet portal 

in Belarus.
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course, no one gave access to the system either. Howev-

er, after a few months, all the problems on the site 

remained, and user data was already in full swing on the 

darknet.

There was a correspondence with the Ministry and the 

national communications operator, the o�ce of the Prime 

Minister, the Presidential Administration, and finally, a letter 

to the President. The result is predictable. Rather, its 

absence. Only promises to plan a budget and change the 

platform over time. As a result, since it did not work out to 

defeat the bureaucracy in its native element, it was decid-

ed to simply publish data on the leaks.

“The minister called and said: “Why are you doing this?”

After posting a problem with the e-government site on 

Facebook, the “bug” through which user data leaked was 

closed in 30 minutes.

“Useless correspondence took 3 months. At the same 

time, it took only half an hour of the engineer’s work in 

order to really solve the problem. With that, most of the 

time he spent just to get to the server, - recalls Arman 

Abdrasilov. - It did not take any budgets, new platforms 

and a review of the logic of the system. Frankly, we liked it. 

Although the minister phoned with the question: “Why are 

you doing this?”, but all the entire correspondence for 3 

months was in our hands. And we decided not to stop.”

This was followed by a portal through which the data of 

over 10,000 accountants flowed, then telecom operators, 

the Ministry of Defense, the mayoralty of Astana, the 

gov.kz domain with an open panel that allows you to 

manage the websites of state bodies. Mobile operators 

also got beat up: someone had a problem with all the 

same personal data of users, and someone had an exotic 

one. So, one of the technical specialists of CAICA was able 

to establish a balance of minus 2 billion tenge, which the 

mobile operator could not believe for a long time. Howev-

er, the situation was noticed only after a surrender. The 

company simply did not notice "super-profits" for that day.

The scheme was the same: the problem was reported to 

the owner of the resource, and if it was not solved, the 

case was diverged in the media. And in the CAICA empha-

size that they are not trying by any means to hack protect-

ed systems. They are looking for obvious "bugs" that are 

not di�cult to find by the attackers without high qualifica-

tion.

“Then we had to become the media ourselves”

The next step by the government turned out to be predict-

able. Since both cybersecurity and the media are located 

in Kazakhstan in the department of the same ministry, the 

media simply received an oral instruction not to publish 

materials about problems with the information security of 

governmental resources.

The publications stopped, but the Facebook community of 

CAICA and the chat in Telegram began to grow rapidly 

and now almost the entire IT market of the country is 

represented there. However, after the data on new vulner-

abilities began to diverge in social networks even faster, 

the ban with the media was lifted.

Arman Abdrasilov notes that the team works for patriotic 

reasons. CAICA is a planned loss-making organization 

funded by several IT companies. At the same time, much 

attention is paid to the improvement of qualifications and 

certification of specialists, the team regularly takes the first 

places in specialized competitions, participates in 

world-famous conferences and has already founded its 

own - Kaz Hack Stan.

"The tactics of making decisions from the top down 

worked"

The dialogue between the “legal” hackers and the 

government did take place.

“When we nevertheless agreed with the state regulator 

that it is necessary to build a cybersecurity of the country 

at the highest level and create appropriate legislation, 

there were two scenarios,” continues Arman. - Option 

“bottom up” with a gradual release with the initiative on 

the association of IT companies, the ministry and above. 

This journey would take several years. We managed to 

receive the support of representatives of the Ministry of 

Information and Communication, who were able to defend 

the introduction of the topic of cyber security to the near-

est top-level document. It was the annual Presidential 

Address to the people of Kazakhstan. Thus, the top down 

tactic worked.

As a result, it turned out to make a vague, but very valua-

ble wording about the task of taking measures to build the 

“Cybershield of Kazakhstan” system. On its basis, a list of 

tasks was formed and the matter got o� the ground. But 

due to tight deadlines (4 months), most of the regulatory 

framework was modeled on the example of Russia.

How to deal with cybersecurity where nobody needs it: 

the experience of Kazakhstan

As far as Kazakhstan is far from Belarus geographically, it is 

as close to us in the specifics of interaction between the 

government, business, NGOs and society. In two years, 

this country has made a big breakthrough, rising in the 

Global Cyber Readiness Index by 26 lines (from 109th 

place to 83rd), the construction of a national "cyber 

defense" is underway. But the interesting fact is di�erent. 

As individual security specialists had to find vulnerabilities 

in dozens of state-owned web resources, write a ton of 

letters to relevant ministries and even the President, take 

on the functions of a non-profit organization, create their 

own computer incident response service (CAICA) and act 

as the main whistleblower of “bugs” in information security 

to finally draw the attention of the state to this problem.

On the eve of the Belarus Internet Governance Forum in 

Minsk, Arman Abdrasilov from CAICA gave a public 

lecture, telling the story of “hackers with white flag”. This is 

a story about how to deal with cybersecurity, where no 

one needs it yet.

Only 0.1% of the sta� is engaged in information security 

companies.

And this is in large Kazakhstan telecom operators. In the 

bulk of companies, no one does this at all. At the same 

time, the number of incidents with the prefix "cyber" grows 

about 5 times annually. If in 2016 there were about 20 

thousand of them in Kazakhstan (according to the national 

CERT), then in 2017 there are already 100 thousand, and 

by the end of 2018 there will be about half a million.

The situation is really dramatic, especially given the fact 

that computer incidents are not registered in the Ministry 

of Internal A�airs. Due to the lack of experts as well as 

legal practices. Sometimes cyberattacks turn into ordinary 

fraud and dissolve in the stream of unsolved cases. Of the 

nearly 18 thousand crimes in January 2018, only 12 were 

classified as criminal in the field of security.

“You have a bug in e-government, please fix it”

Even before the appearance of CAICA, its specialists 

worked in IT companies and were engaged in cyber secu-

rity. The creation of the e-government website of Kazakh-

stan, which of course is provided for a large budget, could 

not pass by them. Pretty quickly, “legal” hackers found 

several critical vulnerabilities and wrote to the resource 

owner about this - to the Ministry of Information and Com-

munication. At the same time, they o�ered to check the 

entire system for other problems.

The answer did not take long to wait - there is a depart-

ment that does its work, thanks for the vigilance. Of 



For CAICA the work was not over. Its representatives were 

invited to the Public Council as part of the ministry, as there 

were simply no profiled specialists. So yesterday's 

"anti-heroes” have become the technical core for the 

preparation of "cybershield" for the government. Arman 

Abdrasilov called the inclusion of such a target indicator as 

an independent Global Cybersecurity Index one of the 

main achievements of the Public Council.

As a result, despite many problems, a new information 

security market is starting to emerge in Kazakhstan with 

new players. CAICA admits that after the wave of their 

exposing publications, not all companies, both private and 

state-owned, want to work with them. However, it is much 

better to be one of the players in a growing market than a 

monopolist on an empty one. And this is a big victory.

What do we have?

In Belarus, the situation is very similar. Yes, we are signifi-

cantly higher than Kazakhstan in the Global Cyber Readi-

ness Index - 39th place. According to Alexander Sushko 

from Group-IB, 50-60% of enterprises lack cybersecurity 

experts. There are also many questions to legislation. 

However, there are positive examples of how the National 

Bank of the Republic of Belarus is building a financial 

CERT.

Sergey Povalishev, Organizer of Belarus IGF: “We are 

convinced that the development of the Internet should be 

a common cause. Now we largely follow the path of our 

colleagues from Kazakhstan, when business representa-

tives must take on the burden of non-profit organizations, 

and popularizers, and, partially, the media, so that the 

development of the Internet keeps pace with the time. 

Therefore, every year we invite everyone to take part in 

the Forum for free and to plunge into topics of not only 

cybersecurity, but also open data, IoT, civil activity. Except 

us, no one will make the Belarusian Internet better.”

Operative-Analytical Center under the President of the Republic of Belarus.

Ministry of Communications and Informatization of the Republic of Belarus.

RIPE NCC — the network coordination center of the European Regional Reg-

ister of IP-addresses, which distributes Internet resources, as well as related 

registration and coordination of activities aimed at global support for the func-

tioning of the Internet.

ICANN — Internet Corporation for Assigned Names and Numbers.

Internet Society (ISOC) — international professional organization dedicated to 

the development and accessibility of the Internet.

IGFSA – Internet Governance Forum Support Association.

Stepanovski, Papakul and Partners Attorneys-at-Law is a partner of the panel 

discussion “Regional Problems of Internet Development. Legal aspects.” At-

torneys-at-Law’s employees are recommended by international legal cata-

logs, including Chambers Global/Europe, Legal500, IFLR1000, Best Lawyers, 

Who’s Who Legal. 

JLLC “Belarusian Cloud Technologies” (beCloud trademark) — a partner of the 

Internet of Things (IoT) panel discussion. The company is a provider of cloud 

solutions based on its own data center and operates according to the “opera-

tors’ operator” business model.

“Kartoteka” – an online service for counterparties’ verification in the corporate 

sector. It is possible to find data on almost 1.5 million Belarusian counterpar-

ties.

“Group-IB” – partner of the panel discussion “Cybersecurity”, one of the lead-

ing international companies for the prevention and investigation of cyber-

crime and high-tech fraud.

Event partner – agency “Kitchen event”.

Print-partner – advertising and production group of companies “Oasis Gifts”.

FORUM IS HELD WITH THE SUPPORT OF
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OTHER PARTNERS

course, no one gave access to the system either. Howev-

er, after a few months, all the problems on the site 

remained, and user data was already in full swing on the 

darknet.

There was a correspondence with the Ministry and the 

national communications operator, the o�ce of the Prime 

Minister, the Presidential Administration, and finally, a letter 

to the President. The result is predictable. Rather, its 

absence. Only promises to plan a budget and change the 

platform over time. As a result, since it did not work out to 

defeat the bureaucracy in its native element, it was decid-

ed to simply publish data on the leaks.

“The minister called and said: “Why are you doing this?”

After posting a problem with the e-government site on 

Facebook, the “bug” through which user data leaked was 

closed in 30 minutes.

“Useless correspondence took 3 months. At the same 

time, it took only half an hour of the engineer’s work in 

order to really solve the problem. With that, most of the 

time he spent just to get to the server, - recalls Arman 

Abdrasilov. - It did not take any budgets, new platforms 

and a review of the logic of the system. Frankly, we liked it. 

Although the minister phoned with the question: “Why are 

you doing this?”, but all the entire correspondence for 3 

months was in our hands. And we decided not to stop.”

This was followed by a portal through which the data of 

over 10,000 accountants flowed, then telecom operators, 

the Ministry of Defense, the mayoralty of Astana, the 

gov.kz domain with an open panel that allows you to 

manage the websites of state bodies. Mobile operators 

also got beat up: someone had a problem with all the 

same personal data of users, and someone had an exotic 

one. So, one of the technical specialists of CAICA was able 

to establish a balance of minus 2 billion tenge, which the 

mobile operator could not believe for a long time. Howev-

er, the situation was noticed only after a surrender. The 

company simply did not notice "super-profits" for that day.

The scheme was the same: the problem was reported to 

the owner of the resource, and if it was not solved, the 

case was diverged in the media. And in the CAICA empha-

size that they are not trying by any means to hack protect-

ed systems. They are looking for obvious "bugs" that are 

not di�cult to find by the attackers without high qualifica-

tion.

“Then we had to become the media ourselves”

The next step by the government turned out to be predict-

able. Since both cybersecurity and the media are located 

in Kazakhstan in the department of the same ministry, the 

media simply received an oral instruction not to publish 

materials about problems with the information security of 

governmental resources.

The publications stopped, but the Facebook community of 

CAICA and the chat in Telegram began to grow rapidly 

and now almost the entire IT market of the country is 

represented there. However, after the data on new vulner-

abilities began to diverge in social networks even faster, 

the ban with the media was lifted.

Arman Abdrasilov notes that the team works for patriotic 

reasons. CAICA is a planned loss-making organization 

funded by several IT companies. At the same time, much 

attention is paid to the improvement of qualifications and 

certification of specialists, the team regularly takes the first 

places in specialized competitions, participates in 

world-famous conferences and has already founded its 

own - Kaz Hack Stan.

"The tactics of making decisions from the top down 

worked"

The dialogue between the “legal” hackers and the 

government did take place.

“When we nevertheless agreed with the state regulator 

that it is necessary to build a cybersecurity of the country 

at the highest level and create appropriate legislation, 

there were two scenarios,” continues Arman. - Option 

“bottom up” with a gradual release with the initiative on 

the association of IT companies, the ministry and above. 

This journey would take several years. We managed to 

receive the support of representatives of the Ministry of 

Information and Communication, who were able to defend 

the introduction of the topic of cyber security to the near-

est top-level document. It was the annual Presidential 

Address to the people of Kazakhstan. Thus, the top down 

tactic worked.

As a result, it turned out to make a vague, but very valua-

ble wording about the task of taking measures to build the 

“Cybershield of Kazakhstan” system. On its basis, a list of 

tasks was formed and the matter got o� the ground. But 

due to tight deadlines (4 months), most of the regulatory 

framework was modeled on the example of Russia.

How to deal with cybersecurity where nobody needs it: 

the experience of Kazakhstan

As far as Kazakhstan is far from Belarus geographically, it is 

as close to us in the specifics of interaction between the 

government, business, NGOs and society. In two years, 

this country has made a big breakthrough, rising in the 

Global Cyber Readiness Index by 26 lines (from 109th 

place to 83rd), the construction of a national "cyber 

defense" is underway. But the interesting fact is di�erent. 

As individual security specialists had to find vulnerabilities 

in dozens of state-owned web resources, write a ton of 

letters to relevant ministries and even the President, take 

on the functions of a non-profit organization, create their 

own computer incident response service (CAICA) and act 

as the main whistleblower of “bugs” in information security 

to finally draw the attention of the state to this problem.

On the eve of the Belarus Internet Governance Forum in 

Minsk, Arman Abdrasilov from CAICA gave a public 

lecture, telling the story of “hackers with white flag”. This is 

a story about how to deal with cybersecurity, where no 

one needs it yet.

Only 0.1% of the sta� is engaged in information security 

companies.

And this is in large Kazakhstan telecom operators. In the 

bulk of companies, no one does this at all. At the same 

time, the number of incidents with the prefix "cyber" grows 

about 5 times annually. If in 2016 there were about 20 

thousand of them in Kazakhstan (according to the national 

CERT), then in 2017 there are already 100 thousand, and 

by the end of 2018 there will be about half a million.

The situation is really dramatic, especially given the fact 

that computer incidents are not registered in the Ministry 

of Internal A�airs. Due to the lack of experts as well as 

legal practices. Sometimes cyberattacks turn into ordinary 

fraud and dissolve in the stream of unsolved cases. Of the 

nearly 18 thousand crimes in January 2018, only 12 were 

classified as criminal in the field of security.

“You have a bug in e-government, please fix it”

Even before the appearance of CAICA, its specialists 

worked in IT companies and were engaged in cyber secu-

rity. The creation of the e-government website of Kazakh-

stan, which of course is provided for a large budget, could 

not pass by them. Pretty quickly, “legal” hackers found 

several critical vulnerabilities and wrote to the resource 

owner about this - to the Ministry of Information and Com-

munication. At the same time, they o�ered to check the 

entire system for other problems.

The answer did not take long to wait - there is a depart-

ment that does its work, thanks for the vigilance. Of 
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“Legal” hackers visited Minsk 
before Belarus IGF-2018

For CAICA the work was not over. Its representatives were 

invited to the Public Council as part of the ministry, as there 

were simply no profiled specialists. So yesterday's 

"anti-heroes” have become the technical core for the 

preparation of "cybershield" for the government. Arman 

Abdrasilov called the inclusion of such a target indicator as 

an independent Global Cybersecurity Index one of the 

main achievements of the Public Council.

As a result, despite many problems, a new information 

security market is starting to emerge in Kazakhstan with 

new players. CAICA admits that after the wave of their 

exposing publications, not all companies, both private and 

state-owned, want to work with them. However, it is much 

better to be one of the players in a growing market than a 

monopolist on an empty one. And this is a big victory.

What do we have?

In Belarus, the situation is very similar. Yes, we are signifi-

cantly higher than Kazakhstan in the Global Cyber Readi-

ness Index - 39th place. According to Alexander Sushko 

from Group-IB, 50-60% of enterprises lack cybersecurity 

experts. There are also many questions to legislation. 

However, there are positive examples of how the National 

Bank of the Republic of Belarus is building a financial 

CERT.

Sergey Povalishev, Organizer of Belarus IGF: “We are 

convinced that the development of the Internet should be 

a common cause. Now we largely follow the path of our 

colleagues from Kazakhstan, when business representa-

tives must take on the burden of non-profit organizations, 

and popularizers, and, partially, the media, so that the 

development of the Internet keeps pace with the time. 

Therefore, every year we invite everyone to take part in 

the Forum for free and to plunge into topics of not only 

cybersecurity, but also open data, IoT, civil activity. Except 

us, no one will make the Belarusian Internet better.”

course, no one gave access to the system either. Howev-

er, after a few months, all the problems on the site 

remained, and user data was already in full swing on the 

darknet.

There was a correspondence with the Ministry and the 

national communications operator, the o�ce of the Prime 

Minister, the Presidential Administration, and finally, a letter 

to the President. The result is predictable. Rather, its 

absence. Only promises to plan a budget and change the 

platform over time. As a result, since it did not work out to 

defeat the bureaucracy in its native element, it was decid-

ed to simply publish data on the leaks.

“The minister called and said: “Why are you doing this?”

After posting a problem with the e-government site on 

Facebook, the “bug” through which user data leaked was 

closed in 30 minutes.

“Useless correspondence took 3 months. At the same 

time, it took only half an hour of the engineer’s work in 

order to really solve the problem. With that, most of the 

time he spent just to get to the server, - recalls Arman 

Abdrasilov. - It did not take any budgets, new platforms 

and a review of the logic of the system. Frankly, we liked it. 

Although the minister phoned with the question: “Why are 

you doing this?”, but all the entire correspondence for 3 

months was in our hands. And we decided not to stop.”

This was followed by a portal through which the data of 

over 10,000 accountants flowed, then telecom operators, 

the Ministry of Defense, the mayoralty of Astana, the 

gov.kz domain with an open panel that allows you to 

manage the websites of state bodies. Mobile operators 

also got beat up: someone had a problem with all the 

same personal data of users, and someone had an exotic 

one. So, one of the technical specialists of CAICA was able 

to establish a balance of minus 2 billion tenge, which the 

mobile operator could not believe for a long time. Howev-

er, the situation was noticed only after a surrender. The 

company simply did not notice "super-profits" for that day.

The scheme was the same: the problem was reported to 

the owner of the resource, and if it was not solved, the 

case was diverged in the media. And in the CAICA empha-

size that they are not trying by any means to hack protect-

ed systems. They are looking for obvious "bugs" that are 

not di�cult to find by the attackers without high qualifica-

tion.

“Then we had to become the media ourselves”

The next step by the government turned out to be predict-

able. Since both cybersecurity and the media are located 

in Kazakhstan in the department of the same ministry, the 

media simply received an oral instruction not to publish 

materials about problems with the information security of 

governmental resources.

The publications stopped, but the Facebook community of 

CAICA and the chat in Telegram began to grow rapidly 

and now almost the entire IT market of the country is 

represented there. However, after the data on new vulner-

abilities began to diverge in social networks even faster, 

the ban with the media was lifted.

Arman Abdrasilov notes that the team works for patriotic 

reasons. CAICA is a planned loss-making organization 

funded by several IT companies. At the same time, much 

attention is paid to the improvement of qualifications and 

certification of specialists, the team regularly takes the first 

places in specialized competitions, participates in 

world-famous conferences and has already founded its 

own - Kaz Hack Stan.

"The tactics of making decisions from the top down 

worked"

The dialogue between the “legal” hackers and the 

government did take place.

“When we nevertheless agreed with the state regulator 

that it is necessary to build a cybersecurity of the country 

at the highest level and create appropriate legislation, 

there were two scenarios,” continues Arman. - Option 

“bottom up” with a gradual release with the initiative on 

the association of IT companies, the ministry and above. 

This journey would take several years. We managed to 

receive the support of representatives of the Ministry of 

Information and Communication, who were able to defend 

the introduction of the topic of cyber security to the near-

est top-level document. It was the annual Presidential 

Address to the people of Kazakhstan. Thus, the top down 

tactic worked.

As a result, it turned out to make a vague, but very valua-

ble wording about the task of taking measures to build the 

“Cybershield of Kazakhstan” system. On its basis, a list of 

tasks was formed and the matter got o� the ground. But 

due to tight deadlines (4 months), most of the regulatory 

framework was modeled on the example of Russia.

How to deal with cybersecurity where nobody needs it: 

the experience of Kazakhstan

As far as Kazakhstan is far from Belarus geographically, it is 

as close to us in the specifics of interaction between the 

government, business, NGOs and society. In two years, 

this country has made a big breakthrough, rising in the 

Global Cyber Readiness Index by 26 lines (from 109th 

place to 83rd), the construction of a national "cyber 

defense" is underway. But the interesting fact is di�erent. 

As individual security specialists had to find vulnerabilities 

in dozens of state-owned web resources, write a ton of 

letters to relevant ministries and even the President, take 

on the functions of a non-profit organization, create their 

own computer incident response service (CAICA) and act 

as the main whistleblower of “bugs” in information security 

to finally draw the attention of the state to this problem.

On the eve of the Belarus Internet Governance Forum in 

Minsk, Arman Abdrasilov from CAICA gave a public 

lecture, telling the story of “hackers with white flag”. This is 

a story about how to deal with cybersecurity, where no 

one needs it yet.

Only 0.1% of the sta� is engaged in information security 

companies.

And this is in large Kazakhstan telecom operators. In the 

bulk of companies, no one does this at all. At the same 

time, the number of incidents with the prefix "cyber" grows 

about 5 times annually. If in 2016 there were about 20 

thousand of them in Kazakhstan (according to the national 

CERT), then in 2017 there are already 100 thousand, and 

by the end of 2018 there will be about half a million.

The situation is really dramatic, especially given the fact 

that computer incidents are not registered in the Ministry 

of Internal A�airs. Due to the lack of experts as well as 

legal practices. Sometimes cyberattacks turn into ordinary 

fraud and dissolve in the stream of unsolved cases. Of the 

nearly 18 thousand crimes in January 2018, only 12 were 

classified as criminal in the field of security.

“You have a bug in e-government, please fix it”

Even before the appearance of CAICA, its specialists 

worked in IT companies and were engaged in cyber secu-

rity. The creation of the e-government website of Kazakh-

stan, which of course is provided for a large budget, could 

not pass by them. Pretty quickly, “legal” hackers found 

several critical vulnerabilities and wrote to the resource 

owner about this - to the Ministry of Information and Com-

munication. At the same time, they o�ered to check the 

entire system for other problems.

The answer did not take long to wait - there is a depart-

ment that does its work, thanks for the vigilance. Of 



Does IGF represent a platform where all stakeholders can really talk on an 

equal footing? Why was the Forum created and what is its role in Belarus, in the 

region and in the world? A representative plenary session sets the coordinate 

system before opening discussions on more narrow topics.

ICANN's representative, Aleksandra Kulikova, put forward an important thesis, 

which went through the entire discussion: national and regional IGFs should 

reflect the real situation which is currently relevant at this particular place. They 

should not be attached to the format and program of the global Forum. Their 

value is in honesty and in a cut of the real situation.

Lianna Galstyan, who takes part in shaping the agenda for the global IGF, noted 

the importance of the bottom-up principle for the selection of discussion topics. 

Regardless of the scale of the Forum and the specifics of the region, dialogue 

is possible only due to the ability to hear questions that concern the society and 

bring them to an open discussion. This is an international universal standard.

At the same time, it is perfectly natural that even such global issues as cyberse-

curity can be refracted from di�erent angles, depending on the region. For 

example, in Europe this problem is closely related to economic security, in 

Asian countries - with separatism. Meanwhile, a representative of the Georgian 

IGF Ucha Seturi pointed out great attention to the protection of youth on the 

Internet in his country. Problems should determine the topics of discussion, not 

vice versa.

The importance of the bottom-up principle was also emphasized by Nick Hirka, 

a representative of the international organization “Internet Society”, which is 

developing Internet accessibility. He urged society to never relax and follow 

what is happening in the industry.

Among the specific characteristics of the Forums in the CIS countries, the 

speakers noted the popularity of the IDN theme – domains with support of 

characters of national alphabets. Belarus confirms this with statistics – the .БЕЛ 

domain has firmly taken the second place in the world among the national 

Cyrillic top level domains.

Sergey Povalishev, who is the organizer of Belarus IGF 

throughout all three years of its existence, identified one 

of the most important trends of the Forum – a gradual 

transition to self-organization.

While a year ago business and civil society spoke di�erent 

languages in the context of Internet governance, and 

government o�cials had to be literally persuaded to pay 

attention to the Forum, this year many initiatives emerged. 

Primarily, from society and business. Furthermore, the 

government treats the IGF with greater attention and trust.

The participants noted a unique situation for the region on 

the example of the Belarusian Forum, when the co-organ-

izers represent the three largest stakeholders. This is 

another proof of the importance of the platform and the 

transition from methods of lobbying interests to an open 

public dialogue.

Maxim Burtikov, a representative of the technical commu-

nity and the RIPE NCC organization, which was at the very 

origins of the IGF, voiced one of the main conclusions: 

society and the Internet began the most important 

process of transition from the “regulatory era” to the “era 

of mutual interests”. In practice, this means that any 

decision made by the government, business, civil or 

technical community in isolation from the wishes and 

capabilities of the other participants will never work. 

Without a dialogue, we will continue to generate non-via-

ble standards and projects.

Among the striking examples of such an approach, 

Alexandra Kulikova named topic of GDPR, which has been 

popular on media for more than a year. The most important 

global change in the field of interaction with personal data 

simply did not take into account the principle of operation 

of the WHOIS protocol, under which ccTLDs all over the 

world operate.

Summing up, the participants noted the importance of 

continuing the dialogue, despite the criticism of the format 

and the requirements of faster results.

Among the expectations and suggestions addressed to 

the IGF, experts called honesty, a real reflection of the 

situation in each country and region, a greater shift 

towards the self-organization of the platform attracting 

more youth. As well as the transformation of the annual 

event in the year-round initiative.

For CAICA the work was not over. Its representatives were 

invited to the Public Council as part of the ministry, as there 

were simply no profiled specialists. So yesterday's 

"anti-heroes” have become the technical core for the 

preparation of "cybershield" for the government. Arman 

Abdrasilov called the inclusion of such a target indicator as 

an independent Global Cybersecurity Index one of the 

main achievements of the Public Council.

As a result, despite many problems, a new information 

security market is starting to emerge in Kazakhstan with 

new players. CAICA admits that after the wave of their 

exposing publications, not all companies, both private and 

state-owned, want to work with them. However, it is much 

better to be one of the players in a growing market than a 

monopolist on an empty one. And this is a big victory.

What do we have?

In Belarus, the situation is very similar. Yes, we are signifi-

cantly higher than Kazakhstan in the Global Cyber Readi-

ness Index - 39th place. According to Alexander Sushko 

from Group-IB, 50-60% of enterprises lack cybersecurity 

experts. There are also many questions to legislation. 

However, there are positive examples of how the National 

Bank of the Republic of Belarus is building a financial 

CERT.

Sergey Povalishev, Organizer of Belarus IGF: “We are 

convinced that the development of the Internet should be 

a common cause. Now we largely follow the path of our 

colleagues from Kazakhstan, when business representa-

tives must take on the burden of non-profit organizations, 

and popularizers, and, partially, the media, so that the 

development of the Internet keeps pace with the time. 

Therefore, every year we invite everyone to take part in 

the Forum for free and to plunge into topics of not only 

cybersecurity, but also open data, IoT, civil activity. Except 

us, no one will make the Belarusian Internet better.”

course, no one gave access to the system either. Howev-

er, after a few months, all the problems on the site 

remained, and user data was already in full swing on the 

darknet.

There was a correspondence with the Ministry and the 

national communications operator, the o�ce of the Prime 

Minister, the Presidential Administration, and finally, a letter 

to the President. The result is predictable. Rather, its 

absence. Only promises to plan a budget and change the 

platform over time. As a result, since it did not work out to 

defeat the bureaucracy in its native element, it was decid-

ed to simply publish data on the leaks.

“The minister called and said: “Why are you doing this?”

After posting a problem with the e-government site on 

Facebook, the “bug” through which user data leaked was 

closed in 30 minutes.

“Useless correspondence took 3 months. At the same 

time, it took only half an hour of the engineer’s work in 

order to really solve the problem. With that, most of the 

time he spent just to get to the server, - recalls Arman 

Abdrasilov. - It did not take any budgets, new platforms 

and a review of the logic of the system. Frankly, we liked it. 

Although the minister phoned with the question: “Why are 

you doing this?”, but all the entire correspondence for 3 

months was in our hands. And we decided not to stop.”

This was followed by a portal through which the data of 

over 10,000 accountants flowed, then telecom operators, 

the Ministry of Defense, the mayoralty of Astana, the 

gov.kz domain with an open panel that allows you to 

manage the websites of state bodies. Mobile operators 

also got beat up: someone had a problem with all the 

same personal data of users, and someone had an exotic 

one. So, one of the technical specialists of CAICA was able 

to establish a balance of minus 2 billion tenge, which the 

mobile operator could not believe for a long time. Howev-

er, the situation was noticed only after a surrender. The 

company simply did not notice "super-profits" for that day.

The scheme was the same: the problem was reported to 

the owner of the resource, and if it was not solved, the 

case was diverged in the media. And in the CAICA empha-

size that they are not trying by any means to hack protect-

ed systems. They are looking for obvious "bugs" that are 

not di�cult to find by the attackers without high qualifica-

tion.

“Then we had to become the media ourselves”

The next step by the government turned out to be predict-

able. Since both cybersecurity and the media are located 

in Kazakhstan in the department of the same ministry, the 

media simply received an oral instruction not to publish 

materials about problems with the information security of 

governmental resources.

The publications stopped, but the Facebook community of 

CAICA and the chat in Telegram began to grow rapidly 

and now almost the entire IT market of the country is 

represented there. However, after the data on new vulner-

abilities began to diverge in social networks even faster, 

the ban with the media was lifted.

Arman Abdrasilov notes that the team works for patriotic 

reasons. CAICA is a planned loss-making organization 

funded by several IT companies. At the same time, much 

attention is paid to the improvement of qualifications and 

certification of specialists, the team regularly takes the first 

places in specialized competitions, participates in 

world-famous conferences and has already founded its 

own - Kaz Hack Stan.

"The tactics of making decisions from the top down 

worked"

The dialogue between the “legal” hackers and the 

government did take place.

“When we nevertheless agreed with the state regulator 

that it is necessary to build a cybersecurity of the country 

at the highest level and create appropriate legislation, 

there were two scenarios,” continues Arman. - Option 

“bottom up” with a gradual release with the initiative on 

the association of IT companies, the ministry and above. 

This journey would take several years. We managed to 

receive the support of representatives of the Ministry of 

Information and Communication, who were able to defend 

the introduction of the topic of cyber security to the near-

est top-level document. It was the annual Presidential 

Address to the people of Kazakhstan. Thus, the top down 

tactic worked.

As a result, it turned out to make a vague, but very valua-

ble wording about the task of taking measures to build the 

“Cybershield of Kazakhstan” system. On its basis, a list of 

tasks was formed and the matter got o� the ground. But 

due to tight deadlines (4 months), most of the regulatory 

framework was modeled on the example of Russia.

How to deal with cybersecurity where nobody needs it: 

the experience of Kazakhstan

As far as Kazakhstan is far from Belarus geographically, it is 

as close to us in the specifics of interaction between the 

government, business, NGOs and society. In two years, 

this country has made a big breakthrough, rising in the 

Global Cyber Readiness Index by 26 lines (from 109th 

place to 83rd), the construction of a national "cyber 

defense" is underway. But the interesting fact is di�erent. 

As individual security specialists had to find vulnerabilities 

in dozens of state-owned web resources, write a ton of 

letters to relevant ministries and even the President, take 

on the functions of a non-profit organization, create their 

own computer incident response service (CAICA) and act 

as the main whistleblower of “bugs” in information security 

to finally draw the attention of the state to this problem.

On the eve of the Belarus Internet Governance Forum in 

Minsk, Arman Abdrasilov from CAICA gave a public 

lecture, telling the story of “hackers with white flag”. This is 

a story about how to deal with cybersecurity, where no 

one needs it yet.

Only 0.1% of the sta� is engaged in information security 

companies.

And this is in large Kazakhstan telecom operators. In the 

bulk of companies, no one does this at all. At the same 

time, the number of incidents with the prefix "cyber" grows 

about 5 times annually. If in 2016 there were about 20 

thousand of them in Kazakhstan (according to the national 

CERT), then in 2017 there are already 100 thousand, and 

by the end of 2018 there will be about half a million.

The situation is really dramatic, especially given the fact 

that computer incidents are not registered in the Ministry 

of Internal A�airs. Due to the lack of experts as well as 

legal practices. Sometimes cyberattacks turn into ordinary 

fraud and dissolve in the stream of unsolved cases. Of the 

nearly 18 thousand crimes in January 2018, only 12 were 

classified as criminal in the field of security.

“You have a bug in e-government, please fix it”

Even before the appearance of CAICA, its specialists 

worked in IT companies and were engaged in cyber secu-

rity. The creation of the e-government website of Kazakh-

stan, which of course is provided for a large budget, could 

not pass by them. Pretty quickly, “legal” hackers found 

several critical vulnerabilities and wrote to the resource 

owner about this - to the Ministry of Information and Com-

munication. At the same time, they o�ered to check the 

entire system for other problems.

The answer did not take long to wait - there is a depart-

ment that does its work, thanks for the vigilance. Of 
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Does IGF represent a platform where all stakeholders can really talk on an 

equal footing? Why was the Forum created and what is its role in Belarus, in the 

region and in the world? A representative plenary session sets the coordinate 

system before opening discussions on more narrow topics.

ICANN's representative, Aleksandra Kulikova, put forward an important thesis, 

which went through the entire discussion: national and regional IGFs should 

reflect the real situation which is currently relevant at this particular place. They 

should not be attached to the format and program of the global Forum. Their 

value is in honesty and in a cut of the real situation.

Lianna Galstyan, who takes part in shaping the agenda for the global IGF, noted 

the importance of the bottom-up principle for the selection of discussion topics. 

Regardless of the scale of the Forum and the specifics of the region, dialogue 

is possible only due to the ability to hear questions that concern the society and 

bring them to an open discussion. This is an international universal standard.

At the same time, it is perfectly natural that even such global issues as cyberse-

curity can be refracted from di�erent angles, depending on the region. For 

example, in Europe this problem is closely related to economic security, in 

Asian countries - with separatism. Meanwhile, a representative of the Georgian 

IGF Ucha Seturi pointed out great attention to the protection of youth on the 

Internet in his country. Problems should determine the topics of discussion, not 

vice versa.

The importance of the bottom-up principle was also emphasized by Nick Hirka, 

a representative of the international organization “Internet Society”, which is 

developing Internet accessibility. He urged society to never relax and follow 

what is happening in the industry.

Among the specific characteristics of the Forums in the CIS countries, the 

speakers noted the popularity of the IDN theme – domains with support of 

characters of national alphabets. Belarus confirms this with statistics – the .БЕЛ 

domain has firmly taken the second place in the world among the national 

Cyrillic top level domains.

Sergey Povalishev, who is the organizer of Belarus IGF 

throughout all three years of its existence, identified one 

of the most important trends of the Forum – a gradual 

transition to self-organization.

While a year ago business and civil society spoke di�erent 

languages in the context of Internet governance, and 

government o�cials had to be literally persuaded to pay 

attention to the Forum, this year many initiatives emerged. 

Primarily, from society and business. Furthermore, the 

government treats the IGF with greater attention and trust.

The participants noted a unique situation for the region on 

the example of the Belarusian Forum, when the co-organ-

izers represent the three largest stakeholders. This is 

another proof of the importance of the platform and the 

transition from methods of lobbying interests to an open 

public dialogue.

Maxim Burtikov, a representative of the technical commu-

nity and the RIPE NCC organization, which was at the very 

origins of the IGF, voiced one of the main conclusions: 

society and the Internet began the most important 

process of transition from the “regulatory era” to the “era 

of mutual interests”. In practice, this means that any 

decision made by the government, business, civil or 

technical community in isolation from the wishes and 

capabilities of the other participants will never work. 

Without a dialogue, we will continue to generate non-via-

ble standards and projects.

Among the striking examples of such an approach, 

Alexandra Kulikova named topic of GDPR, which has been 

popular on media for more than a year. The most important 

global change in the field of interaction with personal data 

simply did not take into account the principle of operation 

of the WHOIS protocol, under which ccTLDs all over the 

world operate.

Summing up, the participants noted the importance of 

continuing the dialogue, despite the criticism of the format 

and the requirements of faster results.

Among the expectations and suggestions addressed to 

the IGF, experts called honesty, a real reflection of the 

situation in each country and region, a greater shift 

towards the self-organization of the platform attracting 

more youth. As well as the transformation of the annual 

event in the year-round initiative.

For CAICA the work was not over. Its representatives were 

invited to the Public Council as part of the ministry, as there 

were simply no profiled specialists. So yesterday's 

"anti-heroes” have become the technical core for the 

preparation of "cybershield" for the government. Arman 

Abdrasilov called the inclusion of such a target indicator as 

an independent Global Cybersecurity Index one of the 

main achievements of the Public Council.

As a result, despite many problems, a new information 

security market is starting to emerge in Kazakhstan with 

new players. CAICA admits that after the wave of their 

exposing publications, not all companies, both private and 

state-owned, want to work with them. However, it is much 

better to be one of the players in a growing market than a 

monopolist on an empty one. And this is a big victory.

What do we have?

In Belarus, the situation is very similar. Yes, we are signifi-

cantly higher than Kazakhstan in the Global Cyber Readi-

ness Index - 39th place. According to Alexander Sushko 

from Group-IB, 50-60% of enterprises lack cybersecurity 

experts. There are also many questions to legislation. 

However, there are positive examples of how the National 

Bank of the Republic of Belarus is building a financial 

CERT.

Sergey Povalishev, Organizer of Belarus IGF: “We are 

convinced that the development of the Internet should be 

a common cause. Now we largely follow the path of our 

colleagues from Kazakhstan, when business representa-

tives must take on the burden of non-profit organizations, 

and popularizers, and, partially, the media, so that the 

development of the Internet keeps pace with the time. 

Therefore, every year we invite everyone to take part in 

the Forum for free and to plunge into topics of not only 

cybersecurity, but also open data, IoT, civil activity. Except 

us, no one will make the Belarusian Internet better.”

course, no one gave access to the system either. Howev-

er, after a few months, all the problems on the site 

remained, and user data was already in full swing on the 

darknet.

There was a correspondence with the Ministry and the 

national communications operator, the o�ce of the Prime 

Minister, the Presidential Administration, and finally, a letter 

to the President. The result is predictable. Rather, its 

absence. Only promises to plan a budget and change the 

platform over time. As a result, since it did not work out to 

defeat the bureaucracy in its native element, it was decid-

ed to simply publish data on the leaks.

“The minister called and said: “Why are you doing this?”

After posting a problem with the e-government site on 

Facebook, the “bug” through which user data leaked was 

closed in 30 minutes.

“Useless correspondence took 3 months. At the same 

time, it took only half an hour of the engineer’s work in 

order to really solve the problem. With that, most of the 

time he spent just to get to the server, - recalls Arman 

Abdrasilov. - It did not take any budgets, new platforms 

and a review of the logic of the system. Frankly, we liked it. 

Although the minister phoned with the question: “Why are 

you doing this?”, but all the entire correspondence for 3 

months was in our hands. And we decided not to stop.”

This was followed by a portal through which the data of 

over 10,000 accountants flowed, then telecom operators, 

the Ministry of Defense, the mayoralty of Astana, the 

gov.kz domain with an open panel that allows you to 

manage the websites of state bodies. Mobile operators 

also got beat up: someone had a problem with all the 

same personal data of users, and someone had an exotic 

one. So, one of the technical specialists of CAICA was able 

to establish a balance of minus 2 billion tenge, which the 

mobile operator could not believe for a long time. Howev-

er, the situation was noticed only after a surrender. The 

company simply did not notice "super-profits" for that day.

The scheme was the same: the problem was reported to 

the owner of the resource, and if it was not solved, the 

case was diverged in the media. And in the CAICA empha-

size that they are not trying by any means to hack protect-

ed systems. They are looking for obvious "bugs" that are 

not di�cult to find by the attackers without high qualifica-

tion.

“Then we had to become the media ourselves”

The next step by the government turned out to be predict-

able. Since both cybersecurity and the media are located 

in Kazakhstan in the department of the same ministry, the 

media simply received an oral instruction not to publish 

materials about problems with the information security of 

governmental resources.

The publications stopped, but the Facebook community of 

CAICA and the chat in Telegram began to grow rapidly 

and now almost the entire IT market of the country is 

represented there. However, after the data on new vulner-

abilities began to diverge in social networks even faster, 

the ban with the media was lifted.

Arman Abdrasilov notes that the team works for patriotic 

reasons. CAICA is a planned loss-making organization 

funded by several IT companies. At the same time, much 

attention is paid to the improvement of qualifications and 

certification of specialists, the team regularly takes the first 

places in specialized competitions, participates in 

world-famous conferences and has already founded its 

own - Kaz Hack Stan.

"The tactics of making decisions from the top down 

worked"

The dialogue between the “legal” hackers and the 

government did take place.

“When we nevertheless agreed with the state regulator 

that it is necessary to build a cybersecurity of the country 

at the highest level and create appropriate legislation, 

there were two scenarios,” continues Arman. - Option 

“bottom up” with a gradual release with the initiative on 

the association of IT companies, the ministry and above. 

This journey would take several years. We managed to 

receive the support of representatives of the Ministry of 

Information and Communication, who were able to defend 

the introduction of the topic of cyber security to the near-

est top-level document. It was the annual Presidential 

Address to the people of Kazakhstan. Thus, the top down 

tactic worked.

As a result, it turned out to make a vague, but very valua-

ble wording about the task of taking measures to build the 

“Cybershield of Kazakhstan” system. On its basis, a list of 

tasks was formed and the matter got o� the ground. But 

due to tight deadlines (4 months), most of the regulatory 

framework was modeled on the example of Russia.

How to deal with cybersecurity where nobody needs it: 

the experience of Kazakhstan

As far as Kazakhstan is far from Belarus geographically, it is 

as close to us in the specifics of interaction between the 

government, business, NGOs and society. In two years, 

this country has made a big breakthrough, rising in the 

Global Cyber Readiness Index by 26 lines (from 109th 

place to 83rd), the construction of a national "cyber 

defense" is underway. But the interesting fact is di�erent. 

As individual security specialists had to find vulnerabilities 

in dozens of state-owned web resources, write a ton of 

letters to relevant ministries and even the President, take 

on the functions of a non-profit organization, create their 

own computer incident response service (CAICA) and act 

as the main whistleblower of “bugs” in information security 

to finally draw the attention of the state to this problem.

On the eve of the Belarus Internet Governance Forum in 

Minsk, Arman Abdrasilov from CAICA gave a public 

lecture, telling the story of “hackers with white flag”. This is 

a story about how to deal with cybersecurity, where no 

one needs it yet.

Only 0.1% of the sta� is engaged in information security 

companies.

And this is in large Kazakhstan telecom operators. In the 

bulk of companies, no one does this at all. At the same 

time, the number of incidents with the prefix "cyber" grows 

about 5 times annually. If in 2016 there were about 20 

thousand of them in Kazakhstan (according to the national 

CERT), then in 2017 there are already 100 thousand, and 

by the end of 2018 there will be about half a million.

The situation is really dramatic, especially given the fact 

that computer incidents are not registered in the Ministry 

of Internal A�airs. Due to the lack of experts as well as 

legal practices. Sometimes cyberattacks turn into ordinary 

fraud and dissolve in the stream of unsolved cases. Of the 

nearly 18 thousand crimes in January 2018, only 12 were 

classified as criminal in the field of security.

“You have a bug in e-government, please fix it”

Even before the appearance of CAICA, its specialists 

worked in IT companies and were engaged in cyber secu-

rity. The creation of the e-government website of Kazakh-

stan, which of course is provided for a large budget, could 

not pass by them. Pretty quickly, “legal” hackers found 

several critical vulnerabilities and wrote to the resource 

owner about this - to the Ministry of Information and Com-

munication. At the same time, they o�ered to check the 

entire system for other problems.

The answer did not take long to wait - there is a depart-

ment that does its work, thanks for the vigilance. Of 



Does IGF represent a platform where all stakeholders can really talk on an 

equal footing? Why was the Forum created and what is its role in Belarus, in the 

region and in the world? A representative plenary session sets the coordinate 

system before opening discussions on more narrow topics.

ICANN's representative, Aleksandra Kulikova, put forward an important thesis, 

which went through the entire discussion: national and regional IGFs should 

reflect the real situation which is currently relevant at this particular place. They 

should not be attached to the format and program of the global Forum. Their 

value is in honesty and in a cut of the real situation.

Lianna Galstyan, who takes part in shaping the agenda for the global IGF, noted 

the importance of the bottom-up principle for the selection of discussion topics. 

Regardless of the scale of the Forum and the specifics of the region, dialogue 

is possible only due to the ability to hear questions that concern the society and 

bring them to an open discussion. This is an international universal standard.

At the same time, it is perfectly natural that even such global issues as cyberse-

curity can be refracted from di�erent angles, depending on the region. For 

example, in Europe this problem is closely related to economic security, in 

Asian countries - with separatism. Meanwhile, a representative of the Georgian 

IGF Ucha Seturi pointed out great attention to the protection of youth on the 

Internet in his country. Problems should determine the topics of discussion, not 

vice versa.

The importance of the bottom-up principle was also emphasized by Nick Hirka, 

a representative of the international organization “Internet Society”, which is 

developing Internet accessibility. He urged society to never relax and follow 

what is happening in the industry.

Among the specific characteristics of the Forums in the CIS countries, the 

speakers noted the popularity of the IDN theme – domains with support of 

characters of national alphabets. Belarus confirms this with statistics – the .БЕЛ 

domain has firmly taken the second place in the world among the national 

Cyrillic top level domains.

Sergey Povalishev, who is the organizer of Belarus IGF 

throughout all three years of its existence, identified one 

of the most important trends of the Forum – a gradual 

transition to self-organization.

While a year ago business and civil society spoke di�erent 

languages in the context of Internet governance, and 

government o�cials had to be literally persuaded to pay 

attention to the Forum, this year many initiatives emerged. 

Primarily, from society and business. Furthermore, the 

government treats the IGF with greater attention and trust.

The participants noted a unique situation for the region on 

the example of the Belarusian Forum, when the co-organ-

izers represent the three largest stakeholders. This is 

another proof of the importance of the platform and the 

transition from methods of lobbying interests to an open 

public dialogue.

Maxim Burtikov, a representative of the technical commu-

nity and the RIPE NCC organization, which was at the very 

origins of the IGF, voiced one of the main conclusions: 

society and the Internet began the most important 

process of transition from the “regulatory era” to the “era 

of mutual interests”. In practice, this means that any 

decision made by the government, business, civil or 

technical community in isolation from the wishes and 

capabilities of the other participants will never work. 

Without a dialogue, we will continue to generate non-via-

ble standards and projects.

Among the striking examples of such an approach, 

Alexandra Kulikova named topic of GDPR, which has been 

popular on media for more than a year. The most important 

global change in the field of interaction with personal data 

simply did not take into account the principle of operation 

of the WHOIS protocol, under which ccTLDs all over the 

world operate.

Summing up, the participants noted the importance of 

continuing the dialogue, despite the criticism of the format 

and the requirements of faster results.

Among the expectations and suggestions addressed to 

the IGF, experts called honesty, a real reflection of the 

situation in each country and region, a greater shift 

towards the self-organization of the platform attracting 

more youth. As well as the transformation of the annual 

event in the year-round initiative.

For CAICA the work was not over. Its representatives were 

invited to the Public Council as part of the ministry, as there 

were simply no profiled specialists. So yesterday's 

"anti-heroes” have become the technical core for the 

preparation of "cybershield" for the government. Arman 

Abdrasilov called the inclusion of such a target indicator as 

an independent Global Cybersecurity Index one of the 

main achievements of the Public Council.

As a result, despite many problems, a new information 

security market is starting to emerge in Kazakhstan with 

new players. CAICA admits that after the wave of their 

exposing publications, not all companies, both private and 

state-owned, want to work with them. However, it is much 

better to be one of the players in a growing market than a 

monopolist on an empty one. And this is a big victory.

What do we have?

In Belarus, the situation is very similar. Yes, we are signifi-

cantly higher than Kazakhstan in the Global Cyber Readi-

ness Index - 39th place. According to Alexander Sushko 

from Group-IB, 50-60% of enterprises lack cybersecurity 

experts. There are also many questions to legislation. 

However, there are positive examples of how the National 

Bank of the Republic of Belarus is building a financial 

CERT.

Sergey Povalishev, Organizer of Belarus IGF: “We are 

convinced that the development of the Internet should be 

a common cause. Now we largely follow the path of our 

colleagues from Kazakhstan, when business representa-

tives must take on the burden of non-profit organizations, 

and popularizers, and, partially, the media, so that the 

development of the Internet keeps pace with the time. 

Therefore, every year we invite everyone to take part in 

the Forum for free and to plunge into topics of not only 

cybersecurity, but also open data, IoT, civil activity. Except 

us, no one will make the Belarusian Internet better.”

“The topic of this year’s Forum is 
“People and Technologies”. Is Belaru-
sian society keeping up with the 
development of the digital world?”

“The format of our Forum is unique for 
Belarus. IGF has become precisely 
the platform where absolutely all 
parties (government, business, civil 
society, academic community) have 
the opportunity to participate equally 
in discussions on the most pressing 
issues. It is nice to see that the state is 
getting more and more involved in 
the dialogue. This year, the Forum is 
attended by the Operative-Analytical 
Center under the President of the 
Republic of Belarus, the Ministry of 
Communications and Informatization, 
the Ministry of Antimonopoly Regula-
tion and Trade, the National Statistical 
Committee, the Ministry of Internal 
A�airs, the Investigation Committee 
and a number of other state bodies 
and organizations.”

“This year the focus has shifted even 
further from global trends to local 
issues. Against the backdrop of the IT 
boom, it would be good to under-
stand whether we are all ready for its 
consequences. As well as how to 
ensure that not only schoolchildren 

and young businessmen absorb the 

constantly changing technologies, 

but also the government and big 

business. According to the organiz-

ers, the most important task of the IGF 

CEO, hoster.by

course, no one gave access to the system either. Howev-

er, after a few months, all the problems on the site 

remained, and user data was already in full swing on the 

darknet.

There was a correspondence with the Ministry and the 

national communications operator, the o�ce of the Prime 

Minister, the Presidential Administration, and finally, a letter 

to the President. The result is predictable. Rather, its 

absence. Only promises to plan a budget and change the 

platform over time. As a result, since it did not work out to 

defeat the bureaucracy in its native element, it was decid-

ed to simply publish data on the leaks.

“The minister called and said: “Why are you doing this?”

After posting a problem with the e-government site on 

Facebook, the “bug” through which user data leaked was 

closed in 30 minutes.

“Useless correspondence took 3 months. At the same 

time, it took only half an hour of the engineer’s work in 

order to really solve the problem. With that, most of the 

time he spent just to get to the server, - recalls Arman 

Abdrasilov. - It did not take any budgets, new platforms 

and a review of the logic of the system. Frankly, we liked it. 

Although the minister phoned with the question: “Why are 

you doing this?”, but all the entire correspondence for 3 

months was in our hands. And we decided not to stop.”

This was followed by a portal through which the data of 

over 10,000 accountants flowed, then telecom operators, 

the Ministry of Defense, the mayoralty of Astana, the 

gov.kz domain with an open panel that allows you to 

manage the websites of state bodies. Mobile operators 

also got beat up: someone had a problem with all the 

same personal data of users, and someone had an exotic 

one. So, one of the technical specialists of CAICA was able 

to establish a balance of minus 2 billion tenge, which the 

mobile operator could not believe for a long time. Howev-

er, the situation was noticed only after a surrender. The 

company simply did not notice "super-profits" for that day.

The scheme was the same: the problem was reported to 

the owner of the resource, and if it was not solved, the 

case was diverged in the media. And in the CAICA empha-

size that they are not trying by any means to hack protect-

ed systems. They are looking for obvious "bugs" that are 

not di�cult to find by the attackers without high qualifica-

tion.

“Then we had to become the media ourselves”

The next step by the government turned out to be predict-

able. Since both cybersecurity and the media are located 

in Kazakhstan in the department of the same ministry, the 

media simply received an oral instruction not to publish 

materials about problems with the information security of 

governmental resources.

The publications stopped, but the Facebook community of 

CAICA and the chat in Telegram began to grow rapidly 

and now almost the entire IT market of the country is 

represented there. However, after the data on new vulner-

abilities began to diverge in social networks even faster, 

the ban with the media was lifted.

Arman Abdrasilov notes that the team works for patriotic 

reasons. CAICA is a planned loss-making organization 

funded by several IT companies. At the same time, much 

attention is paid to the improvement of qualifications and 

certification of specialists, the team regularly takes the first 

places in specialized competitions, participates in 

world-famous conferences and has already founded its 

own - Kaz Hack Stan.

"The tactics of making decisions from the top down 

worked"

The dialogue between the “legal” hackers and the 

government did take place.

“When we nevertheless agreed with the state regulator 

that it is necessary to build a cybersecurity of the country 

at the highest level and create appropriate legislation, 

there were two scenarios,” continues Arman. - Option 

“bottom up” with a gradual release with the initiative on 

the association of IT companies, the ministry and above. 

This journey would take several years. We managed to 

receive the support of representatives of the Ministry of 

Information and Communication, who were able to defend 

the introduction of the topic of cyber security to the near-

est top-level document. It was the annual Presidential 

Address to the people of Kazakhstan. Thus, the top down 

tactic worked.

As a result, it turned out to make a vague, but very valua-

ble wording about the task of taking measures to build the 

“Cybershield of Kazakhstan” system. On its basis, a list of 

tasks was formed and the matter got o� the ground. But 

due to tight deadlines (4 months), most of the regulatory 

framework was modeled on the example of Russia.

is to ensure that the issues of the 

development and regulation of the 

Internet sphere are freely discussed 

in all directions. There are no objec-

tive obstacles here, but there are a 

number of di�culties.”

“Business and society have a lot of 

ideas; the government has a willing-

ness to listen. But it seems that in 

Belarus there is some kind of invinci-

ble gravity, and in practice everything 

moves exclusively from top to bottom. 

The experience of the IGF of past 

years shows that the Forum is a 

unique tool for overcoming this “grav-

ity”. From year to year the activity of 

business, non-profit organizations 

and civil initiatives is growing strongly, 

and the level of skepticism is falling. 

We have demonstrated that construc-

tive dialogue is possible, it is enough 

to have the willingness to initiate and 

support it. This year Belarus IGF is 

even closer to our online reality. 

Perhaps not everyone will like it. 

There are many inconvenient ques-

tions, and not all of them are 

addressed to the government. But 

their gradual resolution will lead the 

industry to a new level, where there 

will be no losers.”

Belarus IGF has become even 
closer to Internet reality. 
Perhaps not everyone will like it.

Sergey 
Povalishev

How to deal with cybersecurity where nobody needs it: 

the experience of Kazakhstan

As far as Kazakhstan is far from Belarus geographically, it is 

as close to us in the specifics of interaction between the 

government, business, NGOs and society. In two years, 

this country has made a big breakthrough, rising in the 

Global Cyber Readiness Index by 26 lines (from 109th 

place to 83rd), the construction of a national "cyber 

defense" is underway. But the interesting fact is di�erent. 

As individual security specialists had to find vulnerabilities 

in dozens of state-owned web resources, write a ton of 

letters to relevant ministries and even the President, take 

on the functions of a non-profit organization, create their 

own computer incident response service (CAICA) and act 

as the main whistleblower of “bugs” in information security 

to finally draw the attention of the state to this problem.

On the eve of the Belarus Internet Governance Forum in 

Minsk, Arman Abdrasilov from CAICA gave a public 

lecture, telling the story of “hackers with white flag”. This is 

a story about how to deal with cybersecurity, where no 

one needs it yet.

Only 0.1% of the sta� is engaged in information security 

companies.

And this is in large Kazakhstan telecom operators. In the 

bulk of companies, no one does this at all. At the same 

time, the number of incidents with the prefix "cyber" grows 

about 5 times annually. If in 2016 there were about 20 

thousand of them in Kazakhstan (according to the national 

CERT), then in 2017 there are already 100 thousand, and 

by the end of 2018 there will be about half a million.

The situation is really dramatic, especially given the fact 

that computer incidents are not registered in the Ministry 

of Internal A�airs. Due to the lack of experts as well as 

legal practices. Sometimes cyberattacks turn into ordinary 

fraud and dissolve in the stream of unsolved cases. Of the 

nearly 18 thousand crimes in January 2018, only 12 were 

classified as criminal in the field of security.

“You have a bug in e-government, please fix it”

Even before the appearance of CAICA, its specialists 

worked in IT companies and were engaged in cyber secu-

rity. The creation of the e-government website of Kazakh-

stan, which of course is provided for a large budget, could 

not pass by them. Pretty quickly, “legal” hackers found 

several critical vulnerabilities and wrote to the resource 

owner about this - to the Ministry of Information and Com-

munication. At the same time, they o�ered to check the 

entire system for other problems.

The answer did not take long to wait - there is a depart-

ment that does its work, thanks for the vigilance. Of 
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Does IGF represent a platform where all stakeholders can really talk on an 

equal footing? Why was the Forum created and what is its role in Belarus, in the 

region and in the world? A representative plenary session sets the coordinate 

system before opening discussions on more narrow topics.

ICANN's representative, Aleksandra Kulikova, put forward an important thesis, 

which went through the entire discussion: national and regional IGFs should 

reflect the real situation which is currently relevant at this particular place. They 

should not be attached to the format and program of the global Forum. Their 

value is in honesty and in a cut of the real situation.

Lianna Galstyan, who takes part in shaping the agenda for the global IGF, noted 

the importance of the bottom-up principle for the selection of discussion topics. 

Regardless of the scale of the Forum and the specifics of the region, dialogue 

is possible only due to the ability to hear questions that concern the society and 

bring them to an open discussion. This is an international universal standard.

At the same time, it is perfectly natural that even such global issues as cyberse-

curity can be refracted from di�erent angles, depending on the region. For 

example, in Europe this problem is closely related to economic security, in 

Asian countries - with separatism. Meanwhile, a representative of the Georgian 

IGF Ucha Seturi pointed out great attention to the protection of youth on the 

Internet in his country. Problems should determine the topics of discussion, not 

vice versa.

The importance of the bottom-up principle was also emphasized by Nick Hirka, 

a representative of the international organization “Internet Society”, which is 

developing Internet accessibility. He urged society to never relax and follow 

what is happening in the industry.

Among the specific characteristics of the Forums in the CIS countries, the 

speakers noted the popularity of the IDN theme – domains with support of 

characters of national alphabets. Belarus confirms this with statistics – the .БЕЛ 

domain has firmly taken the second place in the world among the national 

Cyrillic top level domains.

Sergey Povalishev, who is the organizer of Belarus IGF 

throughout all three years of its existence, identified one 

of the most important trends of the Forum – a gradual 

transition to self-organization.

While a year ago business and civil society spoke di�erent 

languages in the context of Internet governance, and 

government o�cials had to be literally persuaded to pay 

attention to the Forum, this year many initiatives emerged. 

Primarily, from society and business. Furthermore, the 

government treats the IGF with greater attention and trust.

The participants noted a unique situation for the region on 

the example of the Belarusian Forum, when the co-organ-

izers represent the three largest stakeholders. This is 

another proof of the importance of the platform and the 

transition from methods of lobbying interests to an open 

public dialogue.

Maxim Burtikov, a representative of the technical commu-

nity and the RIPE NCC organization, which was at the very 

origins of the IGF, voiced one of the main conclusions: 

society and the Internet began the most important 

process of transition from the “regulatory era” to the “era 

of mutual interests”. In practice, this means that any 

decision made by the government, business, civil or 

technical community in isolation from the wishes and 

capabilities of the other participants will never work. 

Without a dialogue, we will continue to generate non-via-

ble standards and projects.

Among the striking examples of such an approach, 

Alexandra Kulikova named topic of GDPR, which has been 

popular on media for more than a year. The most important 

global change in the field of interaction with personal data 

simply did not take into account the principle of operation 

of the WHOIS protocol, under which ccTLDs all over the 

world operate.

Summing up, the participants noted the importance of 

continuing the dialogue, despite the criticism of the format 

and the requirements of faster results.

Among the expectations and suggestions addressed to 

the IGF, experts called honesty, a real reflection of the 

situation in each country and region, a greater shift 

towards the self-organization of the platform attracting 

more youth. As well as the transformation of the annual 

event in the year-round initiative.

For CAICA the work was not over. Its representatives were 

invited to the Public Council as part of the ministry, as there 

were simply no profiled specialists. So yesterday's 

"anti-heroes” have become the technical core for the 

preparation of "cybershield" for the government. Arman 

Abdrasilov called the inclusion of such a target indicator as 

an independent Global Cybersecurity Index one of the 

main achievements of the Public Council.

As a result, despite many problems, a new information 

security market is starting to emerge in Kazakhstan with 

new players. CAICA admits that after the wave of their 

exposing publications, not all companies, both private and 

state-owned, want to work with them. However, it is much 

better to be one of the players in a growing market than a 

monopolist on an empty one. And this is a big victory.

What do we have?

In Belarus, the situation is very similar. Yes, we are signifi-

cantly higher than Kazakhstan in the Global Cyber Readi-

ness Index - 39th place. According to Alexander Sushko 

from Group-IB, 50-60% of enterprises lack cybersecurity 

experts. There are also many questions to legislation. 

However, there are positive examples of how the National 

Bank of the Republic of Belarus is building a financial 

CERT.

Sergey Povalishev, Organizer of Belarus IGF: “We are 

convinced that the development of the Internet should be 

a common cause. Now we largely follow the path of our 

colleagues from Kazakhstan, when business representa-

tives must take on the burden of non-profit organizations, 

and popularizers, and, partially, the media, so that the 

development of the Internet keeps pace with the time. 

Therefore, every year we invite everyone to take part in 

the Forum for free and to plunge into topics of not only 

cybersecurity, but also open data, IoT, civil activity. Except 

us, no one will make the Belarusian Internet better.”

"Beyond any doubt, Belarus IGF is an 

important step in the development of 

cooperation between all stakehold-

ers in the field of the Internet govern-

ance."

“The National Forum represents a 

good example of how it is possible 

and necessary to unite the e�orts of 

all parties involved in the develop-

ment of the Internet: both for 

exchanging opinions, best practices, 

and for developing concrete 

solutions and working initiatives.”

“Holding events like Belarus IGF 

makes it possible to talk with confi-

dence about the integration of 

Belarus in managing the global 

agenda of tomorrow. Belarus IGF is 

part of a large cycle of Internet 

Governance Forums held around the 

world under the auspices of the UNO. 

Representing the best national expe-

rience, the participants of the Forum 

course, no one gave access to the system either. Howev-

er, after a few months, all the problems on the site 

remained, and user data was already in full swing on the 

darknet.

There was a correspondence with the Ministry and the 

national communications operator, the o�ce of the Prime 

Minister, the Presidential Administration, and finally, a letter 

to the President. The result is predictable. Rather, its 

absence. Only promises to plan a budget and change the 

platform over time. As a result, since it did not work out to 

defeat the bureaucracy in its native element, it was decid-

ed to simply publish data on the leaks.

“The minister called and said: “Why are you doing this?”

After posting a problem with the e-government site on 

Facebook, the “bug” through which user data leaked was 

closed in 30 minutes.

“Useless correspondence took 3 months. At the same 

time, it took only half an hour of the engineer’s work in 

order to really solve the problem. With that, most of the 

time he spent just to get to the server, - recalls Arman 

Abdrasilov. - It did not take any budgets, new platforms 

and a review of the logic of the system. Frankly, we liked it. 

Although the minister phoned with the question: “Why are 

you doing this?”, but all the entire correspondence for 3 

months was in our hands. And we decided not to stop.”

This was followed by a portal through which the data of 

over 10,000 accountants flowed, then telecom operators, 

the Ministry of Defense, the mayoralty of Astana, the 

gov.kz domain with an open panel that allows you to 

manage the websites of state bodies. Mobile operators 

also got beat up: someone had a problem with all the 

same personal data of users, and someone had an exotic 

one. So, one of the technical specialists of CAICA was able 

to establish a balance of minus 2 billion tenge, which the 

mobile operator could not believe for a long time. Howev-

er, the situation was noticed only after a surrender. The 

company simply did not notice "super-profits" for that day.

The scheme was the same: the problem was reported to 

the owner of the resource, and if it was not solved, the 

case was diverged in the media. And in the CAICA empha-

size that they are not trying by any means to hack protect-

ed systems. They are looking for obvious "bugs" that are 

not di�cult to find by the attackers without high qualifica-

tion.

“Then we had to become the media ourselves”

The next step by the government turned out to be predict-

able. Since both cybersecurity and the media are located 

in Kazakhstan in the department of the same ministry, the 

media simply received an oral instruction not to publish 

materials about problems with the information security of 

governmental resources.

The publications stopped, but the Facebook community of 

CAICA and the chat in Telegram began to grow rapidly 

and now almost the entire IT market of the country is 

represented there. However, after the data on new vulner-

abilities began to diverge in social networks even faster, 

the ban with the media was lifted.

Arman Abdrasilov notes that the team works for patriotic 

reasons. CAICA is a planned loss-making organization 

funded by several IT companies. At the same time, much 

attention is paid to the improvement of qualifications and 

certification of specialists, the team regularly takes the first 

places in specialized competitions, participates in 

world-famous conferences and has already founded its 

own - Kaz Hack Stan.

"The tactics of making decisions from the top down 

worked"

The dialogue between the “legal” hackers and the 

government did take place.

“When we nevertheless agreed with the state regulator 

that it is necessary to build a cybersecurity of the country 

at the highest level and create appropriate legislation, 

there were two scenarios,” continues Arman. - Option 

“bottom up” with a gradual release with the initiative on 

the association of IT companies, the ministry and above. 

This journey would take several years. We managed to 

receive the support of representatives of the Ministry of 

Information and Communication, who were able to defend 

the introduction of the topic of cyber security to the near-

est top-level document. It was the annual Presidential 

Address to the people of Kazakhstan. Thus, the top down 

tactic worked.

As a result, it turned out to make a vague, but very valua-

ble wording about the task of taking measures to build the 

“Cybershield of Kazakhstan” system. On its basis, a list of 

tasks was formed and the matter got o� the ground. But 

due to tight deadlines (4 months), most of the regulatory 

framework was modeled on the example of Russia.

People are more important 
than technologies

First Deputy Minister of Communica-

tions and Informatization of the 

Republic of Belarus

Dmitry
Shedko

contribute to the future of the global 

Internet. Thanks to the successful 

experience of the previous Belarus 

IGF Forums in 2016 and 2017, Minsk 

was chosen as the venue for two 

major international IT conferences: 

the ENOG and the Eastern European 

DNS Forum.”

“We are following global trends: the 

commercial operation of 5G will soon 

begin in our country. It is a technology 

for the Internet of Things, collecting 

and transmitting Big Data telemetry, 

super heavyweight content. And we 

are proud that Belarusian users have 

every chance to be one of the 

pioneers of this technology in the 

world.”

“Still, I can say with confidence that 

people are more important than 

technology. About 400 participants 

gathered in this room: businessmen, 

civil society activists, researchers, 

representatives of public organiza-

tions. All those who care where the 

Bynet will be tomorrow."

How to deal with cybersecurity where nobody needs it: 

the experience of Kazakhstan

As far as Kazakhstan is far from Belarus geographically, it is 

as close to us in the specifics of interaction between the 

government, business, NGOs and society. In two years, 

this country has made a big breakthrough, rising in the 

Global Cyber Readiness Index by 26 lines (from 109th 

place to 83rd), the construction of a national "cyber 

defense" is underway. But the interesting fact is di�erent. 

As individual security specialists had to find vulnerabilities 

in dozens of state-owned web resources, write a ton of 

letters to relevant ministries and even the President, take 

on the functions of a non-profit organization, create their 

own computer incident response service (CAICA) and act 

as the main whistleblower of “bugs” in information security 

to finally draw the attention of the state to this problem.

On the eve of the Belarus Internet Governance Forum in 

Minsk, Arman Abdrasilov from CAICA gave a public 

lecture, telling the story of “hackers with white flag”. This is 

a story about how to deal with cybersecurity, where no 

one needs it yet.

Only 0.1% of the sta� is engaged in information security 

companies.

And this is in large Kazakhstan telecom operators. In the 

bulk of companies, no one does this at all. At the same 

time, the number of incidents with the prefix "cyber" grows 

about 5 times annually. If in 2016 there were about 20 

thousand of them in Kazakhstan (according to the national 

CERT), then in 2017 there are already 100 thousand, and 

by the end of 2018 there will be about half a million.

The situation is really dramatic, especially given the fact 

that computer incidents are not registered in the Ministry 

of Internal A�airs. Due to the lack of experts as well as 

legal practices. Sometimes cyberattacks turn into ordinary 

fraud and dissolve in the stream of unsolved cases. Of the 

nearly 18 thousand crimes in January 2018, only 12 were 

classified as criminal in the field of security.

“You have a bug in e-government, please fix it”

Even before the appearance of CAICA, its specialists 

worked in IT companies and were engaged in cyber secu-

rity. The creation of the e-government website of Kazakh-

stan, which of course is provided for a large budget, could 

not pass by them. Pretty quickly, “legal” hackers found 

several critical vulnerabilities and wrote to the resource 

owner about this - to the Ministry of Information and Com-

munication. At the same time, they o�ered to check the 

entire system for other problems.

The answer did not take long to wait - there is a depart-

ment that does its work, thanks for the vigilance. Of 



Does IGF represent a platform where all stakeholders can really talk on an 

equal footing? Why was the Forum created and what is its role in Belarus, in the 

region and in the world? A representative plenary session sets the coordinate 

system before opening discussions on more narrow topics.

ICANN's representative, Aleksandra Kulikova, put forward an important thesis, 

which went through the entire discussion: national and regional IGFs should 

reflect the real situation which is currently relevant at this particular place. They 

should not be attached to the format and program of the global Forum. Their 

value is in honesty and in a cut of the real situation.

Lianna Galstyan, who takes part in shaping the agenda for the global IGF, noted 

the importance of the bottom-up principle for the selection of discussion topics. 

Regardless of the scale of the Forum and the specifics of the region, dialogue 

is possible only due to the ability to hear questions that concern the society and 

bring them to an open discussion. This is an international universal standard.

At the same time, it is perfectly natural that even such global issues as cyberse-

curity can be refracted from di�erent angles, depending on the region. For 

example, in Europe this problem is closely related to economic security, in 

Asian countries - with separatism. Meanwhile, a representative of the Georgian 

IGF Ucha Seturi pointed out great attention to the protection of youth on the 

Internet in his country. Problems should determine the topics of discussion, not 

vice versa.

The importance of the bottom-up principle was also emphasized by Nick Hirka, 

a representative of the international organization “Internet Society”, which is 

developing Internet accessibility. He urged society to never relax and follow 

what is happening in the industry.

Among the specific characteristics of the Forums in the CIS countries, the 

speakers noted the popularity of the IDN theme – domains with support of 

characters of national alphabets. Belarus confirms this with statistics – the .БЕЛ 

domain has firmly taken the second place in the world among the national 

Cyrillic top level domains.

Sergey Povalishev, who is the organizer of Belarus IGF 

throughout all three years of its existence, identified one 

of the most important trends of the Forum – a gradual 

transition to self-organization.

While a year ago business and civil society spoke di�erent 

languages in the context of Internet governance, and 

government o�cials had to be literally persuaded to pay 

attention to the Forum, this year many initiatives emerged. 

Primarily, from society and business. Furthermore, the 

government treats the IGF with greater attention and trust.

The participants noted a unique situation for the region on 

the example of the Belarusian Forum, when the co-organ-

izers represent the three largest stakeholders. This is 

another proof of the importance of the platform and the 

transition from methods of lobbying interests to an open 

public dialogue.

Maxim Burtikov, a representative of the technical commu-

nity and the RIPE NCC organization, which was at the very 

origins of the IGF, voiced one of the main conclusions: 

society and the Internet began the most important 

process of transition from the “regulatory era” to the “era 

of mutual interests”. In practice, this means that any 

decision made by the government, business, civil or 

technical community in isolation from the wishes and 

capabilities of the other participants will never work. 

Without a dialogue, we will continue to generate non-via-

ble standards and projects.

Among the striking examples of such an approach, 

Alexandra Kulikova named topic of GDPR, which has been 

popular on media for more than a year. The most important 

global change in the field of interaction with personal data 

simply did not take into account the principle of operation 

of the WHOIS protocol, under which ccTLDs all over the 

world operate.

Summing up, the participants noted the importance of 

continuing the dialogue, despite the criticism of the format 

and the requirements of faster results.

Among the expectations and suggestions addressed to 

the IGF, experts called honesty, a real reflection of the 

situation in each country and region, a greater shift 

towards the self-organization of the platform attracting 

more youth. As well as the transformation of the annual 

event in the year-round initiative.

For CAICA the work was not over. Its representatives were 

invited to the Public Council as part of the ministry, as there 

were simply no profiled specialists. So yesterday's 

"anti-heroes” have become the technical core for the 

preparation of "cybershield" for the government. Arman 

Abdrasilov called the inclusion of such a target indicator as 

an independent Global Cybersecurity Index one of the 

main achievements of the Public Council.

As a result, despite many problems, a new information 

security market is starting to emerge in Kazakhstan with 

new players. CAICA admits that after the wave of their 

exposing publications, not all companies, both private and 

state-owned, want to work with them. However, it is much 

better to be one of the players in a growing market than a 

monopolist on an empty one. And this is a big victory.

What do we have?

In Belarus, the situation is very similar. Yes, we are signifi-

cantly higher than Kazakhstan in the Global Cyber Readi-

ness Index - 39th place. According to Alexander Sushko 

from Group-IB, 50-60% of enterprises lack cybersecurity 

experts. There are also many questions to legislation. 

However, there are positive examples of how the National 

Bank of the Republic of Belarus is building a financial 

CERT.

Sergey Povalishev, Organizer of Belarus IGF: “We are 

convinced that the development of the Internet should be 

a common cause. Now we largely follow the path of our 

colleagues from Kazakhstan, when business representa-

tives must take on the burden of non-profit organizations, 

and popularizers, and, partially, the media, so that the 

development of the Internet keeps pace with the time. 

Therefore, every year we invite everyone to take part in 

the Forum for free and to plunge into topics of not only 

cybersecurity, but also open data, IoT, civil activity. Except 

us, no one will make the Belarusian Internet better.”

course, no one gave access to the system either. Howev-

er, after a few months, all the problems on the site 

remained, and user data was already in full swing on the 

darknet.

There was a correspondence with the Ministry and the 

national communications operator, the o�ce of the Prime 

Minister, the Presidential Administration, and finally, a letter 

to the President. The result is predictable. Rather, its 

absence. Only promises to plan a budget and change the 

platform over time. As a result, since it did not work out to 

defeat the bureaucracy in its native element, it was decid-

ed to simply publish data on the leaks.

“The minister called and said: “Why are you doing this?”

After posting a problem with the e-government site on 

Facebook, the “bug” through which user data leaked was 

closed in 30 minutes.

“Useless correspondence took 3 months. At the same 

time, it took only half an hour of the engineer’s work in 

order to really solve the problem. With that, most of the 

time he spent just to get to the server, - recalls Arman 

Abdrasilov. - It did not take any budgets, new platforms 

and a review of the logic of the system. Frankly, we liked it. 

Although the minister phoned with the question: “Why are 

you doing this?”, but all the entire correspondence for 3 

months was in our hands. And we decided not to stop.”

This was followed by a portal through which the data of 

over 10,000 accountants flowed, then telecom operators, 

the Ministry of Defense, the mayoralty of Astana, the 

gov.kz domain with an open panel that allows you to 

manage the websites of state bodies. Mobile operators 

also got beat up: someone had a problem with all the 

same personal data of users, and someone had an exotic 

one. So, one of the technical specialists of CAICA was able 

to establish a balance of minus 2 billion tenge, which the 

mobile operator could not believe for a long time. Howev-

er, the situation was noticed only after a surrender. The 

company simply did not notice "super-profits" for that day.

The scheme was the same: the problem was reported to 

the owner of the resource, and if it was not solved, the 

case was diverged in the media. And in the CAICA empha-

size that they are not trying by any means to hack protect-

ed systems. They are looking for obvious "bugs" that are 

not di�cult to find by the attackers without high qualifica-

tion.

“Then we had to become the media ourselves”

The next step by the government turned out to be predict-

able. Since both cybersecurity and the media are located 

in Kazakhstan in the department of the same ministry, the 

media simply received an oral instruction not to publish 

materials about problems with the information security of 

governmental resources.

The publications stopped, but the Facebook community of 

CAICA and the chat in Telegram began to grow rapidly 

and now almost the entire IT market of the country is 

represented there. However, after the data on new vulner-

abilities began to diverge in social networks even faster, 

the ban with the media was lifted.

Arman Abdrasilov notes that the team works for patriotic 

reasons. CAICA is a planned loss-making organization 

funded by several IT companies. At the same time, much 

attention is paid to the improvement of qualifications and 

certification of specialists, the team regularly takes the first 

places in specialized competitions, participates in 

world-famous conferences and has already founded its 

own - Kaz Hack Stan.

"The tactics of making decisions from the top down 

worked"

The dialogue between the “legal” hackers and the 

government did take place.

“When we nevertheless agreed with the state regulator 

that it is necessary to build a cybersecurity of the country 

at the highest level and create appropriate legislation, 

there were two scenarios,” continues Arman. - Option 

“bottom up” with a gradual release with the initiative on 

the association of IT companies, the ministry and above. 

This journey would take several years. We managed to 

receive the support of representatives of the Ministry of 

Information and Communication, who were able to defend 

the introduction of the topic of cyber security to the near-

est top-level document. It was the annual Presidential 

Address to the people of Kazakhstan. Thus, the top down 

tactic worked.

As a result, it turned out to make a vague, but very valua-

ble wording about the task of taking measures to build the 

“Cybershield of Kazakhstan” system. On its basis, a list of 

tasks was formed and the matter got o� the ground. But 

due to tight deadlines (4 months), most of the regulatory 

framework was modeled on the example of Russia.

Community Manager 

(Europe)

“Internet governance is characterized 

by a variety of participants, issues and 

processes. The World Wide Web is a 

system for everyone, so the best 

solutions are developed through joint 

discussions. Internet governance 

mechanisms should not limit or 

somehow regulate the ability of indi-

vidual users and organizations to 

create and use new standards, appli-

cations, and services. The multistake-

holder approach is the most sustain-

able and e�cient, allowing you to 

make the Internet safe and open to 

everyone. Over the past years, 

decentralized “bottom-up” Internet 

governance scheme has been used, 

and it opened the door to various 

kinds of innovations.”

"Basic principles of Internet govern-

ance:

1. Open, inclusive and comprehen-

sive participation of various parties in 

the Internet governance process to 

ensure e�ective and acceptable 

results for all.

2. Decision making based on 

consensus. Policy making should be 

subject to universal agreement.

3. Collective management and 

empowerment. Governance princi-

ples should be developed in the 

context of close cooperation of all 

parties, each of which contributes to 

Nick
Hirka

Internet Society 
on Internet governance

the security, stability and e�ciency of 

the Internet.

4. Pragmatic evidence-based deci-

sions. Discussions and decisions 

should be based on data obtained 

from objective sources.

5. Voluntary participation. The govern-

ance is carried out not by the central 

authority, but by the users and the 

public on a voluntary basis.

6. Innovations without bureaucracy. 

Decisions should not be constrained 

by the procedures for obtaining 

permits from central authorities.”

“Let's form the Internet space all 

together. Here is our message to the 

next generation:

• The internet of tomorrow should be 

based on humanistic principles.

• We cannot take the Internet for 

granted.

• The path to our digital future is in 

our hands.

• Today we can begin to do what will 

save the basic values of the Internet 

and keep it safe and open.

• In our interdependent world, deci-

sions about the future of the Internet 

should be inclusive.”

How to deal with cybersecurity where nobody needs it: 

the experience of Kazakhstan

As far as Kazakhstan is far from Belarus geographically, it is 

as close to us in the specifics of interaction between the 

government, business, NGOs and society. In two years, 

this country has made a big breakthrough, rising in the 

Global Cyber Readiness Index by 26 lines (from 109th 

place to 83rd), the construction of a national "cyber 

defense" is underway. But the interesting fact is di�erent. 

As individual security specialists had to find vulnerabilities 

in dozens of state-owned web resources, write a ton of 

letters to relevant ministries and even the President, take 

on the functions of a non-profit organization, create their 

own computer incident response service (CAICA) and act 

as the main whistleblower of “bugs” in information security 

to finally draw the attention of the state to this problem.

On the eve of the Belarus Internet Governance Forum in 

Minsk, Arman Abdrasilov from CAICA gave a public 

lecture, telling the story of “hackers with white flag”. This is 

a story about how to deal with cybersecurity, where no 

one needs it yet.

Only 0.1% of the sta� is engaged in information security 

companies.

And this is in large Kazakhstan telecom operators. In the 

bulk of companies, no one does this at all. At the same 

time, the number of incidents with the prefix "cyber" grows 

about 5 times annually. If in 2016 there were about 20 

thousand of them in Kazakhstan (according to the national 

CERT), then in 2017 there are already 100 thousand, and 

by the end of 2018 there will be about half a million.

The situation is really dramatic, especially given the fact 

that computer incidents are not registered in the Ministry 

of Internal A�airs. Due to the lack of experts as well as 

legal practices. Sometimes cyberattacks turn into ordinary 

fraud and dissolve in the stream of unsolved cases. Of the 

nearly 18 thousand crimes in January 2018, only 12 were 

classified as criminal in the field of security.

“You have a bug in e-government, please fix it”

Even before the appearance of CAICA, its specialists 

worked in IT companies and were engaged in cyber secu-

rity. The creation of the e-government website of Kazakh-

stan, which of course is provided for a large budget, could 

not pass by them. Pretty quickly, “legal” hackers found 

several critical vulnerabilities and wrote to the resource 

owner about this - to the Ministry of Information and Com-

munication. At the same time, they o�ered to check the 

entire system for other problems.

The answer did not take long to wait - there is a depart-

ment that does its work, thanks for the vigilance. Of 
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Does IGF represent a platform where all stakeholders can really talk on an 

equal footing? Why was the Forum created and what is its role in Belarus, in the 

region and in the world? A representative plenary session sets the coordinate 

system before opening discussions on more narrow topics.

ICANN's representative, Aleksandra Kulikova, put forward an important thesis, 

which went through the entire discussion: national and regional IGFs should 

reflect the real situation which is currently relevant at this particular place. They 

should not be attached to the format and program of the global Forum. Their 

value is in honesty and in a cut of the real situation.

Lianna Galstyan, who takes part in shaping the agenda for the global IGF, noted 

the importance of the bottom-up principle for the selection of discussion topics. 

Regardless of the scale of the Forum and the specifics of the region, dialogue 

is possible only due to the ability to hear questions that concern the society and 

bring them to an open discussion. This is an international universal standard.

At the same time, it is perfectly natural that even such global issues as cyberse-

curity can be refracted from di�erent angles, depending on the region. For 

example, in Europe this problem is closely related to economic security, in 

Asian countries - with separatism. Meanwhile, a representative of the Georgian 

IGF Ucha Seturi pointed out great attention to the protection of youth on the 

Internet in his country. Problems should determine the topics of discussion, not 

vice versa.

The importance of the bottom-up principle was also emphasized by Nick Hirka, 

a representative of the international organization “Internet Society”, which is 

developing Internet accessibility. He urged society to never relax and follow 

what is happening in the industry.

Among the specific characteristics of the Forums in the CIS countries, the 

speakers noted the popularity of the IDN theme – domains with support of 

characters of national alphabets. Belarus confirms this with statistics – the .БЕЛ 

domain has firmly taken the second place in the world among the national 

Cyrillic top level domains.

Internet governance:
basic concepts, principles 
and trends

PLENARY SESSION

Moderator:  
Mikhail Anisimov
Deputy Head of the External Com-

munications Department of the 

Coordination Center for TLD .RU/.РФ

Participants:  
Sergey Povalishev
CEO, hoster.by

Alexandra Kulikova
Manager for Eastern Europe and 

Central Asia, ICANN  

Maxim Burtikov
External Relations Director of the 

RIPE Network Coordination Center 

(RIPE NCC)

Nick Hirka
Community Manager (Europe), 

Internet Society 

Ucha Seturi
Founder and coordinator of the 

Georgian Internet Governance 

Forum (GeoIGF)  

Lianna Galstyan
Chairman of the Board of Directors 

of ISOC Armenia, IGC Public 

Relations Manager

Sergey Povalishev, who is the organizer of Belarus IGF 

throughout all three years of its existence, identified one 

of the most important trends of the Forum – a gradual 

transition to self-organization.

While a year ago business and civil society spoke di�erent 

languages in the context of Internet governance, and 

government o�cials had to be literally persuaded to pay 

attention to the Forum, this year many initiatives emerged. 

Primarily, from society and business. Furthermore, the 

government treats the IGF with greater attention and trust.

The participants noted a unique situation for the region on 

the example of the Belarusian Forum, when the co-organ-

izers represent the three largest stakeholders. This is 

another proof of the importance of the platform and the 

transition from methods of lobbying interests to an open 

public dialogue.

Maxim Burtikov, a representative of the technical commu-

nity and the RIPE NCC organization, which was at the very 

origins of the IGF, voiced one of the main conclusions: 

society and the Internet began the most important 

process of transition from the “regulatory era” to the “era 

of mutual interests”. In practice, this means that any 

decision made by the government, business, civil or 

technical community in isolation from the wishes and 

capabilities of the other participants will never work. 

Without a dialogue, we will continue to generate non-via-

ble standards and projects.

Among the striking examples of such an approach, 

Alexandra Kulikova named topic of GDPR, which has been 

popular on media for more than a year. The most important 

global change in the field of interaction with personal data 

simply did not take into account the principle of operation 

of the WHOIS protocol, under which ccTLDs all over the 

world operate.

Summing up, the participants noted the importance of 

continuing the dialogue, despite the criticism of the format 

and the requirements of faster results.

Among the expectations and suggestions addressed to 

the IGF, experts called honesty, a real reflection of the 

situation in each country and region, a greater shift 

towards the self-organization of the platform attracting 

more youth. As well as the transformation of the annual 

event in the year-round initiative.

For CAICA the work was not over. Its representatives were 

invited to the Public Council as part of the ministry, as there 

were simply no profiled specialists. So yesterday's 

"anti-heroes” have become the technical core for the 

preparation of "cybershield" for the government. Arman 

Abdrasilov called the inclusion of such a target indicator as 

an independent Global Cybersecurity Index one of the 

main achievements of the Public Council.

As a result, despite many problems, a new information 

security market is starting to emerge in Kazakhstan with 

new players. CAICA admits that after the wave of their 

exposing publications, not all companies, both private and 

state-owned, want to work with them. However, it is much 

better to be one of the players in a growing market than a 

monopolist on an empty one. And this is a big victory.

What do we have?

In Belarus, the situation is very similar. Yes, we are signifi-

cantly higher than Kazakhstan in the Global Cyber Readi-

ness Index - 39th place. According to Alexander Sushko 

from Group-IB, 50-60% of enterprises lack cybersecurity 

experts. There are also many questions to legislation. 

However, there are positive examples of how the National 

Bank of the Republic of Belarus is building a financial 

CERT.

Sergey Povalishev, Organizer of Belarus IGF: “We are 

convinced that the development of the Internet should be 

a common cause. Now we largely follow the path of our 

colleagues from Kazakhstan, when business representa-

tives must take on the burden of non-profit organizations, 

and popularizers, and, partially, the media, so that the 

development of the Internet keeps pace with the time. 

Therefore, every year we invite everyone to take part in 

the Forum for free and to plunge into topics of not only 

cybersecurity, but also open data, IoT, civil activity. Except 

us, no one will make the Belarusian Internet better.”

course, no one gave access to the system either. Howev-

er, after a few months, all the problems on the site 

remained, and user data was already in full swing on the 

darknet.

There was a correspondence with the Ministry and the 

national communications operator, the o�ce of the Prime 

Minister, the Presidential Administration, and finally, a letter 

to the President. The result is predictable. Rather, its 

absence. Only promises to plan a budget and change the 

platform over time. As a result, since it did not work out to 

defeat the bureaucracy in its native element, it was decid-

ed to simply publish data on the leaks.

“The minister called and said: “Why are you doing this?”

After posting a problem with the e-government site on 

Facebook, the “bug” through which user data leaked was 

closed in 30 minutes.

“Useless correspondence took 3 months. At the same 

time, it took only half an hour of the engineer’s work in 

order to really solve the problem. With that, most of the 

time he spent just to get to the server, - recalls Arman 

Abdrasilov. - It did not take any budgets, new platforms 

and a review of the logic of the system. Frankly, we liked it. 

Although the minister phoned with the question: “Why are 

you doing this?”, but all the entire correspondence for 3 

months was in our hands. And we decided not to stop.”

This was followed by a portal through which the data of 

over 10,000 accountants flowed, then telecom operators, 

the Ministry of Defense, the mayoralty of Astana, the 

gov.kz domain with an open panel that allows you to 

manage the websites of state bodies. Mobile operators 

also got beat up: someone had a problem with all the 

same personal data of users, and someone had an exotic 

one. So, one of the technical specialists of CAICA was able 

to establish a balance of minus 2 billion tenge, which the 

mobile operator could not believe for a long time. Howev-

er, the situation was noticed only after a surrender. The 

company simply did not notice "super-profits" for that day.

The scheme was the same: the problem was reported to 

the owner of the resource, and if it was not solved, the 

case was diverged in the media. And in the CAICA empha-

size that they are not trying by any means to hack protect-

ed systems. They are looking for obvious "bugs" that are 

not di�cult to find by the attackers without high qualifica-

tion.

“Then we had to become the media ourselves”

The next step by the government turned out to be predict-

able. Since both cybersecurity and the media are located 

in Kazakhstan in the department of the same ministry, the 

media simply received an oral instruction not to publish 

materials about problems with the information security of 

governmental resources.

The publications stopped, but the Facebook community of 

CAICA and the chat in Telegram began to grow rapidly 

and now almost the entire IT market of the country is 

represented there. However, after the data on new vulner-

abilities began to diverge in social networks even faster, 

the ban with the media was lifted.

Arman Abdrasilov notes that the team works for patriotic 

reasons. CAICA is a planned loss-making organization 

funded by several IT companies. At the same time, much 

attention is paid to the improvement of qualifications and 

certification of specialists, the team regularly takes the first 

places in specialized competitions, participates in 

world-famous conferences and has already founded its 

own - Kaz Hack Stan.

"The tactics of making decisions from the top down 

worked"

The dialogue between the “legal” hackers and the 

government did take place.

“When we nevertheless agreed with the state regulator 

that it is necessary to build a cybersecurity of the country 

at the highest level and create appropriate legislation, 

there were two scenarios,” continues Arman. - Option 

“bottom up” with a gradual release with the initiative on 

the association of IT companies, the ministry and above. 

This journey would take several years. We managed to 

receive the support of representatives of the Ministry of 

Information and Communication, who were able to defend 

the introduction of the topic of cyber security to the near-

est top-level document. It was the annual Presidential 

Address to the people of Kazakhstan. Thus, the top down 

tactic worked.

As a result, it turned out to make a vague, but very valua-

ble wording about the task of taking measures to build the 

“Cybershield of Kazakhstan” system. On its basis, a list of 

tasks was formed and the matter got o� the ground. But 

due to tight deadlines (4 months), most of the regulatory 

framework was modeled on the example of Russia.

How to deal with cybersecurity where nobody needs it: 

the experience of Kazakhstan

As far as Kazakhstan is far from Belarus geographically, it is 

as close to us in the specifics of interaction between the 

government, business, NGOs and society. In two years, 

this country has made a big breakthrough, rising in the 

Global Cyber Readiness Index by 26 lines (from 109th 

place to 83rd), the construction of a national "cyber 

defense" is underway. But the interesting fact is di�erent. 

As individual security specialists had to find vulnerabilities 

in dozens of state-owned web resources, write a ton of 

letters to relevant ministries and even the President, take 

on the functions of a non-profit organization, create their 

own computer incident response service (CAICA) and act 

as the main whistleblower of “bugs” in information security 

to finally draw the attention of the state to this problem.

On the eve of the Belarus Internet Governance Forum in 

Minsk, Arman Abdrasilov from CAICA gave a public 

lecture, telling the story of “hackers with white flag”. This is 

a story about how to deal with cybersecurity, where no 

one needs it yet.

Only 0.1% of the sta� is engaged in information security 

companies.

And this is in large Kazakhstan telecom operators. In the 

bulk of companies, no one does this at all. At the same 

time, the number of incidents with the prefix "cyber" grows 

about 5 times annually. If in 2016 there were about 20 

thousand of them in Kazakhstan (according to the national 

CERT), then in 2017 there are already 100 thousand, and 

by the end of 2018 there will be about half a million.

The situation is really dramatic, especially given the fact 

that computer incidents are not registered in the Ministry 

of Internal A�airs. Due to the lack of experts as well as 

legal practices. Sometimes cyberattacks turn into ordinary 

fraud and dissolve in the stream of unsolved cases. Of the 

nearly 18 thousand crimes in January 2018, only 12 were 

classified as criminal in the field of security.

“You have a bug in e-government, please fix it”

Even before the appearance of CAICA, its specialists 

worked in IT companies and were engaged in cyber secu-

rity. The creation of the e-government website of Kazakh-

stan, which of course is provided for a large budget, could 

not pass by them. Pretty quickly, “legal” hackers found 

several critical vulnerabilities and wrote to the resource 

owner about this - to the Ministry of Information and Com-

munication. At the same time, they o�ered to check the 

entire system for other problems.

The answer did not take long to wait - there is a depart-

ment that does its work, thanks for the vigilance. Of 



Does IGF represent a platform where all stakeholders can really talk on an 

equal footing? Why was the Forum created and what is its role in Belarus, in the 

region and in the world? A representative plenary session sets the coordinate 

system before opening discussions on more narrow topics.

ICANN's representative, Aleksandra Kulikova, put forward an important thesis, 

which went through the entire discussion: national and regional IGFs should 

reflect the real situation which is currently relevant at this particular place. They 

should not be attached to the format and program of the global Forum. Their 

value is in honesty and in a cut of the real situation.

Lianna Galstyan, who takes part in shaping the agenda for the global IGF, noted 

the importance of the bottom-up principle for the selection of discussion topics. 

Regardless of the scale of the Forum and the specifics of the region, dialogue 

is possible only due to the ability to hear questions that concern the society and 

bring them to an open discussion. This is an international universal standard.

At the same time, it is perfectly natural that even such global issues as cyberse-

curity can be refracted from di�erent angles, depending on the region. For 

example, in Europe this problem is closely related to economic security, in 

Asian countries - with separatism. Meanwhile, a representative of the Georgian 

IGF Ucha Seturi pointed out great attention to the protection of youth on the 

Internet in his country. Problems should determine the topics of discussion, not 

vice versa.

The importance of the bottom-up principle was also emphasized by Nick Hirka, 

a representative of the international organization “Internet Society”, which is 

developing Internet accessibility. He urged society to never relax and follow 

what is happening in the industry.

Among the specific characteristics of the Forums in the CIS countries, the 

speakers noted the popularity of the IDN theme – domains with support of 

characters of national alphabets. Belarus confirms this with statistics – the .БЕЛ 

domain has firmly taken the second place in the world among the national 

Cyrillic top level domains.

Sergey Povalishev, who is the organizer of Belarus IGF 

throughout all three years of its existence, identified one 

of the most important trends of the Forum – a gradual 

transition to self-organization.

While a year ago business and civil society spoke di�erent 

languages in the context of Internet governance, and 

government o�cials had to be literally persuaded to pay 

attention to the Forum, this year many initiatives emerged. 

Primarily, from society and business. Furthermore, the 

government treats the IGF with greater attention and trust.

The participants noted a unique situation for the region on 

the example of the Belarusian Forum, when the co-organ-

izers represent the three largest stakeholders. This is 

another proof of the importance of the platform and the 

transition from methods of lobbying interests to an open 

public dialogue.

Maxim Burtikov, a representative of the technical commu-

nity and the RIPE NCC organization, which was at the very 

origins of the IGF, voiced one of the main conclusions: 

society and the Internet began the most important 

process of transition from the “regulatory era” to the “era 

of mutual interests”. In practice, this means that any 

decision made by the government, business, civil or 

technical community in isolation from the wishes and 

capabilities of the other participants will never work. 

Without a dialogue, we will continue to generate non-via-

ble standards and projects.

Among the striking examples of such an approach, 

Alexandra Kulikova named topic of GDPR, which has been 

popular on media for more than a year. The most important 

global change in the field of interaction with personal data 

simply did not take into account the principle of operation 

of the WHOIS protocol, under which ccTLDs all over the 

world operate.

Summing up, the participants noted the importance of 

continuing the dialogue, despite the criticism of the format 

and the requirements of faster results.

Among the expectations and suggestions addressed to 

the IGF, experts called honesty, a real reflection of the 

situation in each country and region, a greater shift 

towards the self-organization of the platform attracting 

more youth. As well as the transformation of the annual 

event in the year-round initiative.
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Does IGF represent a platform where all stakeholders can really talk on an 

equal footing? Why was the Forum created and what is its role in Belarus, in the 

region and in the world? A representative plenary session sets the coordinate 

system before opening discussions on more narrow topics.

ICANN's representative, Aleksandra Kulikova, put forward an important thesis, 

which went through the entire discussion: national and regional IGFs should 

reflect the real situation which is currently relevant at this particular place. They 

should not be attached to the format and program of the global Forum. Their 

value is in honesty and in a cut of the real situation.

Lianna Galstyan, who takes part in shaping the agenda for the global IGF, noted 

the importance of the bottom-up principle for the selection of discussion topics. 

Regardless of the scale of the Forum and the specifics of the region, dialogue 

is possible only due to the ability to hear questions that concern the society and 

bring them to an open discussion. This is an international universal standard.

At the same time, it is perfectly natural that even such global issues as cyberse-

curity can be refracted from di�erent angles, depending on the region. For 

example, in Europe this problem is closely related to economic security, in 

Asian countries - with separatism. Meanwhile, a representative of the Georgian 

IGF Ucha Seturi pointed out great attention to the protection of youth on the 

Internet in his country. Problems should determine the topics of discussion, not 

vice versa.

The importance of the bottom-up principle was also emphasized by Nick Hirka, 

a representative of the international organization “Internet Society”, which is 

developing Internet accessibility. He urged society to never relax and follow 

what is happening in the industry.

Among the specific characteristics of the Forums in the CIS countries, the 

speakers noted the popularity of the IDN theme – domains with support of 

characters of national alphabets. Belarus confirms this with statistics – the .БЕЛ 

domain has firmly taken the second place in the world among the national 

Cyrillic top level domains.

Sergey Povalishev, who is the organizer of Belarus IGF 

throughout all three years of its existence, identified one 

of the most important trends of the Forum – a gradual 

transition to self-organization.

While a year ago business and civil society spoke di�erent 

languages in the context of Internet governance, and 

government o�cials had to be literally persuaded to pay 

attention to the Forum, this year many initiatives emerged. 

Primarily, from society and business. Furthermore, the 

government treats the IGF with greater attention and trust.

The participants noted a unique situation for the region on 

the example of the Belarusian Forum, when the co-organ-

izers represent the three largest stakeholders. This is 

another proof of the importance of the platform and the 

transition from methods of lobbying interests to an open 

public dialogue.

Maxim Burtikov, a representative of the technical commu-

nity and the RIPE NCC organization, which was at the very 

origins of the IGF, voiced one of the main conclusions: 

society and the Internet began the most important 

process of transition from the “regulatory era” to the “era 

of mutual interests”. In practice, this means that any 

decision made by the government, business, civil or 

technical community in isolation from the wishes and 

capabilities of the other participants will never work. 

Without a dialogue, we will continue to generate non-via-

ble standards and projects.

Among the striking examples of such an approach, 

Alexandra Kulikova named topic of GDPR, which has been 

popular on media for more than a year. The most important 

global change in the field of interaction with personal data 

simply did not take into account the principle of operation 

of the WHOIS protocol, under which ccTLDs all over the 

world operate.

Summing up, the participants noted the importance of 

continuing the dialogue, despite the criticism of the format 

and the requirements of faster results.

Among the expectations and suggestions addressed to 

the IGF, experts called honesty, a real reflection of the 

situation in each country and region, a greater shift 

towards the self-organization of the platform attracting 

more youth. As well as the transformation of the annual 

event in the year-round initiative.

According to research data, 14% of EU residents have never used the Internet, 

and 72% of Belarusians over 55 do not go online even once a month. At the 

same time, most people who work at a computer every day do not know how 

to use the Internet - this is the opinion of experts, voiced at last year’s Belarus 

IGF. 

Futuristic forecasts draw digital ghettos inside “smart” cities, where intermediar-

ies profit from residents who do not use new technologies. In the meantime, in 

Belarus, as well as throughout the world, the number of fields of activity closely 

related to ICT is growing from year to year. “It’s not enough to build an IT coun-

try with an e-government, a digital society, online resources and services for 

citizens - we must also teach them to fully use everything,” says Marina Sokolo-

va. Next year, any citizen of the country will be able to get a new type of identity 

card - an ID card with a digital signature. More widespread use of EDS technol-

ogy is expected to be received by individuals. But it is already clear that, due to 

the lack of skills, someone will put a signature the old-fashioned way with a 

ballpoint pen.

Modern literacy is not just the reading of words, but the critical reading of the 

world. It is not enough just to use technologies, you need to actively interact 

with them, be able to evaluate information and understand which services are 

useful and which are not. “We are comparing goods and reading reviews when 

we make online purchases. This is a good practice for the consumption of 

everything else,” said Mikhail Doroshevich. Digital literacy is not enough even 

for representatives of the digital native generation, "born" with smartphones in 
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their hands. The course of school informatics does not 

teach important things: how not to undergo cyberbullying; 

how to keep profiles in social networks so as not to spoil 

your future career; how to improve your skills in online 

courses and use the "social elevator". Having a lot of 

gadgets, young people use the resources and services of 

the Network mainly for entertainment and other things 

that, from the point of view of social engineering, do not 

facilitate integration into society and receipt of educational 

benefits.

Experts speak about age, geographical and property 

restrictions on access to the Internet. Sometimes these 

things “collapse”: people lack the skills to use the meager 

resource they have with a small salary, living in the village, 

being at the age of 55+. Over time, their situation worsens 

even more, which is a potential ballast for the digital econ-

omy, since none of them becomes a consumer of innova-

tive services.

In the mid-1990s, the concept of a digital barrier appeared 

in the United States, when the Clinton administration, 

within the “information highway”, sought to provide broad-

band Internet access to the entire population. But it turned 

out that with equal access to the Net, rich and educated 

people are more able to use Internet resources to their 

advantage, with the result that existing property inequality 

is aggravated even more. 

The truth is that inequality, including digital, will never 

disappear. What measures should the government take to 

o�set the negative consequences of this social phenome-

non? What should be done so that those digital skills 

appeared and were developed? According to Galina 

Veremeychik, it is necessary to develop an education and 

training system for adults. It is necessary to create a 

national digital skills education strategy. At it, among other 

things, must cover the costs of providing universal access 

to the Internet. All over the world, public access points are 

free of charge, in Belarus they are paid points from Beltel-

ecom. “When the company, for the purposes of optimiza-

tion, wanted to close them in small towns, people were not 

very happy about this, because it was an important 

element of their life,” said Mikhail Doroshevich.

“The most important digital skill that we pay attention to 

when hiring a person to work is the ability to learn 

endlessly,” said Nadezhda Zelenkova. Therefore, it is 

necessary to finally legalize distance education. 

Vladimir Dunaev considers it important to create condi-

tions under which a person himself could choose compe-

tencies. The digital revolution has launched an education-

al revolution: it has now become real to o�er good-quality 

education to an unlimited number of people, which is 

happening on the example of massive online courses. But 

today, to give a good-quality education to everyone 

means to destroy the fundamental basis of the university - 

a monopoly on the distribution of social statuses, guaran-

teed by the state itself. This is a revolution, a serious 

dramatic situation, since the universities will not voluntarily 

give up their right, but there are no revolutions without 

victims.

Will mankind succeed in taking this step - to ensure quality 

education for all? Will inequality be overcome with the 

help of digital technology? The time and the next Belarus 

IGF will show.



Does IGF represent a platform where all stakeholders can really talk on an 

equal footing? Why was the Forum created and what is its role in Belarus, in the 

region and in the world? A representative plenary session sets the coordinate 

system before opening discussions on more narrow topics.

ICANN's representative, Aleksandra Kulikova, put forward an important thesis, 

which went through the entire discussion: national and regional IGFs should 

reflect the real situation which is currently relevant at this particular place. They 

should not be attached to the format and program of the global Forum. Their 

value is in honesty and in a cut of the real situation.

Lianna Galstyan, who takes part in shaping the agenda for the global IGF, noted 

the importance of the bottom-up principle for the selection of discussion topics. 

Regardless of the scale of the Forum and the specifics of the region, dialogue 

is possible only due to the ability to hear questions that concern the society and 

bring them to an open discussion. This is an international universal standard.

At the same time, it is perfectly natural that even such global issues as cyberse-

curity can be refracted from di�erent angles, depending on the region. For 

example, in Europe this problem is closely related to economic security, in 

Asian countries - with separatism. Meanwhile, a representative of the Georgian 

IGF Ucha Seturi pointed out great attention to the protection of youth on the 

Internet in his country. Problems should determine the topics of discussion, not 

vice versa.

The importance of the bottom-up principle was also emphasized by Nick Hirka, 

a representative of the international organization “Internet Society”, which is 

developing Internet accessibility. He urged society to never relax and follow 

what is happening in the industry.

Among the specific characteristics of the Forums in the CIS countries, the 

speakers noted the popularity of the IDN theme – domains with support of 

characters of national alphabets. Belarus confirms this with statistics – the .БЕЛ 

domain has firmly taken the second place in the world among the national 

Cyrillic top level domains.

Sergey Povalishev, who is the organizer of Belarus IGF 

throughout all three years of its existence, identified one 

of the most important trends of the Forum – a gradual 

transition to self-organization.

While a year ago business and civil society spoke di�erent 

languages in the context of Internet governance, and 

government o�cials had to be literally persuaded to pay 

attention to the Forum, this year many initiatives emerged. 

Primarily, from society and business. Furthermore, the 

government treats the IGF with greater attention and trust.

The participants noted a unique situation for the region on 

the example of the Belarusian Forum, when the co-organ-

izers represent the three largest stakeholders. This is 

another proof of the importance of the platform and the 

transition from methods of lobbying interests to an open 

public dialogue.

Maxim Burtikov, a representative of the technical commu-

nity and the RIPE NCC organization, which was at the very 

origins of the IGF, voiced one of the main conclusions: 

society and the Internet began the most important 

process of transition from the “regulatory era” to the “era 

of mutual interests”. In practice, this means that any 

decision made by the government, business, civil or 

technical community in isolation from the wishes and 

capabilities of the other participants will never work. 

Without a dialogue, we will continue to generate non-via-

ble standards and projects.

Among the striking examples of such an approach, 

Alexandra Kulikova named topic of GDPR, which has been 

popular on media for more than a year. The most important 

global change in the field of interaction with personal data 

simply did not take into account the principle of operation 

of the WHOIS protocol, under which ccTLDs all over the 

world operate.

Summing up, the participants noted the importance of 

continuing the dialogue, despite the criticism of the format 

and the requirements of faster results.

Among the expectations and suggestions addressed to 

the IGF, experts called honesty, a real reflection of the 

situation in each country and region, a greater shift 

towards the self-organization of the platform attracting 

more youth. As well as the transformation of the annual 

event in the year-round initiative.

According to research data, 14% of EU residents have never used the Internet, 

and 72% of Belarusians over 55 do not go online even once a month. At the 

same time, most people who work at a computer every day do not know how 

to use the Internet - this is the opinion of experts, voiced at last year’s Belarus 

IGF. 

Futuristic forecasts draw digital ghettos inside “smart” cities, where intermediar-

ies profit from residents who do not use new technologies. In the meantime, in 

Belarus, as well as throughout the world, the number of fields of activity closely 

related to ICT is growing from year to year. “It’s not enough to build an IT coun-

try with an e-government, a digital society, online resources and services for 

citizens - we must also teach them to fully use everything,” says Marina Sokolo-

va. Next year, any citizen of the country will be able to get a new type of identity 

card - an ID card with a digital signature. More widespread use of EDS technol-

ogy is expected to be received by individuals. But it is already clear that, due to 

the lack of skills, someone will put a signature the old-fashioned way with a 

ballpoint pen.

Modern literacy is not just the reading of words, but the critical reading of the 

world. It is not enough just to use technologies, you need to actively interact 

with them, be able to evaluate information and understand which services are 

useful and which are not. “We are comparing goods and reading reviews when 

we make online purchases. This is a good practice for the consumption of 

everything else,” said Mikhail Doroshevich. Digital literacy is not enough even 

for representatives of the digital native generation, "born" with smartphones in 

their hands. The course of school informatics does not 

teach important things: how not to undergo cyberbullying; 

how to keep profiles in social networks so as not to spoil 

your future career; how to improve your skills in online 

courses and use the "social elevator". Having a lot of 

gadgets, young people use the resources and services of 

the Network mainly for entertainment and other things 

that, from the point of view of social engineering, do not 

facilitate integration into society and receipt of educational 

benefits.

Experts speak about age, geographical and property 

restrictions on access to the Internet. Sometimes these 

things “collapse”: people lack the skills to use the meager 

resource they have with a small salary, living in the village, 

being at the age of 55+. Over time, their situation worsens 

even more, which is a potential ballast for the digital econ-

omy, since none of them becomes a consumer of innova-

tive services.

In the mid-1990s, the concept of a digital barrier appeared 

in the United States, when the Clinton administration, 

within the “information highway”, sought to provide broad-

band Internet access to the entire population. But it turned 

out that with equal access to the Net, rich and educated 

people are more able to use Internet resources to their 

advantage, with the result that existing property inequality 

is aggravated even more. 

The truth is that inequality, including digital, will never 

disappear. What measures should the government take to 

o�set the negative consequences of this social phenome-

non? What should be done so that those digital skills 

appeared and were developed? According to Galina 

Veremeychik, it is necessary to develop an education and 

training system for adults. It is necessary to create a 

national digital skills education strategy. At it, among other 

things, must cover the costs of providing universal access 

to the Internet. All over the world, public access points are 

free of charge, in Belarus they are paid points from Beltel-

ecom. “When the company, for the purposes of optimiza-

tion, wanted to close them in small towns, people were not 

very happy about this, because it was an important 

element of their life,” said Mikhail Doroshevich.

“The most important digital skill that we pay attention to 

when hiring a person to work is the ability to learn 

endlessly,” said Nadezhda Zelenkova. Therefore, it is 

necessary to finally legalize distance education. 

Vladimir Dunaev considers it important to create condi-

tions under which a person himself could choose compe-

tencies. The digital revolution has launched an education-

al revolution: it has now become real to o�er good-quality 

education to an unlimited number of people, which is 

happening on the example of massive online courses. But 

today, to give a good-quality education to everyone 

means to destroy the fundamental basis of the university - 

a monopoly on the distribution of social statuses, guaran-

teed by the state itself. This is a revolution, a serious 

dramatic situation, since the universities will not voluntarily 

give up their right, but there are no revolutions without 

victims.

Will mankind succeed in taking this step - to ensure quality 

education for all? Will inequality be overcome with the 

help of digital technology? The time and the next Belarus 

IGF will show.
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Does IGF represent a platform where all stakeholders can really talk on an 

equal footing? Why was the Forum created and what is its role in Belarus, in the 

region and in the world? A representative plenary session sets the coordinate 

system before opening discussions on more narrow topics.

ICANN's representative, Aleksandra Kulikova, put forward an important thesis, 

which went through the entire discussion: national and regional IGFs should 

reflect the real situation which is currently relevant at this particular place. They 

should not be attached to the format and program of the global Forum. Their 

value is in honesty and in a cut of the real situation.

Lianna Galstyan, who takes part in shaping the agenda for the global IGF, noted 

the importance of the bottom-up principle for the selection of discussion topics. 

Regardless of the scale of the Forum and the specifics of the region, dialogue 

is possible only due to the ability to hear questions that concern the society and 

bring them to an open discussion. This is an international universal standard.

At the same time, it is perfectly natural that even such global issues as cyberse-

curity can be refracted from di�erent angles, depending on the region. For 

example, in Europe this problem is closely related to economic security, in 

Asian countries - with separatism. Meanwhile, a representative of the Georgian 

IGF Ucha Seturi pointed out great attention to the protection of youth on the 

Internet in his country. Problems should determine the topics of discussion, not 

vice versa.

The importance of the bottom-up principle was also emphasized by Nick Hirka, 

a representative of the international organization “Internet Society”, which is 

developing Internet accessibility. He urged society to never relax and follow 

what is happening in the industry.

Among the specific characteristics of the Forums in the CIS countries, the 

speakers noted the popularity of the IDN theme – domains with support of 

characters of national alphabets. Belarus confirms this with statistics – the .БЕЛ 

domain has firmly taken the second place in the world among the national 

Cyrillic top level domains.

Sergey Povalishev, who is the organizer of Belarus IGF 

throughout all three years of its existence, identified one 

of the most important trends of the Forum – a gradual 

transition to self-organization.

While a year ago business and civil society spoke di�erent 

languages in the context of Internet governance, and 

government o�cials had to be literally persuaded to pay 

attention to the Forum, this year many initiatives emerged. 

Primarily, from society and business. Furthermore, the 

government treats the IGF with greater attention and trust.

The participants noted a unique situation for the region on 

the example of the Belarusian Forum, when the co-organ-

izers represent the three largest stakeholders. This is 

another proof of the importance of the platform and the 

transition from methods of lobbying interests to an open 

public dialogue.

Maxim Burtikov, a representative of the technical commu-

nity and the RIPE NCC organization, which was at the very 

origins of the IGF, voiced one of the main conclusions: 

society and the Internet began the most important 

process of transition from the “regulatory era” to the “era 

of mutual interests”. In practice, this means that any 

decision made by the government, business, civil or 

technical community in isolation from the wishes and 

capabilities of the other participants will never work. 

Without a dialogue, we will continue to generate non-via-

ble standards and projects.

Among the striking examples of such an approach, 

Alexandra Kulikova named topic of GDPR, which has been 

popular on media for more than a year. The most important 

global change in the field of interaction with personal data 

simply did not take into account the principle of operation 

of the WHOIS protocol, under which ccTLDs all over the 

world operate.

Summing up, the participants noted the importance of 

continuing the dialogue, despite the criticism of the format 

and the requirements of faster results.

Among the expectations and suggestions addressed to 

the IGF, experts called honesty, a real reflection of the 

situation in each country and region, a greater shift 

towards the self-organization of the platform attracting 

more youth. As well as the transformation of the annual 

event in the year-round initiative.

Moderator:
Marina Roschina
Reputation Management Consultant, 

Director of the Reputation Agency 

SbyS

One dissatisfied user with a smartphone may threaten the 

company's reputation – Marina Roschina warned the 

audience. The topic was relevant for the Belarusian 

business – participants willingly shared their own stories. 

So, on the site of a large German manufacturer of furniture 

fittings in the ccTLD .BY there for a long time was posted a 

photo of the singer Conchita Wurst in a frivolous form. It 

was a revenge of the cybersquatter who registered the 

trademark of the German company as a domain name 

after the latter refused to negotiate with him.

The problem of reputation management of both compa-

nies and individuals is relevant worldwide. The growing 

number of Internet users only aggravates this problem 

and forces us to pay special attention to it. According to 

statistics, with a global population of about 7.593 billion 

people (data as of January 1, 2018), 4.021 billion people 

use the Internet — almost half of all people on the planet, 

and 39% of the world's population are active users of 

social media. Thus, an ordinary earthling becomes a 

newsmaker overnight, once he opens his social networks 

and connects to the Internet. With cheaper gadgets, the 

number of such users will increase even more.

Abstracts of the thematic session:

1. Express survey of heads of marketing departments, 

public relations specialists from 115 Belarusian companies 

on “What is reputation management?”: 60% – it is monitor-

ing and managing negative feedback, comments on the 

web; 20% – it is the work related to SMM; 20% – it is moni-

toring the mention of the company name in the media.

2. If, in the process of consuming a service / product, ex-

pectations (of a consumer, employee, partner, society) co-

incide with the promises of the company, then trust arises 

and as a result -  a positive reputation in the future.

3. In the digital world reputation is vulnerable: one dissatis-

fied user with a smartphone in his hands can be a threat to 

company's reputation.

4. Audit of reputation o�ine and online by the company's 

specialists or on the terms of outsourcing is mandatory.

5. Reputation management on the Web is only part of 

working with the company's reputation.

6. Online reputation management constitutes: a compre-

hensive audit of references in Internet publications and 

social networks; prompt response to reviews and com-

ments; generation of unique reputational content with key 

search words; management of negative reviews.

7. In Belarusian legal practice there are examples of suc-

cessful protection of business reputation through the 

courts, when companies sought to remove information 

from the sites, discrediting the reputation and contradict-

ing the reality (CC Art. 153 part 7).

8. Business reputation is the primary issue in the condi-

tions of high competition and brutal struggle for financial 

resources in Belarus.

THEMATIC SESSION

Reputation Management 
on the Internet



Does IGF represent a platform where all stakeholders can really talk on an 

equal footing? Why was the Forum created and what is its role in Belarus, in the 

region and in the world? A representative plenary session sets the coordinate 

system before opening discussions on more narrow topics.

ICANN's representative, Aleksandra Kulikova, put forward an important thesis, 

which went through the entire discussion: national and regional IGFs should 

reflect the real situation which is currently relevant at this particular place. They 

should not be attached to the format and program of the global Forum. Their 

value is in honesty and in a cut of the real situation.

Lianna Galstyan, who takes part in shaping the agenda for the global IGF, noted 

the importance of the bottom-up principle for the selection of discussion topics. 

Regardless of the scale of the Forum and the specifics of the region, dialogue 

is possible only due to the ability to hear questions that concern the society and 

bring them to an open discussion. This is an international universal standard.

At the same time, it is perfectly natural that even such global issues as cyberse-

curity can be refracted from di�erent angles, depending on the region. For 

example, in Europe this problem is closely related to economic security, in 

Asian countries - with separatism. Meanwhile, a representative of the Georgian 

IGF Ucha Seturi pointed out great attention to the protection of youth on the 

Internet in his country. Problems should determine the topics of discussion, not 

vice versa.

The importance of the bottom-up principle was also emphasized by Nick Hirka, 

a representative of the international organization “Internet Society”, which is 

developing Internet accessibility. He urged society to never relax and follow 

what is happening in the industry.

Among the specific characteristics of the Forums in the CIS countries, the 

speakers noted the popularity of the IDN theme – domains with support of 

characters of national alphabets. Belarus confirms this with statistics – the .БЕЛ 

domain has firmly taken the second place in the world among the national 

Cyrillic top level domains.

Cybersecurity. 
The Internet and trust

Criminal activities shift to the virtual 

world: the number of thefts using IT 

technologies has increased by 69% in 

less than two years, and the number of 

instances of unauthorized access 

increased by 175%. However, there are 

more and more crimes committed in 

Internet which are much more evil than 

a cyber attack or hacking of a website: pedophilia, drug tra�cking, incitement 

to suicide and much more.

Against this backdrop, Belarus is preparing to the public discussion of the 

National Cyber Security Concept. The document is being drafted with the 

participation of MIA, IC and OAC. “Governments are building unassailable 

castles. The USA’s strategy is a “Steel Ball” with defense perimeter, Kazakhstan 

has a “Cyber Shield” (the literal name). We would like to avoid following this 

course. It’s a disconnection, and internet’s function is the opposite – connec-

tion. Perhaps someone of you can propose a good alternative,” Evgeny Liplja-

nin told to the audience. 

Also the expert told about the plan to create a national center for information 

security and a net of sectoral centers, e.g. practical steps on promotion of cyber 

security as a service. 

The speakers noted with regret that even in the era of the fourth digital revolu-

tion, not everyone fully understands the threats that are lurking on the Web. “20 

years ago, cyber security was understood as window blinds, a door lock, 

computer antivirus and encryption program,” said Sergey Zolotuhin. “Now 

everything is di�erent: we have cyber security in our pocket along with our 

smartphone.”

The problem of cyber attacks, especially on public infrastructure, is now more 

relevant than ever. While in 1995 the total damage amounted to 300 million 

dollars, in 2017 only the WannaCry virus “ate” 1 billion dollars, and the total 

losses amounted to 1 trillion dollars. Antiviruses do not help, and to minimize 

future losses, it is necessary to shift the focus from simply detecting cyber 

attacks to their prevention.

The good news is the tendency to reducing domestic 

cybercrimes. Preventive measures, media coverage, work 

with the public and banks of specialists from the “O�ce K” 

started showing results. People learned the basics of 

cybersecurity and stopped writing the pin code on their 

bank card.

At the level of enterprises and organizations, the situation 

with cybersecurity looks worse. There is no understanding 

that in case of a cybercrime against a company, its reputa-

tion will su�er more than its finances. If a business invests 

1 ruble in security, it will receive 10 rubles while being 

protected against cyber attacks and personal data theft in 

the future. “Upgrading hardware, sta� training, purchasing 

protection software is something you should never save 

on,” said Alexey Valesyuk.

In the era of digital technology, one who owns information, 

owns the world. A recent example: from 2014 to 2018, 

members of the organized group Karbanak/Cobalt 

attacked financial institutions around the world and stole 

more than 1 billion euros in total. Mentioning Belarus: the 

criminals installed a software into the computer system of 

one of the banks that allowed them to manage ATMs and 

to withdraw money remotely.

The epidemics of malware infection are so widespread 

that the names of malware appear in media: NotPetya 

cryptovirus, Bad Rabbit virus and the “cyberstar” Wanna-

Cry. It’s interesting that in our IT-country we also have 

creators and distributors of viruses.

New technologies - new challenges. The imminent 

appearance of such a type of cybercrime as the theft of 

tokens and cryptocurrency is predicted in Belarus. Securi-

ty forces are ready: it is already classified under article 209 

of the Criminal Code of the Republic of Belarus “Fraud”.

The building of a personal data protection system in 

Belarus was mentioned both from the stage and among 

the audience. The issue of a special supervisory authority 

emains unresolved. The experts agreed: if we share the 

common European approach and values, then the super-

visory functions should be performed not by the Ministry of 

Information, the OAC or the Procuracy, but an independent 

non-governmental structure.

A third-year-student of BSUIR (Belarusian State University 

of Informatics and Radioelectronics) raised a problem of 

the curriculum lagging behind the professional reality. 

Cybercrime is developing faster than academic education: 

now we need to talk not about theory, but about wide-

spread practice, and to transfer this practical experience 

to youth.

The experience of Belarus, Germany, the USA, Great 

Britain, Japan, South Korea shows that it is impossible to 

ensure the security of a critical information infrastructure of 

a country solely by the government’s power.

During the debate, the panel discussion participants 

agreed that cybercrime can be overcome only together - 

by the e�orts of the state, business, the technical commu-

nity and ordinary users. Basic skills of digital hygiene, 

prevention of illegal actions on the Internet, building a 

system of protection against cybercrime by financial 

institutions – that's what makes life of law-abiding citizens 

on the Web peaceful, and the activities of cybercriminals - 

di�cult to being implemented.

Sergey Povalishev, who is the organizer of Belarus IGF 

throughout all three years of its existence, identified one 

of the most important trends of the Forum – a gradual 

transition to self-organization.

While a year ago business and civil society spoke di�erent 

languages in the context of Internet governance, and 

government o�cials had to be literally persuaded to pay 

attention to the Forum, this year many initiatives emerged. 

Primarily, from society and business. Furthermore, the 

government treats the IGF with greater attention and trust.

The participants noted a unique situation for the region on 

the example of the Belarusian Forum, when the co-organ-

izers represent the three largest stakeholders. This is 

another proof of the importance of the platform and the 

transition from methods of lobbying interests to an open 

public dialogue.

Maxim Burtikov, a representative of the technical commu-

nity and the RIPE NCC organization, which was at the very 

origins of the IGF, voiced one of the main conclusions: 

society and the Internet began the most important 

process of transition from the “regulatory era” to the “era 

of mutual interests”. In practice, this means that any 

decision made by the government, business, civil or 

technical community in isolation from the wishes and 

capabilities of the other participants will never work. 

Without a dialogue, we will continue to generate non-via-

ble standards and projects.

Among the striking examples of such an approach, 

Alexandra Kulikova named topic of GDPR, which has been 

popular on media for more than a year. The most important 

global change in the field of interaction with personal data 

simply did not take into account the principle of operation 

of the WHOIS protocol, under which ccTLDs all over the 

world operate.

Summing up, the participants noted the importance of 

continuing the dialogue, despite the criticism of the format 

and the requirements of faster results.

Among the expectations and suggestions addressed to 

the IGF, experts called honesty, a real reflection of the 

situation in each country and region, a greater shift 

towards the self-organization of the platform attracting 

more youth. As well as the transformation of the annual 

event in the year-round initiative.

Moderator:
Aleksandr Sushko
Head of the Business Development 

Project in the Republic of Belarus, 

Group-IB

Participants:  
Sergey Zolotuhin
Business development manager, 

Group-IB

Kirill Vyatkin
Deputy Chief of the Department of 

High-Tech Crimes Detection (Depart-

ment "K") of the Ministry of Internal 

A�airs

Aleksey Valesyuk
Senior Investigator of the Directorate 

for Investigation of Crimes against 

Information Security and Intellectual 

Property of the Main Investigation 

Department of Investigation Commit-

tee of the Republic of Belarus

Evgeny Lipljanin
O�cer of the Operative-Analytical 

Center under the President of the 

Republic of Belarus 

PANEL DISCUSSION
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Does IGF represent a platform where all stakeholders can really talk on an 

equal footing? Why was the Forum created and what is its role in Belarus, in the 

region and in the world? A representative plenary session sets the coordinate 

system before opening discussions on more narrow topics.

ICANN's representative, Aleksandra Kulikova, put forward an important thesis, 

which went through the entire discussion: national and regional IGFs should 

reflect the real situation which is currently relevant at this particular place. They 

should not be attached to the format and program of the global Forum. Their 

value is in honesty and in a cut of the real situation.

Lianna Galstyan, who takes part in shaping the agenda for the global IGF, noted 

the importance of the bottom-up principle for the selection of discussion topics. 

Regardless of the scale of the Forum and the specifics of the region, dialogue 

is possible only due to the ability to hear questions that concern the society and 

bring them to an open discussion. This is an international universal standard.

At the same time, it is perfectly natural that even such global issues as cyberse-

curity can be refracted from di�erent angles, depending on the region. For 

example, in Europe this problem is closely related to economic security, in 

Asian countries - with separatism. Meanwhile, a representative of the Georgian 

IGF Ucha Seturi pointed out great attention to the protection of youth on the 

Internet in his country. Problems should determine the topics of discussion, not 

vice versa.

The importance of the bottom-up principle was also emphasized by Nick Hirka, 

a representative of the international organization “Internet Society”, which is 

developing Internet accessibility. He urged society to never relax and follow 

what is happening in the industry.

Among the specific characteristics of the Forums in the CIS countries, the 

speakers noted the popularity of the IDN theme – domains with support of 

characters of national alphabets. Belarus confirms this with statistics – the .БЕЛ 

domain has firmly taken the second place in the world among the national 

Cyrillic top level domains.

Criminal activities shift to the virtual 

world: the number of thefts using IT 

technologies has increased by 69% in 

less than two years, and the number of 

instances of unauthorized access 

increased by 175%. However, there are 

more and more crimes committed in 

Internet which are much more evil than 

a cyber attack or hacking of a website: pedophilia, drug tra�cking, incitement 

to suicide and much more.

Against this backdrop, Belarus is preparing to the public discussion of the 

National Cyber Security Concept. The document is being drafted with the 

participation of MIA, IC and OAC. “Governments are building unassailable 

castles. The USA’s strategy is a “Steel Ball” with defense perimeter, Kazakhstan 

has a “Cyber Shield” (the literal name). We would like to avoid following this 

course. It’s a disconnection, and internet’s function is the opposite – connec-

tion. Perhaps someone of you can propose a good alternative,” Evgeny Liplja-

nin told to the audience. 

Also the expert told about the plan to create a national center for information 

security and a net of sectoral centers, e.g. practical steps on promotion of cyber 

security as a service. 

The speakers noted with regret that even in the era of the fourth digital revolu-

tion, not everyone fully understands the threats that are lurking on the Web. “20 

years ago, cyber security was understood as window blinds, a door lock, 

computer antivirus and encryption program,” said Sergey Zolotuhin. “Now 

everything is di�erent: we have cyber security in our pocket along with our 

smartphone.”

The problem of cyber attacks, especially on public infrastructure, is now more 

relevant than ever. While in 1995 the total damage amounted to 300 million 

dollars, in 2017 only the WannaCry virus “ate” 1 billion dollars, and the total 

losses amounted to 1 trillion dollars. Antiviruses do not help, and to minimize 

future losses, it is necessary to shift the focus from simply detecting cyber 

attacks to their prevention.

The good news is the tendency to reducing domestic 

cybercrimes. Preventive measures, media coverage, work 

with the public and banks of specialists from the “O�ce K” 

started showing results. People learned the basics of 

cybersecurity and stopped writing the pin code on their 

bank card.

At the level of enterprises and organizations, the situation 

with cybersecurity looks worse. There is no understanding 

that in case of a cybercrime against a company, its reputa-

tion will su�er more than its finances. If a business invests 

1 ruble in security, it will receive 10 rubles while being 

protected against cyber attacks and personal data theft in 

the future. “Upgrading hardware, sta� training, purchasing 

protection software is something you should never save 

on,” said Alexey Valesyuk.

In the era of digital technology, one who owns information, 

owns the world. A recent example: from 2014 to 2018, 

members of the organized group Karbanak/Cobalt 

attacked financial institutions around the world and stole 

more than 1 billion euros in total. Mentioning Belarus: the 

criminals installed a software into the computer system of 

one of the banks that allowed them to manage ATMs and 

to withdraw money remotely.

The epidemics of malware infection are so widespread 

that the names of malware appear in media: NotPetya 

cryptovirus, Bad Rabbit virus and the “cyberstar” Wanna-

Cry. It’s interesting that in our IT-country we also have 

creators and distributors of viruses.

New technologies - new challenges. The imminent 

appearance of such a type of cybercrime as the theft of 

tokens and cryptocurrency is predicted in Belarus. Securi-

ty forces are ready: it is already classified under article 209 

of the Criminal Code of the Republic of Belarus “Fraud”.

The building of a personal data protection system in 

Belarus was mentioned both from the stage and among 

the audience. The issue of a special supervisory authority 

emains unresolved. The experts agreed: if we share the 

common European approach and values, then the super-

visory functions should be performed not by the Ministry of 

Information, the OAC or the Procuracy, but an independent 

non-governmental structure.

A third-year-student of BSUIR (Belarusian State University 

of Informatics and Radioelectronics) raised a problem of 

the curriculum lagging behind the professional reality. 

Cybercrime is developing faster than academic education: 

now we need to talk not about theory, but about wide-

spread practice, and to transfer this practical experience 

to youth.

The experience of Belarus, Germany, the USA, Great 

Britain, Japan, South Korea shows that it is impossible to 

ensure the security of a critical information infrastructure of 

a country solely by the government’s power.

During the debate, the panel discussion participants 

agreed that cybercrime can be overcome only together - 

by the e�orts of the state, business, the technical commu-

nity and ordinary users. Basic skills of digital hygiene, 

prevention of illegal actions on the Internet, building a 

system of protection against cybercrime by financial 

institutions – that's what makes life of law-abiding citizens 

on the Web peaceful, and the activities of cybercriminals - 

di�cult to being implemented.

Sergey Povalishev, who is the organizer of Belarus IGF 

throughout all three years of its existence, identified one 

of the most important trends of the Forum – a gradual 

transition to self-organization.

While a year ago business and civil society spoke di�erent 

languages in the context of Internet governance, and 

government o�cials had to be literally persuaded to pay 

attention to the Forum, this year many initiatives emerged. 

Primarily, from society and business. Furthermore, the 

government treats the IGF with greater attention and trust.

The participants noted a unique situation for the region on 

the example of the Belarusian Forum, when the co-organ-

izers represent the three largest stakeholders. This is 

another proof of the importance of the platform and the 

transition from methods of lobbying interests to an open 

public dialogue.

Maxim Burtikov, a representative of the technical commu-

nity and the RIPE NCC organization, which was at the very 

origins of the IGF, voiced one of the main conclusions: 

society and the Internet began the most important 

process of transition from the “regulatory era” to the “era 

of mutual interests”. In practice, this means that any 

decision made by the government, business, civil or 

technical community in isolation from the wishes and 

capabilities of the other participants will never work. 

Without a dialogue, we will continue to generate non-via-

ble standards and projects.

Among the striking examples of such an approach, 

Alexandra Kulikova named topic of GDPR, which has been 

popular on media for more than a year. The most important 

global change in the field of interaction with personal data 

simply did not take into account the principle of operation 

of the WHOIS protocol, under which ccTLDs all over the 

world operate.

Summing up, the participants noted the importance of 

continuing the dialogue, despite the criticism of the format 

and the requirements of faster results.

Among the expectations and suggestions addressed to 

the IGF, experts called honesty, a real reflection of the 

situation in each country and region, a greater shift 

towards the self-organization of the platform attracting 

more youth. As well as the transformation of the annual 

event in the year-round initiative.



Civil activity and the Internet: 
from the neighbourhood chat 
to the crowdfunding platform

The discussion about civic engage-

ment on the Internet as part of the IGF 

took place for the first time. The fact 

that this was more than timely is 

supported by the facts and figures 

presented by the panel participants.

How do people exercise their 

engagement on the Internet today? 

For 2.5-year existence of the magazine “Imena”, 22,000 of its readers donated 

600 thousand dollars to the projects they learned about from the pages of the 

online magazine. There is similar statistics from the “Ulej” crowdfunding 

platform - 27,500 people transferred about 600 thousand dollars to 650 

successful projects over 3 years. The “average check” on ulej.by reaches an 

impressive $35.

At the same time, the project manager of the “Imena” platform Yulia 

Bobruiskaya points out a number of obstacles, including bureaucratic ones, as 

well as the fear of o�cials: “We are now trying to develop one project related 

to medical issues, and managers tell us directly that if they help us, they will 

violate specific articles of the criminal and administrative codes, which may 

lead to imprisonment”.

More than 73 thousand citizens participate in solving urban problems through 

the portal 115.бел. The record holder in solving local problems sent 3000 

claims through this online resource.

About 200 thousand registered users on the site petitions.by create and sign 

petitions. By the number of audiences, this resource is comparable with small 

media. Project leader Vladimir Kovalkin notes that “Belarus is a country of prec-

edent scandal. Our scandal replaces the court. The greater the public outcry, 

the more likely you are to get what you want”.

Alexander Avdevich is an inspiring example of civic 

engagement, who despite being attached to a wheelchair, 

solves problems alone making publications on social 

networks and posting videos. Alexander turned his home-

town Lida into an almost barrier-free environment. Today 

he helps activists from other towns.

“Regions are a sensitive subject, primarily because of the 

locality of the community. People are afraid and for some 

reason are sure that the police will come for them.” – says 

Anton Motolko, a blogger, manager of the project 

#Motolkopomogi. – The project petitions.by experienced 

people saying: “What will happen if an o�cial sees my 

signature on the appeal? I work at a state enterprise, so do 

my relatives.” People are afraid to be active, sometimes 

this fear is justified, sometimes it is invented.”

The issue of civic activity was also considered in a more 

technological view. For example, neighbours’ online chats 

have become popular in Belarus for a long time, while 

advanced neighbourhoods create groups in social 

networks. The online tool Yandex.local is an option which 

is not yet available to Belarusians but has been operating 

in Russia for long. The service helps to solve problems of 

urban residents and communicate with government 

o�cials. This is a solution that unites the neighbours. The 

panel discussion was a convenient opportunity to assess 

the needs and prospects for launching such a service in 

Belarus.

There has also been discussed the variety of civic 

engagement supporting tools. However, as noted by the 

participants, it is extremely important not just to support 

the initiatives, but to make a real di�erence.

Therefore, there is a need for the mechanisms at the legis-

lative level that allow civil society to participate in the 

decision-making process at various levels and influence 

these decisions.

Moderators: 
Svetlana Zinkevich
Director of the O�ce for European 

Expertise and Communications

Anton Motolko
Activist, initiator of the project 

#Motolkopomogi

Participants:   
Alexander Avdevich
Activist, Head of the Lida branch of 

the NGO "Republican Association of 

Wheelchair Users"

Julia Bobruiskaya
Project Manager of the Platform 

“Imena”

Vladimir Kovalkin
Author and head of the project 

"Udobniy gorod" (petitions.by)

Svetlana Eliseenko
CEO of the crowdfunding platform 

ulej.by

Egor Tsiganok
Regional Manager in Belarus, 

“Yandex”

PANEL DISCUSSION 

A few years ago, the phrase "personal data" in Belarus was used only by 
lawyers and security specialists. The situation has been changing rapidly, and 
today all the neighbour countries, not to mention Western Europe, have adopt-
ed appropriate laws. We are still at the stage of coordinating of the draft law.

The purpose of the discussion in the framework of IGF is to understand how 
personal data will be protected in Belarus in the coming years, and what is the 
role of business, government and society in this process. And also to consider 
the issue of privacy more widely: after all, behind the legal and technical 
aspects there is the protection of a person and of the border between private 
and public.

Sergey Voronkevich, CEO of the Data Privacy O�ce, who has been advising 
businesses in many countries of the CIS and the Baltic region in the field of 
personal data for many years, has emphasized the issue for Belarus. In our 
country, the initiative to develop legislation comes primarily from business, not 
from society. There is still no clear connection in people’s mind between their 
data and possible fraud situations in which they may be involved.

This fact was confirmed by Aleksandr Sushko who was speaking about cyber-
crime in which the data of hundreds of people were obtained using malicious 
software. Nevertheless, half of the victims demanded compensation for 
non-pecuniary damage, while the second half stated that they had no 
complaints at all because of the collection of their personal data.

Another feature of Belarus is that the development of legislation is rather 
caused by external factors, such as the GDPR (General Regulations of the Euro-
pean Union on the protection of personal data), which establishes strict rules 
for the processing of personal information and partially spreads these require-
ments to foreign companies.

Often a business operating in the European market sees an additional burden 
in these rules and changes internal policies and processes only because of the 
threat of fines. In other words, we began to forget that all this is being done to 
protect the individual from unnecessary interference by the state and organiza-
tions in private life. More attention needs to be paid to informing the public 
about the possible risks, so that the data protection initiative comes from it.

The experience of Moldova shows that the course for the 
harmonization of legislation with EU standards over time 
not only gives an economic e�ect but also forms under-
standing of the value of privacy protection in society. While 
putting e�ort to comply with the GDPR, the country attracts 
IT-business, which does not fear the EU regulator’s sanc-
tions only because of the imperfection of national legisla-
tion.

Moldova began with the signing of the Council of Europe 
Convention No. 108 and has a law on the protection of 
personal data since 2007. Today the country is in the third 
stage with a modernized law on personal data, on the 
authorized body for their protection, on data protection in 
law enforcement. A separate law is being drafted to 
protect rights in connection with video surveillance 
systems.

However, with the emergence of a GDPR, di�culties arise 
with its application, even at the level of such global organi-
zations as ICANN. The first high-profile case was the trial 
on the WHOIS network protocol, on the basis of which 
domain name registration worldwide has been taking 
place for more than 30 years.

The protocol involves the collection of registration and 
contact data of the owners of domain names, and this data 
are open. The conflict with the rules of the GDPR is 
obvious, but a solution has not yet been found. In the near 
future, one of the possible work models will be adopted at 
ICANN:

1. Personal data of domain owners will be hidden, but they 
will be available to those who confirm the legitimate 
interest in obtaining this information.

2. A multi-level system, where most of the data is closed, 
but it can be accessed by a circle of accredited persons.

3. Access to personal data will be possible only by a court 
decision.

No matter how the GDPR is perceived - as technological 

superiority or as “legal intervention” - it is unlikely to avoid 
adherence to European standards. The European Union 
was among the first to realize the need to bring the regula-
tion of personal data in line with the current challenges of 
the digital age. These rules are already becoming the de 
facto new international standard, and Belarusian compa-
nies that are guided by the European or global market 
have to follow them. The new law can make this task 
easier if it is as close as possible to the European one.

The body that would assume the functions of protecting 
the rights of citizens in connection with the processing of 
data is not yet defined in the Belarusian draft law. An analy-
sis of the optimal organizational form is carried out, since it 
will depend on this whether the law will work e�ciently.

Experts agree that the European model, which provides 
an independent body, is the most e�ective. It is important 
that it has the authority to inspect both public and private 
organizations. It could also initiate changes in legislation 
and would eventually become the main center of exper-
tise in this area.

At the beginning of the discussion, the audience was 
asked to answer online the question: “Is information priva-
cy and protection of your personal data important for 
you?”. Results of the survey were displayed on the screen 
in real time. 78% of the audience answered the question in 
the a�rmative. Of course, the section participants do not 
reflect the real cross-section of the society, but the result 
calls into question the statement that protection of private 
life is not important for Belarusians.

For a deeper public understanding of the privacy issues in 
the digital era, research and educational work of public 
organizations is especially significant. A working legisla-
tion and a comprehensive mechanism for the protection of 
personal data are possible only with the open interaction 
of all parties concerned.
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Internet of Things
Alexander Kuvshinov: “15 years ago, when Gurtam created the first solutions, 

no one even came up with the terms m2m (machine to machine) and IoT. There 

just appeared the opportunity to receive a GPS signal and transmit it to servers 

on the Internet.

Since then, the instruments, data channels, and the amount of received and 

processed information have changed. Whereas previously we only tracked the 

geographical position of the car, now we can collect data on hundreds of 

parameters with a frequency of up to 20 “frames” per second. It allows, for 

example, to carry out a detailed reconstruction of a car accident, or remotely 

switch o� a car engine if it leaves the permitted operation area.

Today, almost two million “things” are connected to our software, most of which 

are vehicles. Transport telematics still remains the most widespread use of the 

Internet of things technology, outpacing the “smart home” and other areas.

It is important to understand that the development of IoT is not only a b2c 

market with “smart” gadgets, or home appliances, or even with connected cars. 

IoT is also a huge economic potential in such areas as logistics, housing and 

communal services, agriculture, the oil and gas sector, and even advertising. 

This is the next stage of automation and e�ciency growth for most enterprises, 

and the earlier it happens, the more the economy of any country benefits”.

Discussion on IoT takes place against the backdrop of several significant 

events for the industry. Standardization of the networks working on 5G is being 

completed, their testing is being prepared, half of large enterprises are ready 

to deploy IoT solutions in the next couple of years. The Belarusian Internet of 

Things market is already tens of millions of dollars a year.

On the other hand, the level of skepticism regarding IoT is traditionally high 

both from business and Internet users. We are many years away from the 

ecosystem, in which technology would harmoniously develop. How do provid-

ers, equipment manufacturers, businessmen and government representatives 

see the thorny path of the Internet of Things entering Belarus?

Michael Duca from beCloud spoke about the company's 

plans to build a joint republican IoT platform. Only this way, 

according to the expert, it is possible to save years and 

millions of dollars that can be “poured” into the industry by 

participants independently and autonomously. The 

infrastructure operator is ready to take over the “icebreak-

er function” and, using a joint platform, standardize 

requirements for protocols, sensors, ensure security and 

uniform processing and storage of data. As well as accel-

erate the emergence of e-health and telemedicine in our 

country, remote data collection of housing and communal 

services and other benefits of digital civilization.

 The benefits of such a decision are obvious, but the 

discussion participants point out the risk of emergence of 

a conditional “ministry of truth” on this basis, which will 

solely control huge data files.

 The level of security and demand for IoT services was 

noted by Vadim Shaibakov from Beltelecom. A national 

operator reports a three-time increase in demand for the 

“smart home” service. The service works as a constructor 

and adapts to the needs of the client. Security is ensured 

by full encryption of data from the controller to the server, 

firewall and other means. However, among the partici-

pants of the section there was only one user of this service 

from Beltelecom.

The issue of demand for solutions based on IoT was the 

main idea during the discussion. Vadim Radziwill, 

co-founder of the manufacturer of atmospheric air quality 

control sensors R-NOX, shared interesting cases.

The company has successfully launched a project in 

Austria, which regulates the level of industrial emissions in 

accordance with weather reports. The second project is 

already operating in St. Petersburg. For its needs, R-NOX 

collected compact laboratories and implemented them 

into the infrastructure developed by Rostelecom.

 This ambitious municipal project carries several lessons at 

once. Firstly, IoT solutions are in demand. Secondly, it is 

very time-consuming and not always concerns only 

technology: the major volume of problems lies in the 

decisions of o�cials. Thirdly, these decisions are objec-

tively beneficial to society. So, from the first days of work, 

the sensors “detected” salvo emissions of harmful 

substances at enterprises at night.

By the way, using the example of R-NOX, it can be seen 

that 5G is far from the most important factor for the devel-

opment of the Internet of Things. Although, as Artem 

Maksimenko, one of the MTS top managers, noted, the 

network of the new generation will provide two important 

innovations. First, the movement to the broadband part 

with speeds up to 2 Gbit/s and fixed Internet over the air. 

Secondly, the cheapening, deepening and “thinning” of 
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data for IoT devices.

Pavel Yankelevich, a representative of SAP, a giant in the 

world of software development, spoke about the 

constraints for enterprise investments in IoT. 51% of big 

Belarusian businesses are not ready for investments in the 

Internet of Things, 36% are already deploying IoT 

solutions, and another 13% are planning to do this in the 

next two years. The sector is especially well developed in 

the transport, logistics, automotive and energy industries. 

By the end of 2020, the projected income from IoT will 

reach $67 million.

At the same time, the enterprises called the lack of a 

budget as the main barrier to the Internet of Things. In 

A few years ago, the phrase "personal data" in Belarus was used only by 
lawyers and security specialists. The situation has been changing rapidly, and 
today all the neighbour countries, not to mention Western Europe, have adopt-
ed appropriate laws. We are still at the stage of coordinating of the draft law.

The purpose of the discussion in the framework of IGF is to understand how 
personal data will be protected in Belarus in the coming years, and what is the 
role of business, government and society in this process. And also to consider 
the issue of privacy more widely: after all, behind the legal and technical 
aspects there is the protection of a person and of the border between private 
and public.

Sergey Voronkevich, CEO of the Data Privacy O�ce, who has been advising 
businesses in many countries of the CIS and the Baltic region in the field of 
personal data for many years, has emphasized the issue for Belarus. In our 
country, the initiative to develop legislation comes primarily from business, not 
from society. There is still no clear connection in people’s mind between their 
data and possible fraud situations in which they may be involved.

This fact was confirmed by Aleksandr Sushko who was speaking about cyber-
crime in which the data of hundreds of people were obtained using malicious 
software. Nevertheless, half of the victims demanded compensation for 
non-pecuniary damage, while the second half stated that they had no 
complaints at all because of the collection of their personal data.

Another feature of Belarus is that the development of legislation is rather 
caused by external factors, such as the GDPR (General Regulations of the Euro-
pean Union on the protection of personal data), which establishes strict rules 
for the processing of personal information and partially spreads these require-
ments to foreign companies.

Often a business operating in the European market sees an additional burden 
in these rules and changes internal policies and processes only because of the 
threat of fines. In other words, we began to forget that all this is being done to 
protect the individual from unnecessary interference by the state and organiza-
tions in private life. More attention needs to be paid to informing the public 
about the possible risks, so that the data protection initiative comes from it.

The experience of Moldova shows that the course for the 
harmonization of legislation with EU standards over time 
not only gives an economic e�ect but also forms under-
standing of the value of privacy protection in society. While 
putting e�ort to comply with the GDPR, the country attracts 
IT-business, which does not fear the EU regulator’s sanc-
tions only because of the imperfection of national legisla-
tion.

Moldova began with the signing of the Council of Europe 
Convention No. 108 and has a law on the protection of 
personal data since 2007. Today the country is in the third 
stage with a modernized law on personal data, on the 
authorized body for their protection, on data protection in 
law enforcement. A separate law is being drafted to 
protect rights in connection with video surveillance 
systems.

However, with the emergence of a GDPR, di�culties arise 
with its application, even at the level of such global organi-
zations as ICANN. The first high-profile case was the trial 
on the WHOIS network protocol, on the basis of which 
domain name registration worldwide has been taking 
place for more than 30 years.

The protocol involves the collection of registration and 
contact data of the owners of domain names, and this data 
are open. The conflict with the rules of the GDPR is 
obvious, but a solution has not yet been found. In the near 
future, one of the possible work models will be adopted at 
ICANN:

1. Personal data of domain owners will be hidden, but they 
will be available to those who confirm the legitimate 
interest in obtaining this information.

2. A multi-level system, where most of the data is closed, 
but it can be accessed by a circle of accredited persons.

3. Access to personal data will be possible only by a court 
decision.

No matter how the GDPR is perceived - as technological 

superiority or as “legal intervention” - it is unlikely to avoid 
adherence to European standards. The European Union 
was among the first to realize the need to bring the regula-
tion of personal data in line with the current challenges of 
the digital age. These rules are already becoming the de 
facto new international standard, and Belarusian compa-
nies that are guided by the European or global market 
have to follow them. The new law can make this task 
easier if it is as close as possible to the European one.

The body that would assume the functions of protecting 
the rights of citizens in connection with the processing of 
data is not yet defined in the Belarusian draft law. An analy-
sis of the optimal organizational form is carried out, since it 
will depend on this whether the law will work e�ciently.

Experts agree that the European model, which provides 
an independent body, is the most e�ective. It is important 
that it has the authority to inspect both public and private 
organizations. It could also initiate changes in legislation 
and would eventually become the main center of exper-
tise in this area.

At the beginning of the discussion, the audience was 
asked to answer online the question: “Is information priva-
cy and protection of your personal data important for 
you?”. Results of the survey were displayed on the screen 
in real time. 78% of the audience answered the question in 
the a�rmative. Of course, the section participants do not 
reflect the real cross-section of the society, but the result 
calls into question the statement that protection of private 
life is not important for Belarusians.

For a deeper public understanding of the privacy issues in 
the digital era, research and educational work of public 
organizations is especially significant. A working legisla-
tion and a comprehensive mechanism for the protection of 
personal data are possible only with the open interaction 
of all parties concerned.

response to this, Pavel Yankelevich cites examples of 

companies from the CIS and Europe, which, thanks to IoT, 

save millions of dollars. Thus, the Italian rail carrier Trenita-

lia reduced the cost of repairing trains by 10%, equipping 

all nodes with wear sensors. In other words, the problem is 

not the lack of a budget, but the shortcomings in the 

assessment of economic e�ciency.

 This thesis is also confirmed in BELAZ. Alexander Botvin-

nik said that one “smart” mining truck generates an 

average of 1 to 2 GB of information per year. And the transi-

tion from interval maintenance to repair "on demand" 

saves up to 70,000 euros for just one node.

 All participants of the discussion agreed that the Internet 

of Things plays a crucial role both in the digital transforma-

tion of the economy and in improving the quality of life of 

people. From accurate and fast data, that will show the 

state of the environment and our health, to structural 

economic reforms. IoT is not an abstract future, but a 

solution to specific problems in the present.
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Alexander Kuvshinov: “15 years ago, when Gurtam created the first solutions, 

no one even came up with the terms m2m (machine to machine) and IoT. There 

just appeared the opportunity to receive a GPS signal and transmit it to servers 

on the Internet.

Since then, the instruments, data channels, and the amount of received and 

processed information have changed. Whereas previously we only tracked the 

geographical position of the car, now we can collect data on hundreds of 

parameters with a frequency of up to 20 “frames” per second. It allows, for 

example, to carry out a detailed reconstruction of a car accident, or remotely 

switch o� a car engine if it leaves the permitted operation area.

Today, almost two million “things” are connected to our software, most of which 

are vehicles. Transport telematics still remains the most widespread use of the 

Internet of things technology, outpacing the “smart home” and other areas.

It is important to understand that the development of IoT is not only a b2c 

market with “smart” gadgets, or home appliances, or even with connected cars. 

IoT is also a huge economic potential in such areas as logistics, housing and 

communal services, agriculture, the oil and gas sector, and even advertising. 

This is the next stage of automation and e�ciency growth for most enterprises, 

and the earlier it happens, the more the economy of any country benefits”.

Discussion on IoT takes place against the backdrop of several significant 

events for the industry. Standardization of the networks working on 5G is being 

completed, their testing is being prepared, half of large enterprises are ready 

to deploy IoT solutions in the next couple of years. The Belarusian Internet of 

Things market is already tens of millions of dollars a year.

On the other hand, the level of skepticism regarding IoT is traditionally high 

both from business and Internet users. We are many years away from the 

ecosystem, in which technology would harmoniously develop. How do provid-

ers, equipment manufacturers, businessmen and government representatives 

see the thorny path of the Internet of Things entering Belarus?

Michael Duca from beCloud spoke about the company's 

plans to build a joint republican IoT platform. Only this way, 

according to the expert, it is possible to save years and 

millions of dollars that can be “poured” into the industry by 

participants independently and autonomously. The 

infrastructure operator is ready to take over the “icebreak-

er function” and, using a joint platform, standardize 

requirements for protocols, sensors, ensure security and 

uniform processing and storage of data. As well as accel-

erate the emergence of e-health and telemedicine in our 

country, remote data collection of housing and communal 

services and other benefits of digital civilization.

 The benefits of such a decision are obvious, but the 

discussion participants point out the risk of emergence of 

a conditional “ministry of truth” on this basis, which will 

solely control huge data files.

 The level of security and demand for IoT services was 

noted by Vadim Shaibakov from Beltelecom. A national 

operator reports a three-time increase in demand for the 

“smart home” service. The service works as a constructor 

and adapts to the needs of the client. Security is ensured 

by full encryption of data from the controller to the server, 

firewall and other means. However, among the partici-

pants of the section there was only one user of this service 

from Beltelecom.

The issue of demand for solutions based on IoT was the 

main idea during the discussion. Vadim Radziwill, 

co-founder of the manufacturer of atmospheric air quality 

control sensors R-NOX, shared interesting cases.

The company has successfully launched a project in 

Austria, which regulates the level of industrial emissions in 

accordance with weather reports. The second project is 

already operating in St. Petersburg. For its needs, R-NOX 

collected compact laboratories and implemented them 

into the infrastructure developed by Rostelecom.

 This ambitious municipal project carries several lessons at 

once. Firstly, IoT solutions are in demand. Secondly, it is 

very time-consuming and not always concerns only 

technology: the major volume of problems lies in the 

decisions of o�cials. Thirdly, these decisions are objec-

tively beneficial to society. So, from the first days of work, 

the sensors “detected” salvo emissions of harmful 

substances at enterprises at night.

By the way, using the example of R-NOX, it can be seen 

that 5G is far from the most important factor for the devel-

opment of the Internet of Things. Although, as Artem 

Maksimenko, one of the MTS top managers, noted, the 

network of the new generation will provide two important 

innovations. First, the movement to the broadband part 

with speeds up to 2 Gbit/s and fixed Internet over the air. 

Secondly, the cheapening, deepening and “thinning” of 

data for IoT devices.

Pavel Yankelevich, a representative of SAP, a giant in the 

world of software development, spoke about the 

constraints for enterprise investments in IoT. 51% of big 

Belarusian businesses are not ready for investments in the 

Internet of Things, 36% are already deploying IoT 

solutions, and another 13% are planning to do this in the 

next two years. The sector is especially well developed in 

the transport, logistics, automotive and energy industries. 

By the end of 2020, the projected income from IoT will 

reach $67 million.

At the same time, the enterprises called the lack of a 

budget as the main barrier to the Internet of Things. In 

A few years ago, the phrase "personal data" in Belarus was used only by 
lawyers and security specialists. The situation has been changing rapidly, and 
today all the neighbour countries, not to mention Western Europe, have adopt-
ed appropriate laws. We are still at the stage of coordinating of the draft law.

The purpose of the discussion in the framework of IGF is to understand how 
personal data will be protected in Belarus in the coming years, and what is the 
role of business, government and society in this process. And also to consider 
the issue of privacy more widely: after all, behind the legal and technical 
aspects there is the protection of a person and of the border between private 
and public.

Sergey Voronkevich, CEO of the Data Privacy O�ce, who has been advising 
businesses in many countries of the CIS and the Baltic region in the field of 
personal data for many years, has emphasized the issue for Belarus. In our 
country, the initiative to develop legislation comes primarily from business, not 
from society. There is still no clear connection in people’s mind between their 
data and possible fraud situations in which they may be involved.

This fact was confirmed by Aleksandr Sushko who was speaking about cyber-
crime in which the data of hundreds of people were obtained using malicious 
software. Nevertheless, half of the victims demanded compensation for 
non-pecuniary damage, while the second half stated that they had no 
complaints at all because of the collection of their personal data.

Another feature of Belarus is that the development of legislation is rather 
caused by external factors, such as the GDPR (General Regulations of the Euro-
pean Union on the protection of personal data), which establishes strict rules 
for the processing of personal information and partially spreads these require-
ments to foreign companies.

Often a business operating in the European market sees an additional burden 
in these rules and changes internal policies and processes only because of the 
threat of fines. In other words, we began to forget that all this is being done to 
protect the individual from unnecessary interference by the state and organiza-
tions in private life. More attention needs to be paid to informing the public 
about the possible risks, so that the data protection initiative comes from it.

The experience of Moldova shows that the course for the 
harmonization of legislation with EU standards over time 
not only gives an economic e�ect but also forms under-
standing of the value of privacy protection in society. While 
putting e�ort to comply with the GDPR, the country attracts 
IT-business, which does not fear the EU regulator’s sanc-
tions only because of the imperfection of national legisla-
tion.

Moldova began with the signing of the Council of Europe 
Convention No. 108 and has a law on the protection of 
personal data since 2007. Today the country is in the third 
stage with a modernized law on personal data, on the 
authorized body for their protection, on data protection in 
law enforcement. A separate law is being drafted to 
protect rights in connection with video surveillance 
systems.

However, with the emergence of a GDPR, di�culties arise 
with its application, even at the level of such global organi-
zations as ICANN. The first high-profile case was the trial 
on the WHOIS network protocol, on the basis of which 
domain name registration worldwide has been taking 
place for more than 30 years.

The protocol involves the collection of registration and 
contact data of the owners of domain names, and this data 
are open. The conflict with the rules of the GDPR is 
obvious, but a solution has not yet been found. In the near 
future, one of the possible work models will be adopted at 
ICANN:

1. Personal data of domain owners will be hidden, but they 
will be available to those who confirm the legitimate 
interest in obtaining this information.

2. A multi-level system, where most of the data is closed, 
but it can be accessed by a circle of accredited persons.

3. Access to personal data will be possible only by a court 
decision.

No matter how the GDPR is perceived - as technological 

superiority or as “legal intervention” - it is unlikely to avoid 
adherence to European standards. The European Union 
was among the first to realize the need to bring the regula-
tion of personal data in line with the current challenges of 
the digital age. These rules are already becoming the de 
facto new international standard, and Belarusian compa-
nies that are guided by the European or global market 
have to follow them. The new law can make this task 
easier if it is as close as possible to the European one.

The body that would assume the functions of protecting 
the rights of citizens in connection with the processing of 
data is not yet defined in the Belarusian draft law. An analy-
sis of the optimal organizational form is carried out, since it 
will depend on this whether the law will work e�ciently.

Experts agree that the European model, which provides 
an independent body, is the most e�ective. It is important 
that it has the authority to inspect both public and private 
organizations. It could also initiate changes in legislation 
and would eventually become the main center of exper-
tise in this area.

At the beginning of the discussion, the audience was 
asked to answer online the question: “Is information priva-
cy and protection of your personal data important for 
you?”. Results of the survey were displayed on the screen 
in real time. 78% of the audience answered the question in 
the a�rmative. Of course, the section participants do not 
reflect the real cross-section of the society, but the result 
calls into question the statement that protection of private 
life is not important for Belarusians.

For a deeper public understanding of the privacy issues in 
the digital era, research and educational work of public 
organizations is especially significant. A working legisla-
tion and a comprehensive mechanism for the protection of 
personal data are possible only with the open interaction 
of all parties concerned.

response to this, Pavel Yankelevich cites examples of 

companies from the CIS and Europe, which, thanks to IoT, 

save millions of dollars. Thus, the Italian rail carrier Trenita-

lia reduced the cost of repairing trains by 10%, equipping 

all nodes with wear sensors. In other words, the problem is 

not the lack of a budget, but the shortcomings in the 

assessment of economic e�ciency.

 This thesis is also confirmed in BELAZ. Alexander Botvin-

nik said that one “smart” mining truck generates an 

average of 1 to 2 GB of information per year. And the transi-

tion from interval maintenance to repair "on demand" 

saves up to 70,000 euros for just one node.

 All participants of the discussion agreed that the Internet 

of Things plays a crucial role both in the digital transforma-

tion of the economy and in improving the quality of life of 

people. From accurate and fast data, that will show the 

state of the environment and our health, to structural 

economic reforms. IoT is not an abstract future, but a 

solution to specific problems in the present.



Alexander Kuvshinov: “15 years ago, when Gurtam created the first solutions, 

no one even came up with the terms m2m (machine to machine) and IoT. There 

just appeared the opportunity to receive a GPS signal and transmit it to servers 

on the Internet.

Since then, the instruments, data channels, and the amount of received and 

processed information have changed. Whereas previously we only tracked the 

geographical position of the car, now we can collect data on hundreds of 

parameters with a frequency of up to 20 “frames” per second. It allows, for 

example, to carry out a detailed reconstruction of a car accident, or remotely 

switch o� a car engine if it leaves the permitted operation area.

Today, almost two million “things” are connected to our software, most of which 

are vehicles. Transport telematics still remains the most widespread use of the 

Internet of things technology, outpacing the “smart home” and other areas.

It is important to understand that the development of IoT is not only a b2c 

market with “smart” gadgets, or home appliances, or even with connected cars. 

IoT is also a huge economic potential in such areas as logistics, housing and 

communal services, agriculture, the oil and gas sector, and even advertising. 

This is the next stage of automation and e�ciency growth for most enterprises, 

and the earlier it happens, the more the economy of any country benefits”.

Discussion on IoT takes place against the backdrop of several significant 

events for the industry. Standardization of the networks working on 5G is being 

completed, their testing is being prepared, half of large enterprises are ready 

to deploy IoT solutions in the next couple of years. The Belarusian Internet of 

Things market is already tens of millions of dollars a year.

On the other hand, the level of skepticism regarding IoT is traditionally high 

both from business and Internet users. We are many years away from the 

ecosystem, in which technology would harmoniously develop. How do provid-

ers, equipment manufacturers, businessmen and government representatives 

see the thorny path of the Internet of Things entering Belarus?

Michael Duca from beCloud spoke about the company's 

plans to build a joint republican IoT platform. Only this way, 

according to the expert, it is possible to save years and 

millions of dollars that can be “poured” into the industry by 

participants independently and autonomously. The 

infrastructure operator is ready to take over the “icebreak-

er function” and, using a joint platform, standardize 

requirements for protocols, sensors, ensure security and 

uniform processing and storage of data. As well as accel-

erate the emergence of e-health and telemedicine in our 

country, remote data collection of housing and communal 

services and other benefits of digital civilization.

 The benefits of such a decision are obvious, but the 

discussion participants point out the risk of emergence of 

a conditional “ministry of truth” on this basis, which will 

solely control huge data files.

 The level of security and demand for IoT services was 

noted by Vadim Shaibakov from Beltelecom. A national 

operator reports a three-time increase in demand for the 

“smart home” service. The service works as a constructor 

and adapts to the needs of the client. Security is ensured 

by full encryption of data from the controller to the server, 

firewall and other means. However, among the partici-

pants of the section there was only one user of this service 

from Beltelecom.

The issue of demand for solutions based on IoT was the 

main idea during the discussion. Vadim Radziwill, 

co-founder of the manufacturer of atmospheric air quality 

control sensors R-NOX, shared interesting cases.

The company has successfully launched a project in 

Austria, which regulates the level of industrial emissions in 

accordance with weather reports. The second project is 

already operating in St. Petersburg. For its needs, R-NOX 

collected compact laboratories and implemented them 

into the infrastructure developed by Rostelecom.

 This ambitious municipal project carries several lessons at 

once. Firstly, IoT solutions are in demand. Secondly, it is 

very time-consuming and not always concerns only 

technology: the major volume of problems lies in the 

decisions of o�cials. Thirdly, these decisions are objec-

tively beneficial to society. So, from the first days of work, 

the sensors “detected” salvo emissions of harmful 

substances at enterprises at night.

By the way, using the example of R-NOX, it can be seen 

that 5G is far from the most important factor for the devel-

opment of the Internet of Things. Although, as Artem 

Maksimenko, one of the MTS top managers, noted, the 

network of the new generation will provide two important 

innovations. First, the movement to the broadband part 

with speeds up to 2 Gbit/s and fixed Internet over the air. 

Secondly, the cheapening, deepening and “thinning” of 

data for IoT devices.

Pavel Yankelevich, a representative of SAP, a giant in the 

world of software development, spoke about the 

constraints for enterprise investments in IoT. 51% of big 

Belarusian businesses are not ready for investments in the 

Internet of Things, 36% are already deploying IoT 

solutions, and another 13% are planning to do this in the 

next two years. The sector is especially well developed in 

the transport, logistics, automotive and energy industries. 

By the end of 2020, the projected income from IoT will 

reach $67 million.

At the same time, the enterprises called the lack of a 

budget as the main barrier to the Internet of Things. In 

A few years ago, the phrase "personal data" in Belarus was used only by 
lawyers and security specialists. The situation has been changing rapidly, and 
today all the neighbour countries, not to mention Western Europe, have adopt-
ed appropriate laws. We are still at the stage of coordinating of the draft law.

The purpose of the discussion in the framework of IGF is to understand how 
personal data will be protected in Belarus in the coming years, and what is the 
role of business, government and society in this process. And also to consider 
the issue of privacy more widely: after all, behind the legal and technical 
aspects there is the protection of a person and of the border between private 
and public.

Sergey Voronkevich, CEO of the Data Privacy O�ce, who has been advising 
businesses in many countries of the CIS and the Baltic region in the field of 
personal data for many years, has emphasized the issue for Belarus. In our 
country, the initiative to develop legislation comes primarily from business, not 
from society. There is still no clear connection in people’s mind between their 
data and possible fraud situations in which they may be involved.

This fact was confirmed by Aleksandr Sushko who was speaking about cyber-
crime in which the data of hundreds of people were obtained using malicious 
software. Nevertheless, half of the victims demanded compensation for 
non-pecuniary damage, while the second half stated that they had no 
complaints at all because of the collection of their personal data.

Another feature of Belarus is that the development of legislation is rather 
caused by external factors, such as the GDPR (General Regulations of the Euro-
pean Union on the protection of personal data), which establishes strict rules 
for the processing of personal information and partially spreads these require-
ments to foreign companies.

Often a business operating in the European market sees an additional burden 
in these rules and changes internal policies and processes only because of the 
threat of fines. In other words, we began to forget that all this is being done to 
protect the individual from unnecessary interference by the state and organiza-
tions in private life. More attention needs to be paid to informing the public 
about the possible risks, so that the data protection initiative comes from it.

The experience of Moldova shows that the course for the 
harmonization of legislation with EU standards over time 
not only gives an economic e�ect but also forms under-
standing of the value of privacy protection in society. While 
putting e�ort to comply with the GDPR, the country attracts 
IT-business, which does not fear the EU regulator’s sanc-
tions only because of the imperfection of national legisla-
tion.

Moldova began with the signing of the Council of Europe 
Convention No. 108 and has a law on the protection of 
personal data since 2007. Today the country is in the third 
stage with a modernized law on personal data, on the 
authorized body for their protection, on data protection in 
law enforcement. A separate law is being drafted to 
protect rights in connection with video surveillance 
systems.

However, with the emergence of a GDPR, di�culties arise 
with its application, even at the level of such global organi-
zations as ICANN. The first high-profile case was the trial 
on the WHOIS network protocol, on the basis of which 
domain name registration worldwide has been taking 
place for more than 30 years.

The protocol involves the collection of registration and 
contact data of the owners of domain names, and this data 
are open. The conflict with the rules of the GDPR is 
obvious, but a solution has not yet been found. In the near 
future, one of the possible work models will be adopted at 
ICANN:

1. Personal data of domain owners will be hidden, but they 
will be available to those who confirm the legitimate 
interest in obtaining this information.

2. A multi-level system, where most of the data is closed, 
but it can be accessed by a circle of accredited persons.

3. Access to personal data will be possible only by a court 
decision.

No matter how the GDPR is perceived - as technological 

superiority or as “legal intervention” - it is unlikely to avoid 
adherence to European standards. The European Union 
was among the first to realize the need to bring the regula-
tion of personal data in line with the current challenges of 
the digital age. These rules are already becoming the de 
facto new international standard, and Belarusian compa-
nies that are guided by the European or global market 
have to follow them. The new law can make this task 
easier if it is as close as possible to the European one.

The body that would assume the functions of protecting 
the rights of citizens in connection with the processing of 
data is not yet defined in the Belarusian draft law. An analy-
sis of the optimal organizational form is carried out, since it 
will depend on this whether the law will work e�ciently.

Experts agree that the European model, which provides 
an independent body, is the most e�ective. It is important 
that it has the authority to inspect both public and private 
organizations. It could also initiate changes in legislation 
and would eventually become the main center of exper-
tise in this area.

At the beginning of the discussion, the audience was 
asked to answer online the question: “Is information priva-
cy and protection of your personal data important for 
you?”. Results of the survey were displayed on the screen 
in real time. 78% of the audience answered the question in 
the a�rmative. Of course, the section participants do not 
reflect the real cross-section of the society, but the result 
calls into question the statement that protection of private 
life is not important for Belarusians.

For a deeper public understanding of the privacy issues in 
the digital era, research and educational work of public 
organizations is especially significant. A working legisla-
tion and a comprehensive mechanism for the protection of 
personal data are possible only with the open interaction 
of all parties concerned.

response to this, Pavel Yankelevich cites examples of 

companies from the CIS and Europe, which, thanks to IoT, 

save millions of dollars. Thus, the Italian rail carrier Trenita-

lia reduced the cost of repairing trains by 10%, equipping 

all nodes with wear sensors. In other words, the problem is 

not the lack of a budget, but the shortcomings in the 

assessment of economic e�ciency.

 This thesis is also confirmed in BELAZ. Alexander Botvin-

nik said that one “smart” mining truck generates an 

average of 1 to 2 GB of information per year. And the transi-

tion from interval maintenance to repair "on demand" 

saves up to 70,000 euros for just one node.

 All participants of the discussion agreed that the Internet 

of Things plays a crucial role both in the digital transforma-

tion of the economy and in improving the quality of life of 

people. From accurate and fast data, that will show the 

state of the environment and our health, to structural 

economic reforms. IoT is not an abstract future, but a 

solution to specific problems in the present.
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Personal data in Belarus: 
between business, 
security and human rights

A few years ago, the phrase "personal data" in Belarus was used only by 
lawyers and security specialists. The situation has been changing rapidly, and 
today all the neighbour countries, not to mention Western Europe, have adopt-
ed appropriate laws. We are still at the stage of coordinating of the draft law.

The purpose of the discussion in the framework of IGF is to understand how 
personal data will be protected in Belarus in the coming years, and what is the 
role of business, government and society in this process. And also to consider 
the issue of privacy more widely: after all, behind the legal and technical 
aspects there is the protection of a person and of the border between private 
and public.

Sergey Voronkevich, CEO of the Data Privacy O�ce, who has been advising 
businesses in many countries of the CIS and the Baltic region in the field of 
personal data for many years, has emphasized the issue for Belarus. In our 
country, the initiative to develop legislation comes primarily from business, not 
from society. There is still no clear connection in people’s mind between their 
data and possible fraud situations in which they may be involved.

This fact was confirmed by Aleksandr Sushko who was speaking about cyber-
crime in which the data of hundreds of people were obtained using malicious 
software. Nevertheless, half of the victims demanded compensation for 
non-pecuniary damage, while the second half stated that they had no 
complaints at all because of the collection of their personal data.

Another feature of Belarus is that the development of legislation is rather 
caused by external factors, such as the GDPR (General Regulations of the Euro-
pean Union on the protection of personal data), which establishes strict rules 
for the processing of personal information and partially spreads these require-
ments to foreign companies.

Often a business operating in the European market sees an additional burden 
in these rules and changes internal policies and processes only because of the 
threat of fines. In other words, we began to forget that all this is being done to 
protect the individual from unnecessary interference by the state and organiza-
tions in private life. More attention needs to be paid to informing the public 
about the possible risks, so that the data protection initiative comes from it.

Moderator:  
Alexey Kozliuk
Co-founder, human rights organiza-

tion Human Constanta

Participants:   
Sergey Voronkevich
CEO, Data Privacy O�ce, Ltd.  

Sergey Bozianu 
CEO, Law, Privacy & Data Protection 

Services SRL 

Aleksandr Sushko
Head of the Business Development 

Project in the Republic of Belarus, 

Group-IB

Alexandra Kulikova
Manager for Eastern Europe and 

Central Asia, ICANN

PANEL DISCUSSION

The experience of Moldova shows that the course for the 
harmonization of legislation with EU standards over time 
not only gives an economic e�ect but also forms under-
standing of the value of privacy protection in society. While 
putting e�ort to comply with the GDPR, the country attracts 
IT-business, which does not fear the EU regulator’s sanc-
tions only because of the imperfection of national legisla-
tion.

Moldova began with the signing of the Council of Europe 
Convention No. 108 and has a law on the protection of 
personal data since 2007. Today the country is in the third 
stage with a modernized law on personal data, on the 
authorized body for their protection, on data protection in 
law enforcement. A separate law is being drafted to 
protect rights in connection with video surveillance 
systems.

However, with the emergence of a GDPR, di�culties arise 
with its application, even at the level of such global organi-
zations as ICANN. The first high-profile case was the trial 
on the WHOIS network protocol, on the basis of which 
domain name registration worldwide has been taking 
place for more than 30 years.

The protocol involves the collection of registration and 
contact data of the owners of domain names, and this data 
are open. The conflict with the rules of the GDPR is 
obvious, but a solution has not yet been found. In the near 
future, one of the possible work models will be adopted at 
ICANN:

1. Personal data of domain owners will be hidden, but they 
will be available to those who confirm the legitimate 
interest in obtaining this information.

2. A multi-level system, where most of the data is closed, 
but it can be accessed by a circle of accredited persons.

3. Access to personal data will be possible only by a court 
decision.

No matter how the GDPR is perceived - as technological 

superiority or as “legal intervention” - it is unlikely to avoid 
adherence to European standards. The European Union 
was among the first to realize the need to bring the regula-
tion of personal data in line with the current challenges of 
the digital age. These rules are already becoming the de 
facto new international standard, and Belarusian compa-
nies that are guided by the European or global market 
have to follow them. The new law can make this task 
easier if it is as close as possible to the European one.

The body that would assume the functions of protecting 
the rights of citizens in connection with the processing of 
data is not yet defined in the Belarusian draft law. An analy-
sis of the optimal organizational form is carried out, since it 
will depend on this whether the law will work e�ciently.

Experts agree that the European model, which provides 
an independent body, is the most e�ective. It is important 
that it has the authority to inspect both public and private 
organizations. It could also initiate changes in legislation 
and would eventually become the main center of exper-
tise in this area.

At the beginning of the discussion, the audience was 
asked to answer online the question: “Is information priva-
cy and protection of your personal data important for 
you?”. Results of the survey were displayed on the screen 
in real time. 78% of the audience answered the question in 
the a�rmative. Of course, the section participants do not 
reflect the real cross-section of the society, but the result 
calls into question the statement that protection of private 
life is not important for Belarusians.

For a deeper public understanding of the privacy issues in 
the digital era, research and educational work of public 
organizations is especially significant. A working legisla-
tion and a comprehensive mechanism for the protection of 
personal data are possible only with the open interaction 
of all parties concerned.
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today all the neighbour countries, not to mention Western Europe, have adopt-
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the issue of privacy more widely: after all, behind the legal and technical 
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with its application, even at the level of such global organi-
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on the WHOIS network protocol, on the basis of which 
domain name registration worldwide has been taking 
place for more than 30 years.

The protocol involves the collection of registration and 
contact data of the owners of domain names, and this data 
are open. The conflict with the rules of the GDPR is 
obvious, but a solution has not yet been found. In the near 
future, one of the possible work models will be adopted at 
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will be available to those who confirm the legitimate 
interest in obtaining this information.

2. A multi-level system, where most of the data is closed, 
but it can be accessed by a circle of accredited persons.

3. Access to personal data will be possible only by a court 
decision.

No matter how the GDPR is perceived - as technological 

superiority or as “legal intervention” - it is unlikely to avoid 
adherence to European standards. The European Union 
was among the first to realize the need to bring the regula-
tion of personal data in line with the current challenges of 
the digital age. These rules are already becoming the de 
facto new international standard, and Belarusian compa-
nies that are guided by the European or global market 
have to follow them. The new law can make this task 
easier if it is as close as possible to the European one.

The body that would assume the functions of protecting 
the rights of citizens in connection with the processing of 
data is not yet defined in the Belarusian draft law. An analy-
sis of the optimal organizational form is carried out, since it 
will depend on this whether the law will work e�ciently.

Experts agree that the European model, which provides 
an independent body, is the most e�ective. It is important 
that it has the authority to inspect both public and private 
organizations. It could also initiate changes in legislation 
and would eventually become the main center of exper-
tise in this area.

At the beginning of the discussion, the audience was 
asked to answer online the question: “Is information priva-
cy and protection of your personal data important for 
you?”. Results of the survey were displayed on the screen 
in real time. 78% of the audience answered the question in 
the a�rmative. Of course, the section participants do not 
reflect the real cross-section of the society, but the result 
calls into question the statement that protection of private 
life is not important for Belarusians.

For a deeper public understanding of the privacy issues in 
the digital era, research and educational work of public 
organizations is especially significant. A working legisla-
tion and a comprehensive mechanism for the protection of 
personal data are possible only with the open interaction 
of all parties concerned.
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superiority or as “legal intervention” - it is unlikely to avoid 
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was among the first to realize the need to bring the regula-
tion of personal data in line with the current challenges of 
the digital age. These rules are already becoming the de 
facto new international standard, and Belarusian compa-
nies that are guided by the European or global market 
have to follow them. The new law can make this task 
easier if it is as close as possible to the European one.

The body that would assume the functions of protecting 
the rights of citizens in connection with the processing of 
data is not yet defined in the Belarusian draft law. An analy-
sis of the optimal organizational form is carried out, since it 
will depend on this whether the law will work e�ciently.

Experts agree that the European model, which provides 
an independent body, is the most e�ective. It is important 
that it has the authority to inspect both public and private 
organizations. It could also initiate changes in legislation 
and would eventually become the main center of exper-
tise in this area.

At the beginning of the discussion, the audience was 
asked to answer online the question: “Is information priva-
cy and protection of your personal data important for 
you?”. Results of the survey were displayed on the screen 
in real time. 78% of the audience answered the question in 
the a�rmative. Of course, the section participants do not 
reflect the real cross-section of the society, but the result 
calls into question the statement that protection of private 
life is not important for Belarusians.

For a deeper public understanding of the privacy issues in 
the digital era, research and educational work of public 
organizations is especially significant. A working legisla-
tion and a comprehensive mechanism for the protection of 
personal data are possible only with the open interaction 
of all parties concerned.

Open data. How to make 
it useful for business, 
government and citizens

The central topic of the discussion was the launch of the national open data 

portal in January 2019. The company Novacom is a technical developer of the 

resource. During its creation international experience was studied, as well as 

the work of national portals of other countries. With active participation of 

“Open Data. Belarus” there was conducted a study of the demand for open 

data; there were also identified the datasets that state bodies and organiza-

tions are able to provide in accordance with such requests. According to Yulia 

Shapkina, at the initial stage, much will be determined by state data providers: 

in terms of machine optimization for some departments, preparing information 

according to the required format will become an additional burden. Therefore, 

in the beginning, only about thirty sets will be released, which are most 

demanded by business, the scientific community and the media.

As reported by Sergey Rudnev, the portal will become part of a wider infrastruc-

ture – a nationwide automated information system. In essence, the resource 

will become an OAIS application with the only task – to become a good search 

engine, which will simplify work with data and communication with other 

subsystems, for example, the registry of administrative procedures.

Experts agreed that the most important thing in the work of the future portal is 

the ability to exchange information between data providers and consumers. It 

is always a two-way process that invariably facilitates data cleansing and 

improvement. World experience confirms that through interaction with users, a 

high resource purity of 75% can be achieved.

According to Vyacheslav Shkadarevich – co-founder and head of the counter-

party verification web service kartoteka.by – while working with state registries 

his colleagues and himself often find and correct errors, thus constantly updat-

ing information. In Rudnev’s opinion, it is important for the state apparatus to 

understand how the maximum provision of data a�ects its quality: the more 

information is given by state suppliers, the cleaner it becomes.

Experts called business the main consumer of open data, while business, in its 

turn, follows community needs. “We do not invent services from the air,” 

Moderator: 
Alina Rodachinskaya
Community Coordinator, “Open 
Data. Belarus"

Participants:    
Alexey Ivankin
Co-founder, “Opendatabot”

Olga Scherbina
Head of the International Finance 
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Sergey Rudnev
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Nadezhda Tsarenok
Architect, Participation Design 
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Pavel Kuznetsov 
Founder and director of the group of 
companies “PAKODAN”

PANEL DISCUSSION commented Vyacheslav Shkadarevich. – Clients request 

data set “A”, and if it is on the portal, we will be happy to 

provide it, because even in the event of a legal dispute, 

we can always confirm the source of these truly clean data 

and the validity of their publication. If a business has a 

need for data set “B” that is not publicly available, manual 

processing of information or analysis from several sources 

is our job and our competence.”

Pavel Kuznetsov voiced the position and problems of the 

business, which consumes a large amount of open data 

every day. In North America, the data is really open: you 

can get a huge amount of it without using special identifi-

cation – just by going to the portal. In our country, howev-

er, such data is available only if there is a digital signature. 

A reasonable question arises: is it correct to classify such 

data as open?

Olga Scherbina presented interesting figures: Belarusian 

business can “save” up to $10 million a year by reducing 

the time spent on information search, filling out documents 

and walking around the cabinets. To assist businesses, an 

electronic register of administrative procedures was 

launched in cooperation with the Ministry of Economy. 

Nowadays, the resource contains detailed information on 

140 current procedures and business situations.

Nadezhda Tsarenok shared her experience in the practi-

cal use of open data in urban planning. In the framework of 

the project “Serebryanka. My uptown” city authorities 

considered activists’ requests and started developing the 

infrastructure of the entire neighborhood’s inter-yard 

spaces by common e�orts. “It is important for us to know 

who lives here, their age, gender,” said the architect. 

“Otherwise we work by touch.” In theory, this data is 

publicly available on the Belstat website, but in fact, it is 

rather problematic to find it there.

The representative of Belstat Vyacheslav Provolotsky 

agreed with the criticism and explained why after the 

launch of the national portal his colleagues will have a lot 

of work: “We don’t hide anything, the reason is that the 

search tools on our site do not meet the requirements. I 

am sure that the national portal will be good, but we will 

still collect the information.”

Business and civil society represent two “poles” that are 

interested in the format of open data. Alexey Ivankin 

advised his Belarusian colleagues to fill the portal with 

data sets related to the life and safety of citizens: “People 

are interested in the fire inspectorate at their school, the 

epidemiological and criminal situation in the area. As soon 

as you start posting this data, you will have millions of 

users.”

Summarizing the discussion, Alina Rodachinskaya 

expressed hope that in the framework of the next IGF 

participants would discuss the already finished productive 

portal, since the conversation laid a good foundation for 

further interaction between suppliers and consumers of 

open data.
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place for more than 30 years.
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future, one of the possible work models will be adopted at 
ICANN:
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data is not yet defined in the Belarusian draft law. An analy-
sis of the optimal organizational form is carried out, since it 
will depend on this whether the law will work e�ciently.

Experts agree that the European model, which provides 
an independent body, is the most e�ective. It is important 
that it has the authority to inspect both public and private 
organizations. It could also initiate changes in legislation 
and would eventually become the main center of exper-
tise in this area.

At the beginning of the discussion, the audience was 
asked to answer online the question: “Is information priva-
cy and protection of your personal data important for 
you?”. Results of the survey were displayed on the screen 
in real time. 78% of the audience answered the question in 
the a�rmative. Of course, the section participants do not 
reflect the real cross-section of the society, but the result 
calls into question the statement that protection of private 
life is not important for Belarusians.

For a deeper public understanding of the privacy issues in 
the digital era, research and educational work of public 
organizations is especially significant. A working legisla-
tion and a comprehensive mechanism for the protection of 
personal data are possible only with the open interaction 
of all parties concerned.

The central topic of the discussion was the launch of the national open data 

portal in January 2019. The company Novacom is a technical developer of the 

resource. During its creation international experience was studied, as well as 

the work of national portals of other countries. With active participation of 

“Open Data. Belarus” there was conducted a study of the demand for open 

data; there were also identified the datasets that state bodies and organiza-

tions are able to provide in accordance with such requests. According to Yulia 

Shapkina, at the initial stage, much will be determined by state data providers: 

in terms of machine optimization for some departments, preparing information 

according to the required format will become an additional burden. Therefore, 

in the beginning, only about thirty sets will be released, which are most 

demanded by business, the scientific community and the media.

As reported by Sergey Rudnev, the portal will become part of a wider infrastruc-

ture – a nationwide automated information system. In essence, the resource 

will become an OAIS application with the only task – to become a good search 

engine, which will simplify work with data and communication with other 

subsystems, for example, the registry of administrative procedures.

Experts agreed that the most important thing in the work of the future portal is 

the ability to exchange information between data providers and consumers. It 

is always a two-way process that invariably facilitates data cleansing and 

improvement. World experience confirms that through interaction with users, a 

high resource purity of 75% can be achieved.

According to Vyacheslav Shkadarevich – co-founder and head of the counter-

party verification web service kartoteka.by – while working with state registries 

his colleagues and himself often find and correct errors, thus constantly updat-

ing information. In Rudnev’s opinion, it is important for the state apparatus to 

understand how the maximum provision of data a�ects its quality: the more 

information is given by state suppliers, the cleaner it becomes.

Experts called business the main consumer of open data, while business, in its 

turn, follows community needs. “We do not invent services from the air,” 

commented Vyacheslav Shkadarevich. – Clients request 

data set “A”, and if it is on the portal, we will be happy to 

provide it, because even in the event of a legal dispute, 

we can always confirm the source of these truly clean data 

and the validity of their publication. If a business has a 

need for data set “B” that is not publicly available, manual 

processing of information or analysis from several sources 

is our job and our competence.”

Pavel Kuznetsov voiced the position and problems of the 

business, which consumes a large amount of open data 

every day. In North America, the data is really open: you 

can get a huge amount of it without using special identifi-

cation – just by going to the portal. In our country, howev-

er, such data is available only if there is a digital signature. 

A reasonable question arises: is it correct to classify such 

data as open?

Olga Scherbina presented interesting figures: Belarusian 

business can “save” up to $10 million a year by reducing 

the time spent on information search, filling out documents 

and walking around the cabinets. To assist businesses, an 

electronic register of administrative procedures was 

launched in cooperation with the Ministry of Economy. 

Nowadays, the resource contains detailed information on 

140 current procedures and business situations.

Nadezhda Tsarenok shared her experience in the practi-

cal use of open data in urban planning. In the framework of 

the project “Serebryanka. My uptown” city authorities 

considered activists’ requests and started developing the 

infrastructure of the entire neighborhood’s inter-yard 

spaces by common e�orts. “It is important for us to know 

who lives here, their age, gender,” said the architect. 

“Otherwise we work by touch.” In theory, this data is 

publicly available on the Belstat website, but in fact, it is 

rather problematic to find it there.

The representative of Belstat Vyacheslav Provolotsky 

agreed with the criticism and explained why after the 

launch of the national portal his colleagues will have a lot 

of work: “We don’t hide anything, the reason is that the 

search tools on our site do not meet the requirements. I 

am sure that the national portal will be good, but we will 

still collect the information.”

Business and civil society represent two “poles” that are 

interested in the format of open data. Alexey Ivankin 

advised his Belarusian colleagues to fill the portal with 

data sets related to the life and safety of citizens: “People 

are interested in the fire inspectorate at their school, the 

epidemiological and criminal situation in the area. As soon 

as you start posting this data, you will have millions of 

users.”

Summarizing the discussion, Alina Rodachinskaya 

expressed hope that in the framework of the next IGF 

participants would discuss the already finished productive 

portal, since the conversation laid a good foundation for 

further interaction between suppliers and consumers of 

open data.
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A few years ago, the phrase "personal data" in Belarus was used only by 
lawyers and security specialists. The situation has been changing rapidly, and 
today all the neighbour countries, not to mention Western Europe, have adopt-
ed appropriate laws. We are still at the stage of coordinating of the draft law.

The purpose of the discussion in the framework of IGF is to understand how 
personal data will be protected in Belarus in the coming years, and what is the 
role of business, government and society in this process. And also to consider 
the issue of privacy more widely: after all, behind the legal and technical 
aspects there is the protection of a person and of the border between private 
and public.

Sergey Voronkevich, CEO of the Data Privacy O�ce, who has been advising 
businesses in many countries of the CIS and the Baltic region in the field of 
personal data for many years, has emphasized the issue for Belarus. In our 
country, the initiative to develop legislation comes primarily from business, not 
from society. There is still no clear connection in people’s mind between their 
data and possible fraud situations in which they may be involved.

This fact was confirmed by Aleksandr Sushko who was speaking about cyber-
crime in which the data of hundreds of people were obtained using malicious 
software. Nevertheless, half of the victims demanded compensation for 
non-pecuniary damage, while the second half stated that they had no 
complaints at all because of the collection of their personal data.

Another feature of Belarus is that the development of legislation is rather 
caused by external factors, such as the GDPR (General Regulations of the Euro-
pean Union on the protection of personal data), which establishes strict rules 
for the processing of personal information and partially spreads these require-
ments to foreign companies.

Often a business operating in the European market sees an additional burden 
in these rules and changes internal policies and processes only because of the 
threat of fines. In other words, we began to forget that all this is being done to 
protect the individual from unnecessary interference by the state and organiza-
tions in private life. More attention needs to be paid to informing the public 
about the possible risks, so that the data protection initiative comes from it.

The experience of Moldova shows that the course for the 
harmonization of legislation with EU standards over time 
not only gives an economic e�ect but also forms under-
standing of the value of privacy protection in society. While 
putting e�ort to comply with the GDPR, the country attracts 
IT-business, which does not fear the EU regulator’s sanc-
tions only because of the imperfection of national legisla-
tion.

Moldova began with the signing of the Council of Europe 
Convention No. 108 and has a law on the protection of 
personal data since 2007. Today the country is in the third 
stage with a modernized law on personal data, on the 
authorized body for their protection, on data protection in 
law enforcement. A separate law is being drafted to 
protect rights in connection with video surveillance 
systems.

However, with the emergence of a GDPR, di�culties arise 
with its application, even at the level of such global organi-
zations as ICANN. The first high-profile case was the trial 
on the WHOIS network protocol, on the basis of which 
domain name registration worldwide has been taking 
place for more than 30 years.

The protocol involves the collection of registration and 
contact data of the owners of domain names, and this data 
are open. The conflict with the rules of the GDPR is 
obvious, but a solution has not yet been found. In the near 
future, one of the possible work models will be adopted at 
ICANN:

1. Personal data of domain owners will be hidden, but they 
will be available to those who confirm the legitimate 
interest in obtaining this information.

2. A multi-level system, where most of the data is closed, 
but it can be accessed by a circle of accredited persons.

3. Access to personal data will be possible only by a court 
decision.

No matter how the GDPR is perceived - as technological 

superiority or as “legal intervention” - it is unlikely to avoid 
adherence to European standards. The European Union 
was among the first to realize the need to bring the regula-
tion of personal data in line with the current challenges of 
the digital age. These rules are already becoming the de 
facto new international standard, and Belarusian compa-
nies that are guided by the European or global market 
have to follow them. The new law can make this task 
easier if it is as close as possible to the European one.

The body that would assume the functions of protecting 
the rights of citizens in connection with the processing of 
data is not yet defined in the Belarusian draft law. An analy-
sis of the optimal organizational form is carried out, since it 
will depend on this whether the law will work e�ciently.

Experts agree that the European model, which provides 
an independent body, is the most e�ective. It is important 
that it has the authority to inspect both public and private 
organizations. It could also initiate changes in legislation 
and would eventually become the main center of exper-
tise in this area.

At the beginning of the discussion, the audience was 
asked to answer online the question: “Is information priva-
cy and protection of your personal data important for 
you?”. Results of the survey were displayed on the screen 
in real time. 78% of the audience answered the question in 
the a�rmative. Of course, the section participants do not 
reflect the real cross-section of the society, but the result 
calls into question the statement that protection of private 
life is not important for Belarusians.

For a deeper public understanding of the privacy issues in 
the digital era, research and educational work of public 
organizations is especially significant. A working legisla-
tion and a comprehensive mechanism for the protection of 
personal data are possible only with the open interaction 
of all parties concerned.

Regional problems of Internet 
development. Legal aspects.

The development of technology brings new challenges to existing legislation. 

And if on a global scale, legal IT issues resemble a fantastic blockbuster - 

robots, drones, artificial intelligence - then regional issues are much closer to 

the real life of users.

Uliana Zinina spoke about issues that fall outside the jurisdiction of a single 

state. So, services and applications that can recognize people's faces and 

thereby limit the privacy of a particular person are based on machine learning 

and Big Data. Does the legal advice given by the bot have the right to exist? 

Who is responsible for the accident involving a self-driving car, a car without a 

driver: Tesla, a software maker, a man in a car, or some kind of hacker? Does 

the drone violate privacy when flying over someone's balcony or land? In such 

situations, Facebook is guided by Community Standards to ensure the same 

level of protection and service for all users. The legally controversial feature of 

face recognition is actively used in the work of the social network to instantly 

determine the patterns of the terrorist organization Islamic State and remove 

them without human participation.

Local issues vary from country to country. The fact that in Russia there is a 

prohibitive trend of legal regulation of the Network, said Sergey Kopylov. Here 

there is a constant narrowing of the framework of the permitted legal field of 

using the Internet, content, technologies. A huge number of laws have been 

passed, including the “Yarovaya package”, the “law of oblivion”, VPN, messen-

gers and social networks. Some legal acts turned out to be “legislative rubbish”, 

of little use in practice, because of which they had to be abolished. In particular, 

the law on bloggers, according to which certain significant bloggers had to 

meet certain requirements and were included in a special register of Roskom-

nadzor. It is interesting that its cancellation was caused by the protests of the 

bloggers themselves: look, I am so significant that I am in the Roskomnadzor 

registry!

There was an incident with the "lifelong" blocking of sites that have repeatedly 

violated the author's content. The Internet filter used in such cases consists of 

IP, URL and domain name. The “black list” of domain names was not synchro-

nized with the rules of domain name registration in the Russian Federation, as 
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a result of which these domains entered the market again 

and were sold there for high prices. The seller of the 

domain spoke about the promotion and attendance of the 

site, keeping silent about problems with access in the 

Russian Federation. In a matter of urgency, changes were 

made to the rules: now such domains are included in the 

stop list, which prevents their sale.

But content blocking is not a panacea, as with the help of 

VPN content remains available. There is a well-known 

saying of “techies”: “You pretend that you block sites, and 

we pretend that we don’t visit them”. There are really good 

examples of consolidating the global community in terms 

of restricting access and blocking content. Spamhaus is an 

international list of spammers who successfully block and 

where market participants are still afraid to get.

In Belarus, according to Tatyana Ignatovskaya, a trend to 

regulate digitalization occurring in the country's economy 

has emerged. New legal norms appear, changes are 

made to existing ones. Thus, according to the new version 

of the law “On Protection of Consumer Rights”, electronic 

purchase confirmation is now su�cient - a paper check is 

not needed for this purpose. In the public discussion go 

"Rules for the sale of goods on the samples," which 

traditionally refers to online trading, - changes will appear 

within a month or two.

The hoster.by CEO Sergey Povalishev raised the issue of 

quickly removing a domain from the registry or suspend-

ing its delegation. Even if there is a violation of the law - 

the domain intercepts data from the card or the site 

contains materials with child pornography - the hosting 

provider does not have a “switch” to quickly disable such 

a site.

Alexander Zhuk prepared an overview of the "white spots" 

of the Belarusian Internet legislation. Thus, Decree No. 60 

introduces compulsory hosting in Belarus for legal entities 

that use websites for the provision of services, the perfor-

mance of work and the sale of goods. It remains unclear 

whether self-employed persons (notaries, artisans) who 

provide services, but are not legal entities or individual 

entrepreneurs, can have hosting outside Belarus. Accord-

ing to the same decree, non-profit organizations that are 

legal entities and provide services should have hosting in 

our country, which does not look quite logical.

There is a dilemma about whether or not individuals' 

websites are subject to mandatory state registration in the 

registry of State Supervisory Department for Telecommu-

nications of the Republic of Belarus.

And according to Instruction 47, if the domain name is not 

used (for example, there is no website), it can be selected 

and put up for auction, which is contrary to the free use of 

property rights.

On the panel discussion the most burning issues were 

raised. The legal framework lags behind technology, 

creating a heap of ambiguities in practice - this is an inevi-

table reality. “If there is a problem, it can be discussed,” 

said OAC employee Kirill Mordan. And as you know, the 

truth is born in the dispute - which is happening at Belarus 

IGF for the third year in a row.



A few years ago, the phrase "personal data" in Belarus was used only by 
lawyers and security specialists. The situation has been changing rapidly, and 
today all the neighbour countries, not to mention Western Europe, have adopt-
ed appropriate laws. We are still at the stage of coordinating of the draft law.

The purpose of the discussion in the framework of IGF is to understand how 
personal data will be protected in Belarus in the coming years, and what is the 
role of business, government and society in this process. And also to consider 
the issue of privacy more widely: after all, behind the legal and technical 
aspects there is the protection of a person and of the border between private 
and public.

Sergey Voronkevich, CEO of the Data Privacy O�ce, who has been advising 
businesses in many countries of the CIS and the Baltic region in the field of 
personal data for many years, has emphasized the issue for Belarus. In our 
country, the initiative to develop legislation comes primarily from business, not 
from society. There is still no clear connection in people’s mind between their 
data and possible fraud situations in which they may be involved.

This fact was confirmed by Aleksandr Sushko who was speaking about cyber-
crime in which the data of hundreds of people were obtained using malicious 
software. Nevertheless, half of the victims demanded compensation for 
non-pecuniary damage, while the second half stated that they had no 
complaints at all because of the collection of their personal data.
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caused by external factors, such as the GDPR (General Regulations of the Euro-
pean Union on the protection of personal data), which establishes strict rules 
for the processing of personal information and partially spreads these require-
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in these rules and changes internal policies and processes only because of the 
threat of fines. In other words, we began to forget that all this is being done to 
protect the individual from unnecessary interference by the state and organiza-
tions in private life. More attention needs to be paid to informing the public 
about the possible risks, so that the data protection initiative comes from it.

The experience of Moldova shows that the course for the 
harmonization of legislation with EU standards over time 
not only gives an economic e�ect but also forms under-
standing of the value of privacy protection in society. While 
putting e�ort to comply with the GDPR, the country attracts 
IT-business, which does not fear the EU regulator’s sanc-
tions only because of the imperfection of national legisla-
tion.

Moldova began with the signing of the Council of Europe 
Convention No. 108 and has a law on the protection of 
personal data since 2007. Today the country is in the third 
stage with a modernized law on personal data, on the 
authorized body for their protection, on data protection in 
law enforcement. A separate law is being drafted to 
protect rights in connection with video surveillance 
systems.

However, with the emergence of a GDPR, di�culties arise 
with its application, even at the level of such global organi-
zations as ICANN. The first high-profile case was the trial 
on the WHOIS network protocol, on the basis of which 
domain name registration worldwide has been taking 
place for more than 30 years.

The protocol involves the collection of registration and 
contact data of the owners of domain names, and this data 
are open. The conflict with the rules of the GDPR is 
obvious, but a solution has not yet been found. In the near 
future, one of the possible work models will be adopted at 
ICANN:

1. Personal data of domain owners will be hidden, but they 
will be available to those who confirm the legitimate 
interest in obtaining this information.

2. A multi-level system, where most of the data is closed, 
but it can be accessed by a circle of accredited persons.

3. Access to personal data will be possible only by a court 
decision.

No matter how the GDPR is perceived - as technological 

superiority or as “legal intervention” - it is unlikely to avoid 
adherence to European standards. The European Union 
was among the first to realize the need to bring the regula-
tion of personal data in line with the current challenges of 
the digital age. These rules are already becoming the de 
facto new international standard, and Belarusian compa-
nies that are guided by the European or global market 
have to follow them. The new law can make this task 
easier if it is as close as possible to the European one.

The body that would assume the functions of protecting 
the rights of citizens in connection with the processing of 
data is not yet defined in the Belarusian draft law. An analy-
sis of the optimal organizational form is carried out, since it 
will depend on this whether the law will work e�ciently.

Experts agree that the European model, which provides 
an independent body, is the most e�ective. It is important 
that it has the authority to inspect both public and private 
organizations. It could also initiate changes in legislation 
and would eventually become the main center of exper-
tise in this area.

At the beginning of the discussion, the audience was 
asked to answer online the question: “Is information priva-
cy and protection of your personal data important for 
you?”. Results of the survey were displayed on the screen 
in real time. 78% of the audience answered the question in 
the a�rmative. Of course, the section participants do not 
reflect the real cross-section of the society, but the result 
calls into question the statement that protection of private 
life is not important for Belarusians.

For a deeper public understanding of the privacy issues in 
the digital era, research and educational work of public 
organizations is especially significant. A working legisla-
tion and a comprehensive mechanism for the protection of 
personal data are possible only with the open interaction 
of all parties concerned.

The development of technology brings new challenges to existing legislation. 

And if on a global scale, legal IT issues resemble a fantastic blockbuster - 

robots, drones, artificial intelligence - then regional issues are much closer to 

the real life of users.

Uliana Zinina spoke about issues that fall outside the jurisdiction of a single 

state. So, services and applications that can recognize people's faces and 

thereby limit the privacy of a particular person are based on machine learning 

and Big Data. Does the legal advice given by the bot have the right to exist? 

Who is responsible for the accident involving a self-driving car, a car without a 

driver: Tesla, a software maker, a man in a car, or some kind of hacker? Does 

the drone violate privacy when flying over someone's balcony or land? In such 

situations, Facebook is guided by Community Standards to ensure the same 

level of protection and service for all users. The legally controversial feature of 

face recognition is actively used in the work of the social network to instantly 

determine the patterns of the terrorist organization Islamic State and remove 

them without human participation.

Local issues vary from country to country. The fact that in Russia there is a 

prohibitive trend of legal regulation of the Network, said Sergey Kopylov. Here 

there is a constant narrowing of the framework of the permitted legal field of 

using the Internet, content, technologies. A huge number of laws have been 

passed, including the “Yarovaya package”, the “law of oblivion”, VPN, messen-

gers and social networks. Some legal acts turned out to be “legislative rubbish”, 

of little use in practice, because of which they had to be abolished. In particular, 

the law on bloggers, according to which certain significant bloggers had to 

meet certain requirements and were included in a special register of Roskom-

nadzor. It is interesting that its cancellation was caused by the protests of the 

bloggers themselves: look, I am so significant that I am in the Roskomnadzor 

registry!

There was an incident with the "lifelong" blocking of sites that have repeatedly 

violated the author's content. The Internet filter used in such cases consists of 

IP, URL and domain name. The “black list” of domain names was not synchro-
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a result of which these domains entered the market again 
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domain spoke about the promotion and attendance of the 

site, keeping silent about problems with access in the 
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made to the rules: now such domains are included in the 

stop list, which prevents their sale.
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VPN content remains available. There is a well-known 

saying of “techies”: “You pretend that you block sites, and 

we pretend that we don’t visit them”. There are really good 

examples of consolidating the global community in terms 

of restricting access and blocking content. Spamhaus is an 

international list of spammers who successfully block and 

where market participants are still afraid to get.

In Belarus, according to Tatyana Ignatovskaya, a trend to 

regulate digitalization occurring in the country's economy 

has emerged. New legal norms appear, changes are 

made to existing ones. Thus, according to the new version 

of the law “On Protection of Consumer Rights”, electronic 

purchase confirmation is now su�cient - a paper check is 

not needed for this purpose. In the public discussion go 

"Rules for the sale of goods on the samples," which 

traditionally refers to online trading, - changes will appear 

within a month or two.

The hoster.by CEO Sergey Povalishev raised the issue of 

quickly removing a domain from the registry or suspend-

ing its delegation. Even if there is a violation of the law - 

the domain intercepts data from the card or the site 

contains materials with child pornography - the hosting 

provider does not have a “switch” to quickly disable such 

a site.

Alexander Zhuk prepared an overview of the "white spots" 

of the Belarusian Internet legislation. Thus, Decree No. 60 

introduces compulsory hosting in Belarus for legal entities 

that use websites for the provision of services, the perfor-

mance of work and the sale of goods. It remains unclear 

whether self-employed persons (notaries, artisans) who 

provide services, but are not legal entities or individual 

entrepreneurs, can have hosting outside Belarus. Accord-

ing to the same decree, non-profit organizations that are 

legal entities and provide services should have hosting in 

our country, which does not look quite logical.

There is a dilemma about whether or not individuals' 

websites are subject to mandatory state registration in the 

registry of State Supervisory Department for Telecommu-

nications of the Republic of Belarus.

And according to Instruction 47, if the domain name is not 

used (for example, there is no website), it can be selected 

and put up for auction, which is contrary to the free use of 

property rights.

On the panel discussion the most burning issues were 

raised. The legal framework lags behind technology, 

creating a heap of ambiguities in practice - this is an inevi-

table reality. “If there is a problem, it can be discussed,” 

said OAC employee Kirill Mordan. And as you know, the 

truth is born in the dispute - which is happening at Belarus 
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A few years ago, the phrase "personal data" in Belarus was used only by 
lawyers and security specialists. The situation has been changing rapidly, and 
today all the neighbour countries, not to mention Western Europe, have adopt-
ed appropriate laws. We are still at the stage of coordinating of the draft law.

The purpose of the discussion in the framework of IGF is to understand how 
personal data will be protected in Belarus in the coming years, and what is the 
role of business, government and society in this process. And also to consider 
the issue of privacy more widely: after all, behind the legal and technical 
aspects there is the protection of a person and of the border between private 
and public.

Sergey Voronkevich, CEO of the Data Privacy O�ce, who has been advising 
businesses in many countries of the CIS and the Baltic region in the field of 
personal data for many years, has emphasized the issue for Belarus. In our 
country, the initiative to develop legislation comes primarily from business, not 
from society. There is still no clear connection in people’s mind between their 
data and possible fraud situations in which they may be involved.

This fact was confirmed by Aleksandr Sushko who was speaking about cyber-
crime in which the data of hundreds of people were obtained using malicious 
software. Nevertheless, half of the victims demanded compensation for 
non-pecuniary damage, while the second half stated that they had no 
complaints at all because of the collection of their personal data.

Another feature of Belarus is that the development of legislation is rather 
caused by external factors, such as the GDPR (General Regulations of the Euro-
pean Union on the protection of personal data), which establishes strict rules 
for the processing of personal information and partially spreads these require-
ments to foreign companies.

Often a business operating in the European market sees an additional burden 
in these rules and changes internal policies and processes only because of the 
threat of fines. In other words, we began to forget that all this is being done to 
protect the individual from unnecessary interference by the state and organiza-
tions in private life. More attention needs to be paid to informing the public 
about the possible risks, so that the data protection initiative comes from it.

The experience of Moldova shows that the course for the 
harmonization of legislation with EU standards over time 
not only gives an economic e�ect but also forms under-
standing of the value of privacy protection in society. While 
putting e�ort to comply with the GDPR, the country attracts 
IT-business, which does not fear the EU regulator’s sanc-
tions only because of the imperfection of national legisla-
tion.

Moldova began with the signing of the Council of Europe 
Convention No. 108 and has a law on the protection of 
personal data since 2007. Today the country is in the third 
stage with a modernized law on personal data, on the 
authorized body for their protection, on data protection in 
law enforcement. A separate law is being drafted to 
protect rights in connection with video surveillance 
systems.

However, with the emergence of a GDPR, di�culties arise 
with its application, even at the level of such global organi-
zations as ICANN. The first high-profile case was the trial 
on the WHOIS network protocol, on the basis of which 
domain name registration worldwide has been taking 
place for more than 30 years.

The protocol involves the collection of registration and 
contact data of the owners of domain names, and this data 
are open. The conflict with the rules of the GDPR is 
obvious, but a solution has not yet been found. In the near 
future, one of the possible work models will be adopted at 
ICANN:

1. Personal data of domain owners will be hidden, but they 
will be available to those who confirm the legitimate 
interest in obtaining this information.

2. A multi-level system, where most of the data is closed, 
but it can be accessed by a circle of accredited persons.

3. Access to personal data will be possible only by a court 
decision.

No matter how the GDPR is perceived - as technological 

superiority or as “legal intervention” - it is unlikely to avoid 
adherence to European standards. The European Union 
was among the first to realize the need to bring the regula-
tion of personal data in line with the current challenges of 
the digital age. These rules are already becoming the de 
facto new international standard, and Belarusian compa-
nies that are guided by the European or global market 
have to follow them. The new law can make this task 
easier if it is as close as possible to the European one.

The body that would assume the functions of protecting 
the rights of citizens in connection with the processing of 
data is not yet defined in the Belarusian draft law. An analy-
sis of the optimal organizational form is carried out, since it 
will depend on this whether the law will work e�ciently.

Experts agree that the European model, which provides 
an independent body, is the most e�ective. It is important 
that it has the authority to inspect both public and private 
organizations. It could also initiate changes in legislation 
and would eventually become the main center of exper-
tise in this area.

At the beginning of the discussion, the audience was 
asked to answer online the question: “Is information priva-
cy and protection of your personal data important for 
you?”. Results of the survey were displayed on the screen 
in real time. 78% of the audience answered the question in 
the a�rmative. Of course, the section participants do not 
reflect the real cross-section of the society, but the result 
calls into question the statement that protection of private 
life is not important for Belarusians.

For a deeper public understanding of the privacy issues in 
the digital era, research and educational work of public 
organizations is especially significant. A working legisla-
tion and a comprehensive mechanism for the protection of 
personal data are possible only with the open interaction 
of all parties concerned.
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