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Background: Privacy in Social Networks
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"Do people on Twitter really care how many
times you went to the bathroom today?"

Why do people share more private information in Social Network
Sites (SNSs) like Facebook than in the real world?
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® |ncrease self-steam
® Become popular

® Impression management

® Relationship development
® Personality characteristics

® | ow privacy literacy



The role of computers [Stark, 2016]
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Private digital data is intangible:

a. We perceive our private information trough the interfaces of
media technology.

b. Media technologies shape our perception of information privacy.

Would you share your private information with a stranger
in the real world? “NQ, it can be risky!”

)




Online Privacy Risks [Sayaf and Clarke, 2012]

Like in the real world, privacy risks can occur when our private infor-
IGF

14/11/2018 mation reaches the wrong hands:
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References = But we only care after risks are materialized!

Media technologies do not yet manage to take our perception of
privacy risks to the visceral level
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7
Risk communication [Samat and Acquisti, 2017] \\11\
S

Media technologies should be more preventative:
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14/11/2018 1. Users who are aware of the consequences of online self-disclosure
Diaz, van are more likely to protect their privacy.
Hoogstraten
2. Media technologies should include risk-awareness mechanisms.
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Knowing the risks can make us change our mind )

6/12



Risks in Privacy Policies?
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= Privacy policies are used to request explicit and unambiguous
consent from the user for processing his/her personal information.

= The EU General Data Protection Regulation (GDPR) seeks to
grantee the privacy rights of he users.

=
Policy .
L At J A ; I I
S
USER SNSs EU

Are users informed about the risks of sharing their private data?
Are risks mentioned inside the privacy policies?




Awareness by design (ABD)
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Risk awareness should be a central aspect in the development of
media technologies and the elaboration of public policies.

Update Status || Add Photos/Video

What a lame work environment at the office...I can only hear people
complain! Thanks God it's Friday! #tgif

) o -~ o

L 9 @ & @ Public ¥ m

Tip: This post might lead to job loss if its seen by this group of people
Do you want to exclude them from the audience?

Yes No Cancel

Figure 1: Instructional Awareness [Diaz Ferreyra et al., 2018]

Users should be able to decide at their own responsibility what
information they want to share
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Consuming information in Social Media
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private information in social media platforms.
.B
P}@ ﬁg@

How can we apply awareness by design to the media content we

So far, we have discussed the role of awareness when sharing our
[# Status [&) Photo 9, CheckIn
consume from SNSs and other media platforms?

)




Fake news: what to do?

= Judging the veracity of news on the Internet is a complex issue.
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How about providing awareness instruments so the
users can decide on their own?
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Information Nutritional Labels (INLs)

[Fuhr et al., 2018]

INLs for fake news give computable cues (e.g. factuality, controversy,

14/1'5/2018 sentiment) about the quality of the information being displayed.
e o NN L
Hoogstraten TRUMP'S ATTACK ON SESSIONS OVER Bun But e |, 2008
CLINTON PROSECUTION HIGHLIGHTS HIS OWN Per 1000 words|  Recommended Daily
Background ‘WEAK' STANCE B promy 0%
At
Risk Opinion __40% 0%
Awareness Coproveny | 90 -
Emotion 6.7 13
Awareness by Topicality | 8.7 50
design
Sharing information Leyel 0 80
Consuming 20 -
information Aubority | 43 90
Questions g’ Vislness - L0
— Additional substances: advertising, subscription,
References invective, images (2), tweets, video clips
President Trump's decision Tuesday to attack Attorney Geaeral “Traces: prodoct placement

Jeff Sessions over Sessions’ “position” on Hillary Clinton's
e dals only highlight Trump's own hypocrisy [v

0 th e — and is ke 10 fisel erincnrms froem his hase who son

Based on the INLs users can decide (i.e. self-determine) what to
consume depending on their personal information diets
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Lightning questions
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ADDICTED WEBSITE

Facebook

Does awareness play a different role in
the real world than in the online world? |

Is ABD a good strategy for supporting
the decisions of Internet users?

Which stakeholders should be involved
in the definition of an ABD framework?

Over-sharing
can be risky

Which stakeholders should be
accountable in an ABD framework?
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